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IMPOEKTUPOBAHUE MOJYJbHOM APXUTEKTYPBI
WHXEHEPHOI'O ITIPOTOTUIIA BOPTOBOM CUCTEMBbBI
YIIPABJIEHUA I KOMITAKTHBIX ADPOKOCMMNYECKHUX
INVIAT®OPM

AnHoTtanus. Co3aHue manoradapuTHOM OOpPTOBOW CUCTEMBI YINPABICHHUS
Vi1 BBICOKOJMHAMUYHBIX  a’pPOKOCMMUYECKHMX  IUIaTGOpM  CBSA3aHO  C
HEOOXOJUMOCTBIO COBMECTHONH pabOThl BBIYMCIUTENbHBIX, H3MEPHUTEIBHBIX,
CIWJIOBBIX M HUHTEP(EHCHBIX Y3JI0B MpPU CTPOTUX OTPAaHUUEHHUSAX [0 MAaccCe,
rabapuTaM, yCTOMYMBOCTH DJIEKTPOIIUTAHUS U yAOOCTBY OOCiIyXuBaHus. B craTee
MpeAJIoKeHa MOAYJIbHAs BCTPOEHHAs AapXUTEKTypa HWHKEHEPHOro MPOTOTHUIIA
OOpTOBOM  CHUCTEMBI YINpPABICHUSA, pPACCUUTAHHAs HAa HCCIEAOBATENIbCKYIO
MIPOBEPKY, CTEHIOBYIO OTPA0OTKY M MOCIEAYIOUIYIO MO3TAlHYK ONTUMHU3ALMIO.
OcHoBy mnaTdoOpMbl COCTABIISIET YETHIPEXOJOUHAsA CTPYKTypa, OObeIUHSIoNIas
BBIYMCIIUTENbHBI MOJyJib, CEHCOPHBIA MOAYJb, OJIOK CTaOMIM3aLUMU MUTAHUS U
MOAYJb BBIXOAHBIX HHTEp(ericoB. OCHOBHOE BHHMMAaHHUE VYAEJIEHO JIOTHKE
IIOCTPOEHUSI apXUTEKTYpPhl, HA3HAYCHHUIO OTIEJBHBIX MOJCUCTEM, X PEAM3aALUU
Ha ypOBHE TEYATHBIX IJIaT, a TaKKe KOHCTPYKTOPCKUM  PEIICHUSIM,
o0ecrnevnBaroIIUM MOJYJIBHOCTb, JIEKTPOMATrHUTHYIO COBMECTUMOCTB,
PEMOHTOIIPUTOJHOCTh M BO3MOKHOCTB JaybHeimero pacmupenus. [lomyuenHas
apXUTeKTypa (QOPMHUPYET BOCHPOU3BOAUMYIO JJIEKTPOHHYIO OCHOBY  JUIS
KaJIMOPOBKM JIaTYUKOB, MPOBEPKU HUHTEpPEiicOoB, pa3pabOTKH MPOTrpaMMHOTO
o0OecrieyeHrs M MPOBEJACHUS CTEHAOBBIX HCTbITaHUM. TecThl MOATBEPAMIIHM, YTO
BbIOpaHHass MOJyJibHasi cxeMma >kKu3HecrocoOHa. Ha e€ 6a3ze MOXKHO MPOBOIUTH
JanbHEHNIINe UCCIENOBAHUS U CO3[aBaTh KOMIAKTHYIO OOpPTOBYIO 3JIEKTPOHUKY
JUTISL a9POKOCMUYECKOM U 000pOHHOM cdep.

KiroueBbie cJjioBa: OOpPTOBBIE KOMIIBIOTEPBI, MOJYJIbHBIE BCTPOCHHbBIE
CUCTEMBI, a3POKOCMHMYECKAas DJJIEKTPOHUKA, MUTAHWE ABUOHUKH, WHYKEHEPHBIN
IIPOTOTHII, KOMITAKTHAsI aBUOHUKA.

BBenenmue.

KomrmakTHeie OOPTOBBIE CHCTEMBI YIPABICHUS — 3TO KPUTHUYECCKU BAKHBIN
y3ell COBPEMEHHBIX JIETaTEeNIbHBIX ammapaToB. MIMEHHO OOpTOBasi 3JIEKTPOHUKA
J0JDKHA paboTaTh B YCJIOBHSX JKECTKOTO JedUIMTa TPOCTPAHCTBA, CUIIBHBIX
BUOpaniuii W HECTaOWJILHOTO  3JeKTpoMarHutHoro Qona. Ilpu  »sTOM
3 PEKTUBHOCTh CHUCTEMbl 3aBUCUT HE TOJBKO OT MOIIHOCTH Tpolieccopa.
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OrpoMHyI0 poOJb UIrpalOT YETKOE COorjlacoBaHue Bcex mnoacucrteMm [1, 2],
CTaOMIBHOCTH JIMHUW MTUTAHUS, IETIOCTHOCTh CUTHAJIOB M YJI00HAs AMarHocTuKa. B
OOOpPOHHBIX A3POKOCMUYECKUX TMPOEKTaX 3THU TPeOOBAHUS CTAHOBSITCS >KECTYE:
anmaparypa o0s3aHa 0€30TKa3HO paboTaTh TPU CHUIBHBIX MEXaHUYCCKUX
Harpy3Kax, BBICOKOM YPOBHE ITOMEX U 3KCTPEMAIIbHOMN TNIOTHOCTH KOMIIOHOBKH.

Ha mnpeaBapuTeNbHBIX CTaIUAX MPOCKTUPOBAHMS MH)KEHEPHBIA HPOTOTUI
BBITIOJIHSET POJIb MTPOMEKYTOUYHOM MIIAT(HOPMBI MEXKY PACUETHON KOHIIETIHEH U
AKCHEPUMEHTANIbHON MpoBepKoi [3]. C ero momompbl0 MOKHO 3apaHEE OLIEHUTH
ANEKTPUUECKYI0 U (DYHKIIMOHAJIBHYIO COBMECTHUMOCTb MOJyJIeH, OOHApyX HUTh
npoOieMbl HMHTETpalMd U TOJYYUTh YCTOWYMBYIO allapaTHYI0 OCHOBY JUJIst
pa3paboTKu MPOrpaMMHOTO 0OeCTieYeHUsI.

B Hacrosmeit pabote mpenoxeHa MOIYJbHAs BCTPOEHHAs apXUTEKTypa
WMH)KEHEPHOT'0 MPOTOTUIIA OOPTOBOM CUCTEMBI yIipaBieHus [4, 5] 11 KOMIAKTHOM
a’pOKOCMHMUYECKON TUIaTGOpMBI C BBICOKMMHM JIMHAMUYECKMMH Harpy3KaMmu.
OcHoOBHas ujes 3aKJII0YaeTCs B pa3/ieieHun 0a30BbIX OOPTOBBIX PyHKIMM [6-8] Ha
CaMOCTOATEIbHBIE, HO B3aHMMOCBSI3aHHBIE AJIEKTPOHHBIE y37bl. Takoe mocTpoeHue
YOPOUIAET OOCIYyXUBAaHUE, YCKOPSAET MOCIECIOBATENbHYIO0 HAJNAAKy M CO3JaeT
YCHOBUSA JUIA JalbHEUIIEH MOJEPHU3ALNH AIMIAPATHOW WIM IPOTPAMMHOMN 4acTh
0€3 OJIHOTO NEPECMOTPA BCEU CUCTEMBI.

MarepuaJjbl 1 METOAbI.

1.1. Lenp nccnenoBanusi, pacueTHbIC JONMYIIEHUS U UCXOAHBIE MTAPAMETPHI.

Jlnst cuHTe3a W MEePBUYHOM MPOBEPKU OOPTOBOTO KOMILIEKCA YIIPaBICHUS
(BKY) ucnonp3oBanbl mapamMeTpbl TUIOBOTO apTHILIEPUIICKOTO CHapsiIa: Macca m
= 69 kr, HayasibHAas ckopocTh VO = 690 m/c, yron mycka 60 = 45°, koapduruent
ao6oBoro compotusienuss Cd = 0,1 u mioTHocTh Bo3myxa p = 1,225 kr/m?.
HoMuHanbpHas TpaeKTOpHs pacCUMTHIBAIACH ISl CTAMOHAPHOW OJHOPOIHOMU
atMocepbl [9], O6e3 ydeta BeTpa W OapoMeTpuyecKux Bo3mylleHui. Taxoit
MOAXOJ] MO3BOJSIET OTIEIBHO PAacCMOTPETh 0a30BYHO0 OANTUCTUKY W OLICHUTh
BIIUSIHUE YIPABISAONMX Bo3aeicTBui. Haznauenme BKY coctouT B cHMXeHUH
OTKJIOHEHUS OT 3aJJaHHOW TPACKTOPHUU B peknMe peanbHoro Bpemenu [10] 3a cuer
MaJlbIX a’POJIMHAMUYECKUX OTKJIOHEHUN PYyJEBbIX OpraHoB ¢ 3(PEeKTUBHBIM
JIAAaNa30HOM Koppekuuu a0 +£7,5°. OyHKIMOHAIBHO CUCTEMA OpPraHM30BaHa Kak
MOCJIEA0BATEIBHOCTh «CEHCOPhl — OIIEHKA COCTOSIHMSI — 3aKOH YIPABIICHHUS —>
WCIIOJTHUTEIIbHBIE TIPUBOJIBDY.

1.2. CoctaB Momyeit 1 0COOCHHOCTH AJICKTPUUECKON pean3aliuy Iiar.

Breruucnurensueiit y3en ¢gopmupyer mmny 3,3 B mns nudposoit moruku,
obOecrieunBaeT paboTy mukpokoHTposuiepa STM32 B kopmyce LQFP-100, ero
TaKTHPOBAaHWE W amNmapaTtHbIi cOpoc, a TakkKe TMOMJICPKUBAECT OCHOBHBIC
KOMMYHHUKAIIMOHHBIE U oTiaiouHble kaHaibl: USB-FS uepes pazsem USB Type-C,
UART, SPI, I*C, SDIO u Quad-SPI. Ha nmare npenycMOTpeHbl pa3beMbl s
MOAKIIIOUEHUSI U3MEPUTENIbHBIX YCTPOMCTB M HCIOJHUTEIbHBIX MEXaHU3MOB, a
oO111asi KOMIIOHOBKaA mogunHeHa MoynbHON cxeme « MCU-INS-Power-A ctuatorsy
(pucyHku 1-2).
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Pucynok 1 - Dnexrpuyeckas cxema BbIYUCAUTENBLHOTO MOy ist MCU

[Turanue 5 B mpeobpasyercs a0 cucremHoro ypoBHs +3,3 B ¢ momomibro
MMITYJIbCHOTO TIOHMIKAOIIEro cTadbuin3aTtopa. s CHIDKEHHs] TOMEX U JIOKAJIbHOM
CTaOMIIM3aIMU HANPSHKEHUS IPUMEHEHO KacKaJHOe pa3Bs3bIBaHUE: BO3JIE BHIBOJOB
VDD MUKpOKOHTpOJUIEpa YCTaHOBIIEHBI Kepamuueckue koHaeHcaropsl 100 HD, a
B OTJENBHBIX 30HAX IUIAThl Pa3MENICHbl HAKOMUTENbHbIE €MKOCTH 4,7-22 MKO.
AmnanoroBas o6mnacte VDDA otnenena RC-punbtpoM. J1jist KOHTPOIISI COCTOSHUSA
MATAHUS [IPETyCMOTPEHBI TeCTOBbIE TOUKM U LED-unnukanus nuauii 5 B u 3,3 B.
BriBoasr STM32 pazBenens! noa tunosbie niepudepuiiasie 6ok USART/UART,
SPI, I°)C, SDMMC/SDIO, QUADSPI, rtaiimeps/PWM u EXTI. ILlens NRST
JIOTIOJTHEHA TOATSDKKOW M KHomkou copoca, BOOTO 3adukcupoBan uepes pull-
down, a VCAP crabunu3upoBaH B COOTBETCTBHM C TpeOOBaHUSIMHU
npousBoauTeNd. TakTupoBaHue BhIMoiaHEHO oT HSE-kBapua ¢ cornmacyroomummu



E€MKOCTSIMU U, Tpu HeoOxoaumocTH, oT LSE 32,768 kI'u; nuHUM reHepaTopoB
MMEIOT MUHUMAJIbHYIO JUIUHY. {7151 mporpaMMupoBaHus U AUArHOCTUKU BBIBEJCH
untepperic SWD/JITAG 2x5 ¢ marom 1,27 MM, Ipu 3TOM CUTHAJIbHBIC JIMHUU
OPOXOAAT Haa CIUIOMHBIM onopHbiM cinoeM GND. USB-nunun D+/D—
MOJIKIIIOUEHBbl Kak auddepenunansHas mapa ¢ ESD-3ammroil U KOppeKTHOMH
koHurypamueir CC1/CC2; mog HUMHU COXpaHEH HEMPEPHIBHBIA 3KpaH 3EMIIH.
Hutepdeiic SDIO paszseaen k cnotry microSD ¢ muauamu CLK, CMD u D0-D3 u
o0s3aTeNIbHBIMU MOATSKKaMU, a QSPI BbIBelleH Ha KOJIOAKY M1l BHEUTHEH (IId1-
naMaTd. OTO TMO3BOJIAET PACHIUPUTH JOCTYHMHOE KOJOBOE MPOCTPAHCTBO 0€3
neperpy3kd BHYTPEHHEW NaMsITH MHUKpPOKOHTpoJuiepa. [locnenoBaTenbHble MIMHBI
UART, SPI u IP’C, a Takxke JMHUM NPEPhIBAHUN JAaTYUKOB BBIBEJACHBI Ha
otnenbHbIe KOI0aKH B BXoAbl EXTI nis coOpiThiiHONM BBIOOpKH. BXOmHBIE 1Eenu
cHabxxenbl ESD-3amuroit, cunoBbie LC-KOHTYpBI pa3MmenieHbl ¢ MUHUMAJIbHON
«ropsiuei» MeTNied, YTO COOTBETCTBYET TpPEOOBAHUSIM DIIEKTPOMArHUTHOM
COBMECTUMOCTH.

Pucynok 2 - 3D-monens BeruucautensHoro moayiis MCU

1.3. CeHCOpHBII MOYJIb.

CeHCopHBINI MOAYJb CIPOCKTUPOBAH KaK MajoradapuTHash M3MepUTEeIbHas
noJicucTeMa, OObEeIUHAIONIAS (PYHKIIMU PETUCTPAIMU JBWXKCHHUS W IMapaMeTpoB
OKpYy>Xarolel cpeabpl B cocTaBe OOpPTOBOM AJIEKTpOHHOM tuiatdopmel. [s
WHXEHEPHBIX MPOTOTUIIOB a’pOKOCMHUYECKOW amnmapaTypbl Takas MOACHUCTEMA
ABJIIETCSI OCOOCHHO YYBCTBUTEJIBHOW K KOMIIOHOBKE, KaudeCTBY IMUTaHUA,
HEMPEPHIBHOCTA 3€MJIM M MEXAHUYECKOMY TMOJIOKEHUIO HU3MEPUTEIIbHBIX
anemeHToB [11].

[leyaTHast maTa paccuMTaHa Ha padOTy C HECKOJbKUMH H3MEPUTEIHHBIMU
KaHaJaM{d TPU COXPAHEHUM KOMMAKTHOTO (opM-pakTopa U COBMECTUMOCTH C
BBIYUCIUTEIBHBIM ~ MoOAyJieM. [Ipu  TpacCUpoOBKE yUMTHIBAIMCh CHUXKEHUE
Mapa3uTHBIX CBSI3€H, COXpPAaHEHHE KadyecTBA BHYTPEHHUX CHUTHAJIOB W €AUHAs
OpUEHTAIUsI CEHCOPHBIX KOPIYCOB OTHOCUTENILHO MPUHATONU CUCTEMBI KOOP/IMHAT.

B pamkax naHHOW pabOThl CEHCOPHBIA MOJYJIb PacCMaTpPUBACTCS MPEKIE
BCET0 KakK MCCIIeJIoBaTeNIbCKas ammapaTHas 0asa. Ero 3amaua 3akmrodaeTcss He B
OKOHYATEIbHOM MOATBEPKACHUU BCEX METPOJOTHMUYECKUX XAPAKTEPUCTUK BO BCEX
pekuMax OJKCIUTyaTallid, a B OOECIEeYEHUW YCTOMYMBOM TIaThOPMBI IS
MOCJIEAyIONel  KanuOpOBKHM, aHaiIW3a IMapaMeTPOB U MHTETPAIMOHHBIX
JKCIIEPUMEHTOB.

11
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B cocTtaB ceHCOpHOro y3ila BXOJAT TPU HMHEPUHUAIBHBIX AJIEMEHTa Kiacca
LSM6DS, 00beauHsIOMMUX akceJIepoMeTp U TUPOCKOI, MoaKIroueHHbIe mo SPI ¢
He3aBucuMbIMU JuHUAMH CS u INTI1/INT2. JJonoaHuTENbHO NPEeayCMOTPEHbI
marautometp-akcenepomeTp LSM303AGR no I?C ¢ muauamu INT MAG/DRDY
u O6apomerp BMP585 ¢ Bo3MokHOCTBIO paboThl Mo SPI/I’C u ommumoHambHON
auHUeH npepriBaHus (pucyHku 3-4). [Iutanue naTunkoB GUIBTPYETCS HA YPOBHE
33 B, Ttpaccet k MEMS-koMIOHEHTaM  BBINOJHEHBI KOPOTKUMH U
CUMMETPUYHBIMU, TOJ KOpHmycamu coxpaHeH cruiomHoil GND-skpan. Kopmyca
JTATYNKOB OPUEHTUPOBAHBI COTJIACOBAHHO, a Pa3bEMbl BBIHECEHBI HA OJHY CTOPOHY
TJIATHI 171 psMoro nuieidonoro coequnenus ¢ MCU.
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Pucynok 3 - DnekTpudeckas cxema CEHCOPHOTO MOYJIS

Pucynok 4 - 3D-Moz€enb CEHCOPHOTO MOAYJISA (BU CHU3Y)

brnox nurtanus ¢dopmupyer aBe crabuinuszupoBaHHble JduHMM: +3,3 B s
u(pOBOM JIOTUKU U AATYUKOB, a Takke +5 B 175 HCMONHUTENBHBIX TPUBOAOB. B
CXEMY BKJIKOYEHBI KOHTPOJIb BXOJHOTO HAIPSIKEHHUs M WHIAMKALUS HCIPABHOCTH
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(pucynku 5-6). Jlunusg +3,3 B peanuzoBana Ha 6aze TPS62130 ¢ ykopoueHHOM
«ropstaeit» merneit SW-L-CIN/COUT u Oau3ko pacnofioKeHHBIMH BXOJHBIMHU U
BBIXO/JIHBIMU KOHJIEHCATOpaMH; JAENUTeNb OOpaTHOM CBS3M 3aJaeT TpeOyemblit
YPOBEHb HamnpspKeHUs, a Bxoa EN 1mo3BoisieT ynpasisaTh 3amyckoMm. Jluausa +5 B
MOJIZICPKUBACTCS TOBBIIAIOIMNM TpeoOpazoBareaeM MCP16411, yto ymeHbInaer
PUCK TPOCaJOK MNpPHU KPAaTKOBPEMEHHBIX IHKOBBIX TOKaX cepBonpuBoaoB. LC-
¢unbTp U penutens Vb obecrednBaiOT CHWKEHHE MYyJbCAIUN U CTaOMIM3AIHIO
5,0 B, ipu aTom Bxoa EN gomyckaer nporpaMMHOE OTKIIFOUEHHUE KaHala. BxogHoe
HaIIpSDKEHUE TIEpENacTCsl Ha M3MEPUTENBHBIA JIEIUTENb I IOCIEIYIOLIETO
koHTposss uepe3 ALl mukpokontposuiepa. Ilutanme pacmpenensercs yepes
OTJEJIbHBIE KOJOJAKH, a CHJIOBBIE BETBU K CEpPBOIPHUBOAAM BBIIOJHEHBI 110
«JTy4€BOW» CXEME C JIOKAJIBHBIMU HAKOIUTEIbHBIMU E€MKOCTMHU y Pa3bEMOB.
CromHoM cnoii GND mpommmr nepexoIHBIMH OTBEPCTHUSIMH, CHJIOBBIE 30HBI
BBIHECEHBI OT 00JacTH JATYUKOB. B pacueTHOM pexumMe cyMMapHbIE MOTEpU
npeoOpa3oBareseil He NpeBbIAT 0KoJio 1 BT; mynbcanuu cocTaBistoT He OoJiee
50-80 mVpp Ha aunun 3,3 B ipu 0,5 A n 100-150 mVpp nHa munum 5 B ipu 1,5 A.
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Pucynox 5 - Dnexkrpuyeckas cxema 0JI0Ka MUTaHUS
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Pucynok 6 - 3D-Mozens 6710ka MUTaHUS

1.4. MoJtynb BBIXOJIHBIX HHTEP(DENCOB.

Bo Bpems HHXEHEPHON TMPOBEpPKHM MOAYJb BBIXOJAHBIX HWHTEPHENHCOB
BBITIOJIHAET POJIb TMEPEXOJHOTO 3BEHA MEKIY HU3KOBOJIBTHOM BCTPOCHHOMU
AIEKTPOHUKOW M BHEIIHHUMM IMOAKIIOYAEMBIMU ycTpoiicTBaMu. Ha Tekyem srare
€ro cjenyeT paccMaTpuBaTh Kak MHTEP(HEHCHYIO MOACUCTEMY, 00€CTIEUNBAIOIIYIO
COrJacoBaHME KAHAJIOB, & HE KaK KOHEYHbIM (PYHKIIMOHAJIBHBIA OJIOK C
(bMKCUpPOBAHHBIM Ha3HaueHueM [12].

Ha3nauenne Moaynd 3akitoyaercs B OOECHEYEHUH DJIIEKTPUUECKOW U
JIOTUYECKON COBMECTUMOCTH BHYTPEHHHUX CUTHAJIOB C BHEIIHUMU LIEIISIMU, & TAKKE
B YIPOIIECHUH MOJKIIOUEHHUsS KOMIIOHEHTOB NP OLIEHKE IporoTuna. biaromaps
ATOMY BCSl BCTPOEHHas M1aThopMa MOXKET MPOBEPATHCS KaK €UHAsl CUCTEMa, a He
KaK Ha0Op pa3pO3HEHHBIX AJIEKTPOHHBIX y3JI0B.

OTnenpHOE WCHOJIHEHHE BBIXOJHOTO HWHTEpdeiica MOBBIINIAET THOKOCTb
JalbHEeHIMX JopabdoTok. Eciu B mocnenyromux SKCIEpUMEHTax MoTpedyercs
MOAKIIFOUYNUTh APYTUE MCIIOJHUTEIbHBIE YCTPOMCTBA WM U3MEHUTH JIOTUKY CBSA3H,
MOJEpHU3AIMsI MOKET ObITh BBINIOJIHEHA HA YPOBHE JAHHOIO MOAyJs 0e3
nepepa3paboTKH BCEU 3EKTPOHHOM MIAaT(OPMBI.

Mopynb IpUBOJOB COAEPKUT YEThIPE KaHala yIpaBJIECHHUs CEPBOMAIIMHAMH
SERVO 1...SERVO_4 npu nornueckom yposHe 3,3 B u BbIxomHOM ypoBHE 5 B
(pucynku 7-8). B kaxaoM kaHaiie ucnosib3yercs n-kananbHblii MOSFET B cxeme
«OTKPBITOI'O CTOKa» C PE3UCTOPOM B LIENH 3aTBOPA, YTO OIPAHUYMBAET 3aPsIHO-
pa3psiAHbIE TOKH W CHUXKAeT BbIOpOChl Ha (hpoHTax curHana. CUrHaibHas JIMHUSA
noaTsHyTa K +5 B: mpu 3akpsiTom Kitode dopMupyercs jJoruueckas «1», a npu
OTKpBITOM - «0». Takoe pemieHne pemaer cpazy TP 3aJadyM: COTJIACyeT YPOBHH,
YAaCTUYHO Pa3BA3bIBACT JOTUUYECKYI0 M CWIOBYIO YAaCTHU II0 IOCTOSIHHOMY TOKY U
NoBbIIAET noMexoycTonuuBocTh IIIMM-curnanos. Pazsemsl J1-J4 ucnons3yror
CTaHJAPTHYIO PaCUHOBKY cepBomnpuBoaa: +5V, GND u PWM.

OntumanbHasa yactoTta ynpasieHus coctasisier 50-300 ', a JIuTenbHOCTh
uMmiyibcea - oT 1,0 1o 2,0 mc (HelTpasibHOE nojoxkeHue - okoiso 1,5 mc). CunoBas
avHUA S5 B pasBeneHa K KaxIOMY pa3beMy OTACIBHONM BETKOW U yCHUIICHA
JIOKAJIbHBIMU CIJIaKMBAOIIMMU KOHJIEHCATOPAMH.
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PucyHok 7 - DnekTpudeckas cxema MOAYJIsl IPUBOJIOB

Pucynok 8 - 3D-Mozens MoayJisi IPUBOJIOB

1.5. 3roroBneHue u npeaBapuTesibHasi IPOBEPKA.

Ha ocHoBe pa3paboTaHHBIX CXEM M TOTOJOTHU MbI HM3TOTOBWJIM OTIBITHBIE
nevyaTHbIC TJIATHI, MOCJIE Yero coOpald WX B €IUHBIM MOIynbHBIA Onok. Ilepen
3aIlyCKOM IPOBEJIM MEPBUYHYIO MPOBEPKY: OLIEHWUIM KAa4ECTBO MAalKH, TPOBEPUIIU
COOCHOCTh pPa3bEMOB, MOHTAXHbIE OTBEPCTUS M TECTOBBIE IUIOLIAJKH, a TAKKE
yOenunuch, YTO IJIaThl IMOJHOCTBIO TOTOBBI K cOopke. Cepus miar
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yHUGUIIUPOBAHHOTO (opMm-dakTOopa MOATBEpIMIA, YTO allapaTHas YacTh
MOJATOTOBJIEHA K MOCJEAYIOIIMM CTEHJIOBBIM HchbITaHusIM. Ha ¢oTomarepuanax
MPEACTABIICHBl CEHCOpHAas IUlaTa C KOMIIAKTHOM pa3Bogkoi k MEMS-
KOMIOHEHTaM M 3kpaHupyromuM GND-noJuroHom, BBIUKUCIUTENbHBIA MOMYIb
MCU c USB-C, SWD u mneiidoBsiMu pazbeMamu, 010k nutanus ¢ DC/DC-
npeoOpa3oBaTesiMU U JIpoccelieM, a TakkKe IUlaTa MPUBOJOB C YETHIPbMS
pa3zbeMaMH CEpBOMAIINH. DJIEKTPUUECKasi CTBIKOBKA MOJYJIEN ¢ CEpBONPUBOIAMU
MOKA3bIBAET KOPPEKTHOE corjacoBaHue ypoBHel 3,3—5 B U roOTOBHOCTH CUCTEMBI
K BEPTUKATHHOU COOpPKE MO MIPUHITUITY «CTEKAY.

Pucynok 9 - Cepus nsrorosiieHHbIX miiaT bKY u anektpruueckas CTHIKOBKA C
CEpPBONPUBOAAMHU

Pe3yabTatsl U 00cyxaeHHE.

B xome wuccnenoBanus Obuta copMHUpOBaHA W peaM30BaHA MOIYJIbHAs
apXUTEKTypa HWHXEHEPHOrO0 TPOTOTHIA OOPTOBOM CHCTEMBI YIIpaBJICHUS,
MpeHa3HAYECHHOM VIS KOMITAKTHBIX A’POKOCMUYECKHUX maThopM.
[IpemyioxkeHHOE  pelieHne OCHOBAHO Ha  (DYHKIIMOHAILHOM  pa3/ielICHUU
amnmapaTHOM 4YacTU Ha YEThIpE COMIACOBAHHBIX  JJICKTPOHHBIX  MOJIYJIS:
BBIYMCIUTEIbHBIN OJIOK, CEHCOPHBIN y3€l1, MOAYJIb CTAOUIIU3AIMY TTUTAHUS U OJIOK
BBIXOJIHBIX UHTep(ericoB. brnaronaps stomy BCY paccmaTpuBaeTcst He Kak euHas
MOHOJIMTHAs TIeyaTHas TjiaTa, a Kak COBOKYITHOCTb CaMOCTOSITEIbHBIX TTOJACUCTEM,
KaXJass U3 KOTOPBIX BBITIOJIHAET COOCTBEHHYIO WHXCHEPHYIO (QYHKIIUIO W TIPH
ATOM paboTaeT B cocTaBe 0011Iel MIaThOopMBbl.

ApxuTekTypa, npeacTaBiieHHas Ha pucyHke 10, peanusyet npunnun « MCU-
INS-Power-Actuators». B pamkax 53TOil apXWUTEKTypbl CEHCOPHBIA MOAYJIb
coOMpaeT MEepBUYHBIC JaHHBIC, a BBIYMCIUTCIBHBIH - 00pabaThIBaeT HX U
dbopmupyeT kKoMaH bl biiok muTanus obecrneunBaeT CTaOMIbHOE HAMIPSKEHUE TS
JIOTUKH U niepudepun, a MOTyIb HHTEPHEHCOB COTIIACYET YIPABIISIFONTNE CUTHAIBI
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c cepBompuBogaMu. Takas cxema JieJlaeT CUCTeMy THOKOW: e€ ropasio mpolie
OTJIaXXUBATh, 00CITY)KUBATh U MOJICPHU3UPOBATH.

MO n AMarHocTrKa
USB 7/ SWD / UART

oTngaoKa

A 4

CeHCOpHbIA SPI/ I12C BbluncnutenbHbIA PWM / GPIO Moayns

mMoayb moaynb np1BOaOB
INS / IMU MCU STM32 Actuators
A
nuTdHME ynpaspeHue
y
Monayne Cepsonpueobl
nuTaHnsa 1 pynessie
+3,3B/+5B opraHbl

Pucynok 10 - @yHKkunoHanbpHas cxema MOAyJIbHOU apxuTeKTypbl bCY «MCU-
INS-Power-Actuators»

BoruncnurenbHblii MOAyJb Ha 0a3ze MHUKpokoHTposuiepa STM32 caykut
HEHTPAJbHBIM  y3JIoM yhpaBieHus. OH coOupaeT JaHHBIE C JIaTYUKOB,
oOpabatbiBaeT uX, (POPMUPYET YNPABIAIOMIUE KOMAHIbl M OTBEYAET 32 CBS3b C
BHEIITHUMU CUCTEMaMu AuarHocTuku. borateiit Habop unrepdeiico (UART, SPI,
I’C, SDIO, Quad-SPI, USB-FS u SWD/JITAG) pmaer ornuuHyro 0a3y mis
POrpaMMUPOBAHMS, OTIAJAKU M HapaluBaHus PYHKIUN IPOTOTHUIA B OYIyIIIEM.

CeHCoOpHBIN MOJTYJIb BBIHECEH B OTJEIbHYIO0 H3MEPUTEIbHYIO NIoacucTeMy. Ha
HEM YCTAHOBJICHbl WHEpPLHAIbHBIE JIaTYUKU, MArHUTOMETP-aKCEIEPOMETp U
Oapometp. Pa3MelieHne STUX DSJIEMEHTOB Ha OTACIBHOM IUIaTe H30JHUPYET
W3MEPUTEIbHbIE KaHaldbl OT HABOJOK CO CTOPOHBI CHUJIOBBIX IIEMEH, YympoIlaer
Pa3BOAKY CHUTHAJIBHBIX JIMHUNW M TI03BOJISIET OJWHAKOBO COPUEHTHUPOBATH BCE
JATYUKU B MPOCTPAHCTBE. DTO KPUTHUYECKU BAXKHO IS TOYHOW KaTUOPOBKH U
KOPPEKTHOU pabOThl aJITOPUTMOB OPUCHTAITUU U YIIPABJICHUS.

Mopaynbe nuTaHus BbIAAeT cTaOWibHbIe HamnpsbkeHus +3,3 B u +5 B,
HEOoOXOoauMbIe i1 1U(POBOM JIOTMKW, JaTYMKOB M NOpuBojaAoB. Ilpu ero
MPOCKTUPOBAHUHM MBI YISIWJIA 0C000€ BHHUMAHUE CHWXCEHUIO ITyJIhCaIlUH,
JIOKaJIbHOMY HAKOIUICHUIO SHEPTUU U MPOCTPAHCTBEHHOMY PA3EICHUI0 CUIIOBBIX
W CUTHaJIbHBIX 30H. B pe3ynbraTe yAanoch 3alllUTUTh UYYBCTBUTEIbHbBIC
KOMITOHEHTHI OT TIMKOBBIX TOKOB CEpPBOIPUBOJOB U TOBBICUTH OOIIYIO
CTaOMIIBHOCTH TIAT(HOPMEI.

Monyns BBIXOJHBIX HMHTEP(EHCOB IIIEKTPUUECKH COTJIACyeT KOMAaHbI
MUKPOKOHTpPOJUIEpA ¢ UCIIOJIHUTENbHBIMU MexaHu3Mamu. Cxema npeodpa3oBaHus
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ypoBHe# (¢ 3,3 B 1o 5 B) mo3BosisieT HanpsiMyro MOAKJIIOYATh CEPBOIPUBOJIBI K
BBIYMCIIUTEILHOMY MOJYJII0 U TECTUPOBATHh KAHAJBI YIPABJICHUS BHYTPU €IUHON
cucTteMmbl. braromaps »TOMYy MNpPOTOTHI MOYHO THPOBEPITh KaK LEJIOCTHOE
YCTPOMCTBO, a HE KaK pa3pO3HEHHbII HAOOp MIar.

[IpakTryeckum pe3ynbTaToM pabOThI CTala CEPHUS ONBITHBIX IMEYATHBIX IUIAT,
BBITIOJTHEHHBIX B €IMHOM (opM-pakTope. B Hee BOILTH BEIUNCIUTEIHHBIA MOTYIb,
CEHCOpHas IulaTta, OJOK NUTaHUS WU MOJIYJb YyIpaBieHus mnpuBogamu. Ilpu
NEPBUYHOM TpOBEepKe OBLIO YCTaHOBJIEHO, YTO BBIOpaHHAs KOMIIOHOBKA
COOTBETCTBYET 3aJIO’)KEHHOM MOJYJIBHOM CX€Me: Ha IUIaTax HperyCMOTPEHBI
HEO0OXOIUMbIE Pa3bEMbl, KOHTPOJIbHBIE TOUKH U KPEMeKHbIe AeMeHThI. [IpoGHoe
COCAMHEHNE MOJIYJE€N C HCIOJHUTEIbHBIMA YCTPOMCTBAMHM II0KA3aj0, YTO
pa3pabOTaHHYI0 CHUCTEMY MOXKHO cOOpaTh B €IMHBIM AJIEKTPOHHBIA OJOK WU
WCIIOJIB30BATh JJIS JAaTbHEHIINX CTEHJOBBIX UCIIBITAHHM.

OauuM u3 HauOosiee BaXXHBIX MPEUMYILECTB MPENJIOKEHHOTO pEIICHUs
ABIIIETCS €0 MOAYJIbHOCTh. Paznenenune GpyHKUUNA MeXAy OTIEIbHBIMU IIaTaMU
yHOpoILaeT IMOUCK BO3MOXHBIX HEUCIPAaBHOCTEH, oOjeryaer oOCIy)KMBaHUE U
MO3BOJISIET J10padaThIBaTh OTIAEIBHBIM y3en 0e3 mepepaloTKu Bcel ammapaTHON
yacTH. s MHKEHEePHOro MPOTOTUIIA 3TO OCOOEHHO Ba)KHO, MOCKOJIBbKY Ha ATamne
UCIIBITAHUI YacTO BO3HHKAET HEOOXOJMMOCTh U3MEHUTHh KOMIIOHOBKY, 3aMEHUTH
OTJIETbHBIN KOMIIOHEHT WJIU aJIallTUPOBATh CUCTEMY TOJl HOBBIM PEXKUM IMPOBEPKH.

B xome paboThl Takke yJajioch HAWTH pa3yMHBI KOMIIPOMHUCC MEXIY
KOMITAKTHOCTBIO W ynoOCTBOM oOcnyxkuBaHus. llomHoe oObeauHEHHE Bceex
GyHKIUI Ha OJHOW IJIaTe YCJIOXHWIO Obl JWAarHOCTUKY M TOCIEAYIOLIYIO
MOJIEpPHU3AIMIO, @ YPE3MEPHOE Pa3/eieHUEe MOJyJIeH YBEIMYMIO Obl KOJUYECTBO
COCIMHEHMI M cjenano Obl cOOpKy MeHee HanexHoil. [loaTtoMmy BbIOpaHHas
apXUTEKTypa COXpaHSET CaMOCTOSATEIbHOCTh KaXJI0ro (QyHKUMOHAIBLHOTO OJIOKa,
HO IIPH 3TOM T03BOJISIET 0OBEIUHUTHh UX B KOMIIAKTHYIO MIaTGOpMy, IPUTOIHYIO
JUIs pa3MEUIeHHsT B OrPAaHMYEHHOM BHYTPEHHEM O0bEME a’pOKOCMHUYECKON
CUCTEMBI.

PaboTa Haj MPOTOTUIIOM TOKa3aia, YTO HaJICKHOCTh OOPTOBOM AIEKTPOHUKHU
3aBUCUT HE TOJBKO OT BBIOPAHHOTO MHKPOKOHTPOJIIEPA, AATYUKOB WIIH
aJITOPUTMOB ympaBiieHus. B peanbHON pa3paboTke 0OJIbIIOE 3HAUYCHHE UMEIOT U
Oojiee TIpaKTUYECKHWE BEIIM: KaK pa3BEICHBI IeYaTHBIC IUIAThI, HACKOJBKO
YCTOWYMBO OPTraHW30BAaHO IMUTAHWE, KaK IIOCTPOCHBI HWHTEPQPEHCHI MEXKTy
MOMYJISIMH, 3aIHIIECHA JIM CUCTEMA OT DJIEKTPOMArHUTHBIX MMOMEX U YJI0O0HO Jin ee
MpOBEpATh Ha CTeHAe. [l KOMMAKTHBIX a’pPOKOCMHYECKHX IUIaTPOopM 3TO
0COOEHHO Ba)KHO, MOTOMY YTO BCS ammaparypa pa3MeniacTcsi B OrpaHUYEHHOM
oO0beMe © JomKHA paboTaTh MpU BUOpaAllMK, TOMEXaX ¢ MOBBIIICHHBIX
TpeOOBaHMUIX K HAJCKHOCTH.

Coznannblit 0Opa3zelr Moka cleyeT paccMaTpUBaTh UMEHHO KaK MH)KCHEPHBIN
MIPOTOTHII, @ HE KaK TMOJHOCTHIO 3aBEPIIICHHOE U3ieaue. Ha maHHOM 3Tare yaaioch
NOJATBEPANUTh, YTO BHIOpaHHAs MOIYJIbHas apXHTEKTypa paboTocmocoOHa,
OCHOBHBIE TOJICHCTEMBI COBMECTHUMBI MEXIy CO0OM, a cama rmiaTdopMa ToToBa K
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JaNbHEHIIUM  CTEHJOBBIM HCHBITAHUAM. B cieayiommx srtamax paboThI
HeoOXoauMo Oosiee MOAPOOHO OIEHUTH 3aJCPKKU TMPOXOXKJECHUS CHUTHAJIOB,
YCTOMYMBOCTh K  BHOpamusiM, TEIUIOBOM  PEXHUM,  OJICKTPOMArHUTHYIO
COBMECTUMOCTb U JOJATOBPEMEHHYIO HAJCKHOCTh CUCTEMBI.

3akiroueHue.

Pabora nmoarsepamia, yto moayiabHas apxutektypa bBKY «MCU-INS-Power-
Actuators» TOJHOCTBIO TOTOBAa K IPAKTUKE W MOXKET HCHOJIb30BATHCS IS
KOPPEKIIMM TPACKTOPUU C OTKJIOHEHHUEM PYJIEBBIX OpraHoB 1o +7,5°. Msl
pazpabotanu U coOpajid JUHEHKY YHUMDUIMPOBAHHBIX IUIAT: BBIUYMCIUTEIbHBIN
MOAYJb, ceHcopHbIN y3en (IMU/mMarauutometp/0apometp), 6510k nutanus Ha +3,3
B u +5 B, a Taxxke miaty ynpaBieHUs cepBONpruBoAaMH. BriOpaHHas KOMIIOHOBKA
clenana CUCTEMY PEMOHTOIPUTOJHOM, MOMEXO3aUIUILEHHOM W YI0OHOM s
CTEHJIOBBIX TecTOB. OTiazKa Mokasaja, 4YTO IIMHbBI MUTaHUs CTaOWIIbHO paboTaroT
pu cpeaHeM Toke 10 1,5 A m BeiaepxkuBaroT nuku a0 3 A no nunuu S5 B. Ilpu
ATOM CKBO3HAs 33JIepXKKa OT CbeMa JAHHBIX C JATYMKOB JI0 PEAKIMU IIPUBOJA HE
npesbimaet 5-10 mc pu yactore onpoca IMU B 200-400 I'.

CrexkoBasi KOMIIOHOBKA B MPUOOPHOM OTCEKE IMOJ] KOHUYECKUM OOTEKaTeIeM
CIIOCOOCTBYET LIEHTPUPOBAHHIO MAacC, MOBBIIIAET MEXAHMYECKYIO >KECTKOCTh M
DKpaHUpPYET 4YyBCTBHUTENbHbIE MEMS-31€MEHTBI OT CHIOBBIX ILENEH, YTO
YMEHBIIAET IIYMbl M3MEPEHUMH U YJIydllaeT YCTOMYMBOCTh AJITOPUTMOB
OLICHMBAHUA. AJNTOPUTMHYECKAss 4YacTh, BKIIOYAIOMIAS KOMILIEMEHTAPHYIO
bunpTpanmio, EKF-anmpokcuMaliuio M 3aKOoH YIPaBICHUS C OTPAHUYUTEISIMHU,
MIPOJIEMOHCTpUpOBaa KOppekTHyto padoty B SIL/HIL-cuieHapusx, B TOM 4mHcCIe
IpU JErpalalliOHHBIX peXuMax, Takux kKak noreps GNSS u KpaTKOBpeMEHHBIE
IIPOCaKK NUTaHus. BocrponsBoanmas apXUTEKTypa IJIaT MOXKET UCIOJIb30BaThCs
JUTSL KaTMOPOBKH, OTIAAKHU, pa3pabOTKH MPOrpaMMHOIO 00ECIIEYeHHs U TOITAMHON
DKCIEPUMEHTAJIbHOM  MPOBEPKU. B memoM  pe3ynapTaTbl  NOATBEPKAAKOT
MPAKTUYECKYI0  LEIeCO00pPa3HOCTh MOIYJBHOTO MOAXoda U (GOPMHUPYIOT
TEXHOJIOTUYECKYK) OCHOBY JUIsl JAJbHEHIIErO0 MCCIEAOBAHUS XapaKTEPUCTUK
MOJICUCTEM, WHTETPUPOBAHHOIO TECTUPOBAHUS M PACIIMPEHUS BCTPOCHHBIX

GyHKLIMA.

®unancupoBanne. DuHaHcupoBaHuWe B paMkax mnpoekta AP22685171
«Pa3paboTka HHTEIJIEKTYaIbHOTO OOPTOBOTO KOMIUIEKCA YIPABICHUS PEAKTUBHBIX
CHapSJIOBY.
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INATBIH ADPOTAPBILITBIK IIVIAT®OPMAJIAPTA APHAJIT'AH
BOPTTBIK BACKAPY )KYUECIHIH UHXXEHEPJIIK IPOTOTHUIII
YINIH MOAYJIBAIK APXUTEKTYPAHDBI ) KOBAJIAY

Angatna. JXorapbl JUHAMHKANBIK adpOFapbINTHIK IIaTdopmanap YIIiH
HIaFBIH KeJieMl OOpTTHIK Oackapy >KyHeciH Kypy Maccachl, eJIIeMaepi, dJICKTp
KyaTBhIHBIH TYPAaKTBUIBIFBI KOHE KbI3MET KOPCETY BIHFAMIBUIBIFBI OOWBIHINIA KaTaH
HIEKTEyJIep Ke3iHJAE ecenTey, oJIiey, Kyl jkKoHe HHTepdelc TopanTapbiHbIH
OipJIECKeH >KYMBICBIHBIH KaXXETTUIINIMEH OalimaHbICThl. Makanaga 3epTTey/i
TEKCepyre, CTEHATIK  MBICHIKTayFa  JKOHE  KEHIHHEH  Ke3€H-Ke3eHIMEH
OHTalIaHABIpYFa apHaJIFaH OOPTTHIK Oackapy IKYMECIHIH  HMHXEHEpIIK
MPOTOTHUIIIHIH MOJYJIBAIK SHAIpUITeH ApXUTEKTYPAChI YCBIHBUIFaH.
[InaTrdopmanblH  Heri3i-ecenTey MOAYJIH, CEHCOPJBIK MOJYJb/l, KyaTThl
TYpaKTaHABIPY OJIOTHIH KOHE WIBIFBRIC MHTEpPEiic MOAyIiH OIpIKTIPETIH TOPT
OJIOKTBI KYpBUIBIM. APXUTEKTYpaHbl KYpPy JIOTMKAChlHA, K€K 1K1 >KyHelaep.IiH
MakcaTblHa, OJlap/bl IJlaTa JACHreWIHJIe ICKE achlpyFa, COHAAN-aK MOIYJIbILIIKTI,
AIEKTPOMATHUTTIK YHIECIMAUIKTI, >KOHAEYre XapaMmJbUIbIKTBl >KOHE OJaH opi
KEHEUTy MYMKIHAITIH KaMTamachl3 €TeTIH Ju3aiiH IIellMJepiHe Ha3ap
ayJapbuiaipl. AJBIHFAH apXUTEKTypa CEHCOpJapAbl KanuOpiey, uHTepdeictepal
TeKcepy, OarmapiaMainblK KaMTamachl3 €Tyl 93ipiiey *oHE CTEHATIK ChIHAKTap
JKYPri3y YIIIH KalTallaHaThIH 3JICKTPOHABIK HET13/1 Kypaiael. TecTrep TaHaaraH
MOJYJIBJIIK CXEMaHBIH OMIpIIEH €KeHIH pacTaiabl. OHBIH HETI31HJAEe KOCHIMIIA
3epTTeyJep KYPri3yre »oHe a’poFapblll MEeH KOpPFaHbIC cajajapbl YIIIHOpTaM
OOPTTBHIK JIEKTPOHUKA KacayFa O0JIajIbl.

Tyiiinai ce3mep: bBopTTHIK KOMIBIOTEPIEP, MOAYJIBAIK KIPICTIpUIreH
Kyienep, a’poFapbIlTHIK 3JEKTPOHUKA, ABHOHHMKA KOPEKTEHYl, HWH)KEHEpJIK
MPOTOTHII, IIIaFbIH aBUOHUKA.
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DESIGN OF A MODULAR ARCHITECTURE FOR AN ENGINEERING
PROTOTYPE OF AN ONBOARD CONTROL SYSTEM FOR COMPACT
AEROSPACE PLATFORMS

Abstract. The development of a compact onboard control system for highly
dynamic aerospace platforms requires the coordinated operation of embedded
computing, sensing, power-conditioning, and interface units under strict limitations
on mass, dimensions, electrical stability, and serviceability. This paper proposes a
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modular embedded architecture for an engineering prototype of an onboard control
system intended for research verification, bench-level testing, and gradual
experimental refinement. The platform is based on a four-module structure that
includes a computing module, a sensor module, a power-conditioning module, and
an output-interface module. The study considers the architectural rationale,
subsystem functions, board-level implementation, and design decisions that
support modularity, electromagnetic compatibility, maintainability, and further
scalability. Tests have confirmed that the selected modular design is viable. It can
serve as a technical baseline for further research and the development of compact
onboard electronics for the aerospace and defense sectors.

Keywords: Onboard computers, modular embedded systems, aerospace
electronics, avionics power supply, engineering prototype, compact avionics.
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CHUCTEMA IOJIOTOBKH MPENOJABATEJIE BOEHHOI'O BY3A K
NCHOJb30BAHUIO PECYPCOB IEJATOT'HYECKOI'O
TEXHOJOI'MYECKOI'O ITAPKA

AnHoTamusi. B cratee  paccmarpuBaeTcsi  cHCTEMa  MOATOTOBKHU
IpernojaBareyied BOGHHOrO0 By3a K HCIIOJIb30BAaHHUIO PECYpPCOB MEAArOruyecKkoro
TEXHOJIOTHYECKOro TMapka. PackpbiTa HEOOXOOUMOCTh IEpexojia OT Pa30BOIo
OCBOCHHUSI IUPPOBOrO 000PYI0BAHUS K YCTOMUMBON MOJIeNH MPOodheCcCUOHATBLHOTO
pa3BuTUsa TIPoheccOpPCKO-MPENnoIaBaTeabCcKoro cocraBa. OOOCHOBaHBI 1I€JIEBOM,
coJlep KaTelIbHO-OpraHN3allMOHHBIN, y4eOHO-MaTepUAIbHBIA U JTUarHOCTHYECKUI
KOMITOHEHTHI moAroToBku. Ocoboe BHUMaHue ynaeneHo mnadopatopusm T,
BUPTYyaJIbHOM ¥ JIONIOJHEHHON peaJbHOCTH, MEIUacTyauu, jgabopaTopuu
WHHOBAIlMOHHOTO  OOy4YeHus, a TakkKe MPUMEHEHHI0  HUHCTPYMEHTOB
UCKYCCTBEHHOIO HMHTE/UIEKTa C YYETOM AaKaJeMMYEeCKOW YEeCTHOCTH U
uH(popmamoHHo Oe3omacHocTu. llpennoskeHHas MojeNlb MO3BOJISIET CBA3ATh
U(POBBIE  KOMICTCHIIMH, METOJUYECKOE MPOSKTUPOBAHUE, TPAKTHICCKYIO
anpo0anui0 M JUAarHOCTHKY TOTOBHOCTH MpenojaBaTeieil Kk padore B
COBPEMEHHOW 00pa30BaTeNIbHON Cpeie BOGHHOTO By3a. [IpakTuyeckas 3HaYMMOCTb
CTaThbU COCTOMT B OMHCAHUU MOHATHOTO aITOPUTMA MOATOTOBKH, KOTOPBIA MOXKET
OBITh KCIOJB30BAH TIPU OPraHU3AlMHU KypCOB, CEMHUHAPOB M METOAMYECKOTO
COTMPOBOXKICHHUS TIPEIOIaBATENCH B peaIbHBIX YCIOBUAX ITUDPOBU3AIINH.

HccnenoBanre mpoBeNEHO B paMKax pealn3alldd HAay4YHOTO IPOEKTa
rpantoBoro (GunancupoBanus Ha 2024-2026 roasl mo Teme IloaroroBka
mpernojiaBaresied K HCIOJIb30BAHUIO PECYpPCOB TMENarorMyecKkoro TEXHOMapKa B
oOpa3oBaTens,HOM Tpolecce BoeHHoro By3a, IPH AP 23488037.

KiuwueBble  cj0oBa:  TEXHOMApPK, BOCHHBIM  By3, MPENoOjaBaTeb,
nudpoBuzanms, komnereHuud, VR, AR, weawactyaus, MoJeIupoBaHUE,
JIMarHOCTUKa, THHOBAIIUM, 00yUYEeHHUE, METOIMKA, TOTOBHOCT.

BBenenue.

T'ocyoapcmeennulil 3anpoc Ha UHHOBAYUU.

CoBpeMeHHOE BOEHHOE OOpa3OBaHHME pa3BUBACTCA B  YCIOBUSX, KOTJa
npodeccuoHanbHass  MOATOTOBKAa  OQUIIEPCKUX  KaapoB yXKe HE  MOXKET
OTPaHUYMBATLCS  TPAAUIIMOHHON  JIGKIMEH, TICYaTHBIM  y4YeOHUKOM W
AIN30IHYCCKUM IpUMEHEHUEM TIpEe3eHTaIUH. [udpossie pecypchl,
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UHTEPAKTUBHBIE (OpPMBI OOYUEHHS, BUPTYaATIbHOE MOJCIUPOBAHNE, MEAUAKOHTEHT
U aHAJUTUYECKUE MHCTPYMEHTHI CTAHOBSTCS YacThI0 OOBIUHOM IMEJaroru4yeckoit
npaktuku. B [locmanum I'maBel rocygapctBa oT 1 ceHtsiopst 2023 roma pa3BuTHE
WHHOBAIIMOHHOW MH(PPACTPYKTYPBhI, TEXHOIMAPKOB, OM3HEC-UHKYOATOPOB, IIECHTPOB
KOMMEpLHAIU3AUA U KOHCTPYKTOPCKUX OIOpO 0003HAYEHO KaK Ba)KHOE YCIIOBUE
HAy4YHO-TEXHOJIOTUYECKOTO  JIBIDKCHUS  CTPAHBI [1]. B KOHTEKCTE
paccMaTpuBaeMoil MpoOJIEMbl 3TO TMOJOXKEHUE HMEET MPSMOE OTHOIIEHHE U K
BOCHHOMY BY3Y, IOCKOJIBKY MOJTOTOBKAa BOCHHO-TIEIarOTHYECKUX KaJpOB TpeOyeT
HE TOJBKO OOHOBJCHHS COJEp>KaHUS OOy4YeHHs, HO U CO3JaHHs HOBOH
o0pa3oBaTenbHOMN Cpeibl.

Bwmecte ¢ Tem nudpoBuzamnus cama mo cede He TapaHTUPYET MOBBILICHUS
KadecTBa moAroToBku. Hamuume oGopypoBanwus, jgabopaTopuii U MPOrpaMMHBIX
MPOJIYKTOB JAeT pe3yJbTaT TOJBKO TOrAa, KOTJa IperojiaBareiib MOHUMAET
MeJJarOrMYECKUN CMBICII ’TUX PECYPCOB, YMEET BKIIIOUATh UX B 3aHSTHE, CBSI3bIBACT
WX C UEISIMU JTUCIUIUIMHBI U OIICHUBAET MOJy4eHHbIN 3 dekTt. ['ocynapcTBeHHbIe
o01eo0s3aTebHBIE  CTAHAAPTHl BBICIIET0 U IMOCJIEBY30BCKOTO 00pa3oBaHMUS
OPHEHTHUPYIOT BY3BbI Ha PE3yibTaThl OOyYCHHS, KOMIIETEHTHOCTHBIM TOIXOI H
KadyecTBO oOpazoBarenbHOM mnporpammbl [2]. Ilpu sTomM BoeHHas nokTpuHa
Peciyommkun  Kazaxctam  mogyepkuBaeT — 3HAYCHHE  COBEPIICHCTBOBAHUS
MMOJATOTOBKM BOEHHBIX KaJpPOB M PA3BUTHSA HAYYHO-METOIUYCCKOTO OOECIIeUeHUS
BOCHHOT0 oOpa3zoBaHusi [3].

Hapsiay ¢ 5TuM BOEHHBIN By3 HMEET CBOIO CIICM(UKY. 31€Ch IPEToaBaTeih
paboTaer He TPOCTO ¢ yueOHoU mHpopMaimen, a ¢ OyaymuMu oduiepamu, ass
KOTOPBIX Ba)XHbl JHWCIUIUIMHA MBIIIJICHUSI, OTBETCTBEHHOCTh, CIIOCOOHOCTH
MPUHUMATh PEIICHUs, BIIAJICHUEC COBPEMEHHBIMU TEXHOJOTHSIMU M TMOHUMaHUE
npodeccCHOHaIbHOM cpeapl. [103ToMy megarorndeckuii TEXHOJOTHUCCKUN TapK B
BOEHHOM BY3€ CIIEJlyeT pacCMaTpuBaTh HE KaK JEMOHCTPAIMOHHYIO IJIOMIAIKY, a
KaK TPAKTUYECKUN MeXaHU3M OOHOBIeHUs ydeOHoro mporecca. OH MO3BOJISET
coenunuth Jabopatopuu IT, VR/AR, meanactyuto 1 ”HHOBAIIMOHHOE 00y4YeHHE
C peaJTbHBIMU 3aJ]a4aMH TOITOTOBKH.

Oco0oe BHUMaHHUE CJEeAyeT YAEIUTh MOJATOTOBKE CaMOro MpPernoJiaBaTels.
Jlaxke XOopomnio OcHallleHHas JIabopaTopHsi OCTAETCs MAaCCUBHBIM PECYpPCOM, €CIIU
MpoQeccopCKO-MPenoJaBaTeIbCKUil  cOCTaB  HE  BJAJeeT  METOJUKOW  ee
npuMmeHeHusa. [IpakTudeckuil aHanu3 [OKAa3bIBAET, YTO  MPEIOAABATEIO
HEOOXOAMMBI IU(PPOBBIE, KOMMYHUKATHBHBIC, WHPOPMAIIMOHHO-aHATUTHIECKHE,
METOAMYECKHE H  CIenuanbHO-TpodeccCuoHaIbHbie  KoMmeTeHimu. OHu
dbopMHUpYIOTCS HE OJHOMOMEHTHO, a 4Yepe3 IMOo3TamHoe oO0ydeHue, MpOOHBIC
3aHATHS, DKCIEPTHYIO OOpPATHYIO CBS3b, CAMOCTOSITEIbHOE NPOCKTHPOBAHUE U
MOCJIETYOLYIO TUAarHOCTHUKY .

Takum 00pazoM, BO3HHUKAET HEOOXOAMMOCTH HAYYHO OOOCHOBATH CHUCTEMY
MOJATOTOBKM TIpeTojiaBareyiei BOCHHOTO By3a K UCIOJIb30BAHUIO PECYPCOB
MEJAaroru4eckoro TEXHOJIOTMYEeCKoro mapka. Takas cucreMa AOJKHA BKIIOYATh
1elb, COJAEpXKaHUEe, OPraHMU3alMI0, PECYpCHOEe OOecrneueHue U JIUArHOCTHKY
TOTOBHOCTH IpenojaaBatelis K HudpoBoil eAaroruueckou AesiTeIbHOCTH, a TaKkKe



MEXAaHHU3MBbl IIOCTOSHHOTO METOJUYECKOIO0  CONPOBOXKJIEHUS B  YCJIOBHAX
OOHOBJICHHSI BOCGHHOTO OOpa30BaHMsI B pealbHOM y4eOHOW MPAKTHKE BOCHHOTO
By3a.

MarepuaJjibl M1 METOBI.

Martepuaiamu UCCIEeIOBaHUS CTaJIM HOPMATHUBHBIC TOKYMEHTHI PecrmyOmmku
Kazaxctan B cdepe BwICIIero, MOCIEBY30BCKOTO W BOEHHOTO 00Opa3oBaHUS,
Hay4YHbI€ TPYIbl MO0 MEAATOTMYECKOMY MOJCIMPOBAHUIO, CUCTEMHOMY MOJXOMY,
IU(POBBIM KOMIETEHIUSAM MpenoaaBaTelis, NpopecCHOHAIBHOMY pPa3BUTHIO B
BOGHHOM By3€¢ U pa3BUTHIO LU(]poBoil oOpa3zoBarenbHOl cpenpl. B pabote
HCIIOJIb30BaHbl nosioxkeHust [locnanust I'maBel rocymapctBa ot 1 centsiops 2023
rojla, TOCyJapCTBEHHbIE  00IIe00s3aTeIbHbIE  CTAHAApThl  BBICIIETO U
MOCJIEBY30BCKOTO 0Opa3zoBaHusi, Boennas goktpuHa PecnyOnmuku Kazaxcran, a
Takxke mexayHapoaubsie matepuansl UNESCO, EBponeiickoit komuccun 1 OECD
[1;2;3;4;7;,8;,9; 10, 11].

MeTo0/IOTHYECKYI0 ~ OCHOBY  COCTaBWIM  CHCTEMHBIH,  CHUCTEMHO-
JIEATeIIbHOCTHBIM, KOMIETEHTHOCTHBIA U MPAKTUKO-OPUECHTUPOBAHHBINA MOXO/IBI.
B xonme wccienoBaHusi MNPUMEHSJIUCH aHAIUM3 HAYYHOM M HOPMAaTUBHOMU
JUTEpaTypbl, CpaBHEHHE, O0O0OOIIEHUE, KOHKPETH3alus, MeAaroru4eckoe
MOJICTUPOBAHUE, CTPYKTYPUPOBAHNE KOMIIOHEHTOB CHUCTEMBI, JIOTUKO-CMBICIIOBOM
aHaJdu3 W NPOCKTUPOBAHHE MOJEIM MOArOTOBKU. IIpum 3TOM MopennpoBaHue
MCIIOJIb30BAJIOCh KAK OCHOBHOW METO/I, MO3BOJIAIOUIMN MPEACTABUTh MOJITOTOBKY
IIPEIOIaBaTeNIe B BUJIE LEJOCTHOM IE€IArOruuyeCKOM KOHCTPYKIIMHU, ONPENECIUTD
€€ AJIEMEHTBI, CBSI3M, ATAllbl M 0KUJAEMbI€ PE3YJIbTaThHI [5; 6].

Pe3yabTathl U 00CyK/IeHHE.

B pamkax pemieHuss miepBoM 3ajaud  ObUIM  OMPEIENCHbl  KIIIOUEBBIC
KOMIIOHEHThl ~CHCTEMBbI TMOJTOTOBKM IMpENOoJaBaTesieii BOEHHOTO By3a K
WCIIOJIb30BAHUIO PECYPCOB MEAArOTMYECKOr0 TEXHOJOTMYECKOro mapka. AHanu3
MOKa3bIBa€T, 4YTO TakKas CHCTEMa HE MOXET CTPOUThCA TOJBKO BOKPYT
obopynoBanusi. Ee sapoM BbICTyNaeT TOTOBHOCTH MpENOJaBaTesisi MPUMEHSTh
pecypchl TEXHOMApKa JJIsl pelieHusl y4eOHbIX, METOUYECKUX, UCCIIEA0BATEIhCKIX
Y BOCIIUTATEJIHLHBIX 3a/1a4 BOGHHOTO 00pa30BaHUs.

BaxxHo, 4TO Bce KOMITOHEHTHI MOJIEIN PACCMATPUBAIOTCS HE U30JMPOBAHHO, a
BO B3aMMHOM CBSI3U: LI€JIb OMNPENENSIeT COAECpP)KAHUE MOATOTOBKHU, COJEpKAHUE
TpeOyeT pecypcHOro oOecredeHus, a JHUAarHOCTUKA ITOKa3bIBACT, HACKOJIBKO
JOCTUTHYTBIA PE3yJbTAaT COOTBETCTBYET IE€PBOHAYAJIBLHOMY MEAArOrHYECKOMY

3aMBbICITy.
[Io pesynbrataM HCCIENOBAHUSA ONPEACIICHbl YETHIPE KOMIIOHEHTa MOZCIIH:
1ICJICBOM, COZIEPKATEIIbHO-OPTaHU3ALIMOHHBIH, y4eOHO-MaTepUATLHBIN u

nuarHoctudeckuii [6,7,8,9]. Takum 00pazom, CKOHCTpYMpPOBAaHHAsT MOJIENb HMEET
crnenyroiuii Bus (Pucynok 1).
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11l. Yye6HO-MmaTepuanbHbii KOMMNOHEHT

Menna cryaus Jlabopatopus JlabopaTopus
IT/VR/AR WHHOBAI[MOHHOTO O0YYCHHUS

Kpumepuu: Iloxazamenu: 1eneyCTPEMIEHHOCTD, Hucmpymenm ouaznocmuxu:
MOTHUBAIMOHHBIH, OpraHU3aTOPCKUE KOMIIETEHIMH, CHOPMHPOBAHHOCTD METOJMKA OLIEHKH TOTOBHOCTH
KOTHHTHBHBI, 3HaHMH, CIIOCOOHOCTH TIAHUPOBATh U IIPOSKTUPOBATD, K HCTIONB30BAHHIO PECYPCOB

MOTHBAIMA K CAMOPAa3BUTHIO U CaMOpEaIn3alvu, TITIT

ﬂeHTeHLHOCTHLIﬁ,
1'IOTp66HOCTI: B 3HAHUAX

pedaeKCUBHBII

[TepBbIM KOMIOHEHTOM CHUCTEMBI BBICTYNAET IIEJIE€BOM KOMITIOHEHT. OH 3aaaeT
oOmuii  3amMbicell  MOATOTOBKM U (PUKCHpyeT  OXHUAAEMbIi  pe3ysbTarT:
podecCOpPCKO-MpenoaaBaTeibCKuid  COCTaB  JIOJDKEH  HE  TOJBKO  3HATh
BO3MOXHOCTH MEAaroru4eckoro TeXHOJOTUUECKOTO Mapka, HO U YMETh BKJIIOYATh
X B 00pazoBaTeNbHBIN Tporiecc. [[pUHIUMHUATBEHO BaXKHO, YTO I€1h MOATOTOBKHU
CBs3aHa C TPO(ecCHOHANBFHON HAMpPaBIEHHOCTHI0O BOEHHOTO By3a. IloaTomy



OCBOCHHE IIU(PPOBBIX CPEJICTB PACCMATPUBAETCS HE KaK TEXHUUECKas poLeaypa, a
KaK 4YacTh METOAMYECKOr0 MacTepcTBa mpenojasaTens. LleneBol KOMIOHEHT
BBITIOJTHSET IIPOTHOCTUYECKYIO byHKIHIO, ITOCKOJIBKY OmpeneIsieT
BOCTpEOOBAHHbIE KOMIETCHILIMM, M Pa3BUBAIOLIYI0 (PYHKIMIO, TaK Kak 3a/JaeT
HalpaBjieHue Npo(hecCHOHATBHOIO POCTa.

BTOpbIM KOMIIOHEHTOM SIBJISIETCSI COJEPKATEIbHO-OpraHu3aluoOHHbI. OH
packpbiBaeT, 4eMy M Kak HeoOxoaumo oOyuarh mnpemnogaBaTens. [lonroroska
JIOJDKHA TPOXOAMTH MO3TAIHO: O3HAKOMMTENbHBIN 3Tan (opMUpPYyeT MOHUMaHUE
CTPYKTYpbl TEXHONAapKa, IMpaBuUil pabOTbl W BO3MOXKHOCTEH JlabopaTopuii;
OCHOBHOM 3Tall CBSI3aH C MPAKTHUYECKUM OCBOCHHEM pPECypCOB, pa3pabOTKOM
y4eOHbIX MaTepHaioB U MPOBEJACHUEM MPOOHBIX 3aHATHM; OLIEHOYHO-
pE3yJIbTATUBHBIA  JTall II03BOJIAET IPOBEPUTH TOTOBHOCTH IIPENOABATEII
CaMOCTOSITENIbHO NPUMEHATh LU(POBBIE U MHTEPAKTUBHBIE cpencTBa. Bmecte c
TEM CIIEYeT YYUTBIBAaTh, UTO BCE ATAIbl JIOJDKHBI OBITH CBSI3aHBI MEXAY COOOM,
MHaYe MOJAroTOBKA MPEBPALIAETCs B HA0OP Pa3pO3HEHHBIX MEPONPUATHH.

TpeTbM KOMIOHEHTOM BBICTYMAET y4eOHO-MaTepHAIbHBIA KOMIOHEHT. OH
BKiItouaer Jaboparopuu IT, BupTyanbHOW U JOMOJHEHHOM pealbHOCTH,
MEIUACTyIUI0,  Ja0OpaTOpUI0  MHHOBAMOHHOTO  OOy4YeHus,  LHU(PPOBbHIE
maTGopMbl, MporpaMMHOE oOOecredeHue, Yy4eOHbIe KEHChl, METOANYECKUE
MaTepUaJIbl U TEXHUYECKYIO MTOAAEPKKY. Ha mpakTrke 310 BBIpa)aeTcs B TOM, 4TO
IIPENoAAaBaTellb M0JIy4aeT BO3MOXKHOCTb CAMOCTOSATENIBHO CO3aTh BUIEOJICKIMNIO,
MHTEPAaKTUBHOE 3aJlaHHe, BUPTYaJbHBIA CIEHApUH, LU(POBYIO INPE3ECHTAIHIO,
TECTOBBIN MaTepuan uiu (pparMeHT CMEIIaHHOro 3aHATUs. He MeHee BakHO, YTO
ydyeOHO-MaTepuaigpHas ~ 0a3a  JOJDKHA  CONPOBOXKAATHCS  WMHCTPYKLUSMH,
pacnicaHueM paOoThl  JabopaTtopuid, KOHCYJbTAIMSIMH  CIIELIMAJIUCTOB U
npaBuIamMu 0€30MaCHOCTH.

YeTBepThIM KOMIIOHEHTOM SIBJISIETCSl MATHOCTHYECKMU. Ero HaszHaueHune
COCTOMT B BBISIBJIEHHH MCXOJHOIO YPOBHS TOTOBHOCTH IIPENOJAaBaTEN,
OTCIIC)KMBAaHUNA JUHAMHUKMA PA3BUTHS W ONPEACIICHUM JaJbHEUIINX MeEp
METOJMYECKOTO COMPOBOXIEHUs. B KadecTBe KpuUTepuUeB I1iesecoo0pa3Ho
UCIIOJIb30BaTh MOTHBAILIMOHHBIM, KOTHUTHBHBIM, JeSTENbHOCTHBIN U
pedaeKkcuBHBIA KpUTepUU. MOTHBALMOHHBIA KPUTEPUN IMOKA3BIBAET MHTEPEC K
WHHOBAIlMOHHOMY OOYYEHHI0O U MOTPEOHOCTh B caMopa3BUTHH. KOTHUTUBHBIN
OTpa)kaeT 3HAHUE CTPYKTYpPbl TEXHOMAPKAa U BO3MOXHOCTEH LU(PPOBBIX PECypCOB.
JleATeNbHOCTHBIA PACKPBIBAET YMEHHME IPOEKTUPOBATH 3aHATHUS W IPUMEHSTH
obopynoBanue. PeduiekcuBHBIN MO3BOJISET OLEHUTh CIIOCOOHOCTH MPENoJaBaTes
aHaJIM3UPOBATh COOCTBEHHBIE PEIICHUS U KOPPEKTUPOBATH METOIUKY .

Bo Bropoii 3amaue OBLIM pPACKPBITBI TEOPETUYECKHUE OCHOBBI CHCTEMBI
IIOATOTOBKM IIPENOAABATENIed BOCHHOIO By3a K HCIIOJIB30BAaHUIO PECYPCOB
MEJarOTMYeCKOT0 TEXHOJOTMYECKOro TMapka. PaccMoTpeHHne OaHHOro BOIpoca
MO3BOJIIET OTMETUThH, YTO MCCIEAyEeMasi CUCTEMA OMMUPAETCS IMPEKIE BCETrO Ha
cucteMHbld monxoa. IloaroroBka mnpenomaBaTenss paccMAaTpUBAETCA HE KAk
OTHEJIbHBIA KypC, a KakK IEJOCTHbIA [MEIaroruHueckuid Ipouecc, A€ LEb,
COJZIEp’KaHME, PECYPChI, METOABI U JUATHOCTHKA HAXOASTCS BO B3aMMHOM CBs3U. B
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ATOM JIOTUKE TI€IarOrMYeCcKoe MOJCIMPOBAHUE BBICTYNIA€T HHCTPYMEHTOM
HAy4YHOTO OMMCAHUA CI0XHOTO obpazoBarenbHOro mpoiecca. FH0.K. baGanckuit
CBSI3bIBA  3(P(EKTUBHOCTh  IEIarOTMYECKOr0  HMCCICAOBAaHUSA C  YETKUM
OTPENICICHUEM €ro JJIEMEHTOB, CBA3ed U ycioBuil peanuzamuu [4]. E.H.
3eMIIsTHCKask OTMEYaeT, YTO MOJCIh TTIOMOTAET MPEACTaBUTh OOBEKT MCCIICTIOBAHMUS
B HArmsagHOW (¢Gopme, BBIICTUTH €r0 CTPYKTYPY U OOBSICHUTH JIOTHUKY
dbyHKImoHUpoBanus [5].

Crnenyer moa4epKHyTh, YTO Il BOCHHOTO By3a OCOOEHHO 3HAYUM CHUCTEMHO-
NEeATeNbHOCTHBIA moaxoa. OH MO3BOJISIET paccMaTpuBaTh MpENojaBaTeNs He
TOJBKO KaK CIIyIIaTessl KypCOB IMOBBIIICHNS KBAIU(PUKAIIUN, HO U KaK aKTUBHOT'O
cyObekTa mnpoekTupoBaHusa. llpemonmaBaTens OCBaMBaeT pecypchl TEXHOIapKa
yepe3 JEeWCTBUE: aHAIM3UPYET Y4YeOHYIO0 3ajady, BbIOMpAaeT WHCTPYMEHT,
pazpabaThiBaeT 3aHATHE, TMOJy4aeT oOOpaTHYIO CBs3b U JopabaThiBaeT
METOJUYECKOEe pemeHue. Takoi MOoAXod  COOTBETCTBYET COBPEMEHHOMY
MOHUMAaHUIO U(PPOBON KOMIIETEHTHOCTH I€Jlarora, I/ie BakHa HE MEXaHH4YecKas
paboTta ¢ TPOrpamMmoi, a CHOCOOHOCTh HCIOJIB30BATh TEXHOJIOTHIO A
JOCTUKEHHUS 00pa30BaTeIbHOTO pe3ybTaTa [7; §].

Bwmecre ¢ TeM Henb3s HE OTMETUTh, YTO MCIOJIb30BaHKUE ITU(PPOBBIX PECYPCOB
JIOJDKHO HUMETh IIEHHOCTHO-CMBICIIOBO€ OCHOBaHHME. BOEHHBIN By3 TOTOBUT
opullepCKUE KaJpbl, MO3TOMY JIO00€ TEXHOJOTMYECKOE pEIIeHUuEe JOJIKHO
paboTaTh Ha KayeCTBO MOJTOTOBKH, AMCIUIUIMHY Yy4eOHOro TpyJa, pa3BUTHE
po¢heCCUOHAIBHOTO MBIIUICHUS M OTBETCTBEHHOCTh OOyYaromuxcs. TeXHOI0Tuu
HE 3aMEHSIOT MpEenoAaBarelis, a PacClIupsiOT €ro MneJaroruueckue BO3MOKHOCTH.
Ocoboe BHHMMaHHE CJEIyeT YJETUTh BOIMPOCAM HCKYCCTBEHHOTO WHTEIUICKTA.
Mexnaynaponasie pekomenmanuu UNESCO mnomuepkuBaroTr HE0OXOIUMOCTH
YEJIOBEKOIICHTPUYHOTO, 0€30MacHOT0 W OTBETCTBEHHOTO  HWCIOJIb30BaHUS
renepatuBHoro M B oo6pazoBanmu [10]. 151 BOGHHOTO By3a 3TO 0COOEHHO BaXKHO
n3-3a TpeOOBaHUI MH(POPMAITMOHHON 0€30IMaCHOCTH, aKaJeMHUYSCKOM YECTHOCTH U
OTBETCTBEHHOCTH 3a Ka4ecTBO Y4ueOHbIX MarepuanoB. MHcTpyments: MU moryT
nmoMoraTb MOpU TOATOTOBKE CTPYKTYpPhl 3aHATHS, CO3JIaHUM  BOIMPOCOB,
pEAaKTUPOBAHUM TEKCTa, pa3paboTke HHGMOrpauKd W TEPBUYHOM aHAIU3E
y4eOHBIX JaHHbIX. OJIHAKO OKOHYATEJIIbHOE METOJUYECKOE PEeIICHHUE TOJKHO
OCTaBaThCs 3a MPETOJIaBaTeIIeM.

Pemrenne TtpeThed 3amaud  TO3BOJIMIJIO  ONPENCIUTbh MOJEIb CUCTEMBI
MOATOTOBKK TIpernojaBareyiei BOCHHOTO By3a K HCIOJb30BAaHUIO PECYpPCOB
MEeJarOTMYE€CKOT0 TEXHOJOTMYECKOr0 Tapka ¢ OmucaTh €€ MPaKTUYECKOe
comepkanue. Mojenb BKIIOYAET YETHIPE B3aMMOCBS3aHHBIX OJIOKA: IIEJIEBOM,
coJiepKaTeIbHO-OpTaHU3aIIMOHHBIN, Y4eOHO-MaTepUaIbHBIA U JUATHOCTUYCCKUN.
B cOBOKYIMHOCTH 3TO MO3BOJISIET CAEIATh BHIBOJI, YTO MOATOTOBKA MpenoaaBarTesien
JIOJKHA TTPOEKTUPOBATHCS KaK YIPAaBISIEMbId IIUKII: MMOCTAHOBKA IIEJIM, OCBOCHUE
comepkaHus, TpakTUyeckas paboTa ¢ pecypcaMmu, OIIEHKa pe3yibrara |
MocyeAyoIas KOppeKTUPOBKaA.

B peaibHbIX yCIOBUSIX BOEHHBIX BY30B JaHHasi MOJAEIb MOXET
peaTn30BBIBATLCS Yepe3 KypChl TMOBBINICHUS KBadU(UKAIIUA, METOAUYECKUE



cOophl, J1abOpaTOpHBIE 3aHATHS, MacTep-KJIACChl, KOHCYJbTAllUU, MPOEKTHHIE
TPYNIBl U CaMOCTOSITENIbHYIO paboTy mpenogaBaTeneid. O3HaKOMUTENbHBIN 3Tarl
1enecoo0pa3Ho  HAuMHATH € BBOJHO-OPHEHTALMOHHOTO  MOJYJS,  Te
pacKpbIBalOTCA Ha3HAUCHUE TEXHOMapKa, CTPYKTypa jabopaTopuii, TpeOOBaHUS K
000py/IOBAaHUIO, BO3MOXXHOCTH LH(PPOBBIX IUIATGOPM M KPUTEPUH HTOTOBOM
ouenkr. OCHOBHOM 3Tam CBsi3aH ¢ pa3BUTHEM KommetreHuui. [{udposoit Momymb
dbopMupyeT ymeHHsi paboTaTh C SJICKTPOHHBIMU pECypcamMH, HHTEPAKTUBHBIMH
MaHeIsIMU, CUCTEMaMH TECTUPOBaHUS U IUIAT(GOpMaMU CMEIIAHHOTO OOyYeHUS.
Monyns VR/AR opueHTUpOBaH Ha MOJEIUPOBaHUE YYEOHBIX CHUTyallud W
BU3YaJIN3aLMIO CIOXKHBIX IMPOIECCOB. MeanaMoayJib pa3BUBAaE€T HABBIKM 3allUCU
BUJICOJICKIIUHN, CO3/aHUs Y4YEeOHBIX pPOJIMKOB, pabOThl € Tpe3eHTaluend u
BU3YyaJbHOM JIOrMKOW Martepuana. WH)opMmalMoOHHO-aHATUTUYECKUH MOJYJIb
dopMupyeT yMEHHUE HAaXOAWUTh HUCTOYHHKH, MPOBEPATH HUX JOCTOBEPHOCTH MU
npeBpauiaTh MaTepuai B y4eOHbIN NPOIYKT.

OTaenpHBIM  HAIPaBICHUEM BBICTYNAET METOAWYECKOE IPOEKTHUPOBAHUE.
[IpenogaBarenb JOJDKEH HAy4duTbCS IIEPEBOJUTH PECYpC TEXHONApKa B
KOHKPETHBIN CLEHApUH 3aHATUA. ECIM UCoNb3yeTcss MeIUacTyaus, pe3yabTaToM
JIOJDKEH CTaTh HE IMPOCTO POJHUK, a YYEOHBIM Marepuan ¢ LEiblo, BOIPOCAMH,
3aJlaHUeM M KputepusiMu oueHkd. Ecnu npumensercs VR/AR, HeoOxogum
CLEHapuil HaOJIOACHMS, TEPEeYeHb JACHCTBUI OOYyYarolMXCs U MNOCIEAYOIIast
pednexcus. Eciu ncnonb3yercss UCKYCCTBEHHBIM MHTEIUIEKT, HYXKHO ONPEIEIUTh
3aJ1ayy, JOMYCTUMBIE TAHHBIE U TIOPSOK IPOBEPKU UTOMOBOIO MaTeprala.

OueHOYHO-pe3yJIbTaTUBHBIN 3Tall 3aBEPIIAET LUK NOATOTOBKHU. 31€Ch MOTYT
IPUMEHATbCS TECTUPOBAHUE, aHKETUPOBAHUE, SKCIIEPTHAs OLIEHKa pa3pad0TaHHBIX
MaTepuasoB, HaOJNIOJIEHUE 3a NPOOHBIM 3aHATHUEM, CAMOOILICHKA, WHTEPBBIO U
3allliTa MUHU-TIPOEKTA. B I1€JI0M aHaIN3 MOKa3bIBAE€T, YTO MTOTOM IOATOTOBKH
JOJDKHA CcTaTh He (opmanbHas COpaBKa, a MOATBEP)KIECHHAs TOTOBHOCTH
MIPENOAABATENI CAMOCTOSITEJIbHO HCIIOJBb30BaTh PECYPChl TEXHONapka. Takou
pe3ynbTaT MOXET (UKCHPOBATHCS 4epe3 CepTUPHUKALUIO, MOPTHOIUO YUEOHBIX
MaTepUAJIOB, SKCIIEPTHOE 3aKJIFOYEHUE U NHINBUAY AJIbHBIE PEKOMEHAALUU.

[IpakTUeCKHii aHaIM3 NOKA3BIBAET, YTO MPEIIOKEHHAsA MOJEIb HMEET
HECKOJIbKO mnpeuMyinecTB. OHa CBS3bIBa€T HMHPPACTPYKTYpY TEXHOMapKa C
KOHKPETHBIMU KOMIIETEHIUSAMHU MPENnoaBaresis, MO3BOJISET BBOAUTH LIM(PPOBHIE
MHCTPYMEHTHI MOCJIeI0BAaTEIbHO, 00ecTIeunBaeT 00paTHYIO CBSI3b U JAMATHOCTHUKY,
a TaKKe MOXET aJanTHpOBaThCs MOJA pa3Hble Kadeapbl U AUCHUIIIMHBL B
KA4eCTBE TPETHETO HANPABJIECHUS BBIICIAETCS OPTraHU3aLlOHHOE CONPOBOXKIECHUE
BHeApeHuss Mmonenau. OnbIT (yHKIMOHMPOBAHMS CBHUIIETENBCTBYET O TOM, YTO
NOJIrOTOBKAa OyJIeT YCTOMYMBOM TOJBKO NPH HATUYUHU OTBETCTBEHHBIX JIUILI,
rpaduka HMCHOJIb30BaHUS 1a00paTOpuil, TEXHUYECKON MOMICPKKU M TOpsSAKa
OOHOBJIEHUS TU(POBBIX MATEPHAIIOB.

CrnegyromuM HampaBlIieHUEM SBISIETCSl  pa3BUTHE IUGPOBOM  KYJIbTYpbI
npenonasarenss. OECD paccmatpuBaeT 1iuppoByro 00pa3oBaTENbHYIO SKOCUCTEMY
KaK COBOKYIIHOCTbh TEXHOJIOTHI, TaHHBIX, YIIPABICHUS, PECYPCOB U YEIOBEUECKHUX
komneTeHuui [11]. B yclnoBusix BOGHHOr0 By3a 3TO 03HA4aeT, YTO MPENOAABATEIb
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JIOJDKEH yMETh padoTaTh C JaHHBIMHU, COOII0/aTh TpeOoBaHUs MH(OPMAIIMOHHON
0€30I1acHOCTH, OTOMpaTh HAJIC)KHBIE UCTOYHUKH, 3aIMINATh YUeOHbIE MaTepHaIIbl
OT HMCKaXCHHUS W TOJJACPKHBATh aKaJEeMHUYECKYH 4YeCTHOCTh. Hapsay ¢ 3Tum
TpeOyeTcs Temarorundeckas yMEpPEeHHOCTh: H30BITOYHAS IUGPOBU3ANUS 3aHATHS
MOKET CHU3WTh BHUMAHHE OOYYarONTUXCS, €CIM TEXHOJOTHS HCIOJb3yeTcs 0e3
SICHOM TUIAKTUYCSCKOM IICIIH.

Taxkum 006pazoM, pe3yIbTaThl HCCICAOBAHUS TIOITBEPKIAIOT HEOOXOIUMOCTh
nepexo/ia OT 3MU30JUYECKOr0 HCIOJb30BAaHUS O0OpPYJOBaHUS K TOJHOIEHHOU
CHUCTEeME MOATOTOBKHM MpemnojaBaTeneil. Takas cucTteMa jAeiaeT MeJarornuyeckui
TEXHOJOTUYECKUH TapK 4YacThl0 0O0Pa30BaTENIbHOM IMOJUTUKH BOSCHHOTO By3a U
peaJbHBIM MHCTPYMEHTOM IOBBIIIEHUS] KauecTBa O0y4eHHs, pa3BUTUS ITU(DpoBOH
KYJbTYphl, METOJMYECKOT0 MacTepcTBa H MPOo(ecCHOHANTBHON TOTOBHOCTHU
MPET0/1aBaTEIbCKOTO COCTABA.

3akirouenue.

Takum oOpa3om, B cTaThe pelIeHbl MOCTABICHHBIE 3a/la4l UccienoBanus. B
paMKax IIEpBOM 3aJa4yd OMNPEAEIICHbl KIIOYEBBIE KOMIIOHEHTHI CHCTEMBI
IIOATOTOBKM IIPENOAABATENIEM BOECHHOIO By3a K HCIIOJIB30BAaHUIO PECYPCOB
[IEJarOTHYECKOTO  TEXHOJOTMYECKOIr0  NIapka:  LEJIEBOM,  COAEPIKATEIBHO-
OpraHU3allMOHHBIN, y4eOHO-MaTepualbHBIA W JAWArHocTudyeckuid. B pamkax
BTOPOM 3aJ1auM PaCKpBITBI TEOPETUUECKNE OCHOBBI HccienoBanus. [loka3ano, 4aro
IIOATOTOBKA IIPENoAAaBaTelied TOJHKHA ONUPAThCA HA CHUCTEMHBIM, CHUCTEMHO-
NEATEIbHOCTHBIN, KOMIIETEHTHOCTHBIN U MPAKTUKO-OPUEHTUPOBAHHBIN MOJXO/BI.
YcranosieHo, 4to nudposeie TexHonoruu, VR/AR, meanacTyiust 1 MHCTPYMEHTHI
HWCKYCCTBEHHOI'0 MHTEIUIEKTa [JAarT PEe3yJbTaT TOJBKO IPU IEeAAarorn4ecKu
000CHOBaHHOM TpHUMEHEeHUU. B pamkax TpeTbeil 3amaum pa3zpaboraHa MOJENb
CUCTEMBI IOATOTOBKM IIPENOJABATEIEH BOECHHOIO By3a K HCIIOJIb30BAHUIO
peCypCcoB NEAArornyecKoro TEXHOJIOrHYeCKoro napka. Ee npakrudyeckast HEHHOCTh
3aKJIFOYAETCSl B COEIMHEHUN 00YyUEHHUs, METOAMUYECKOTO MPOECKTUPOBAHUS, PaOOTHI
B JIaDOpATOPHSIX, CO3/1aHUs U(POBOTrO KOHTEHTA U IUArHOCTUKU. B UTOre MOXKHO
OTMETUTh, YTO TPEIJIOKEHHAsT MOJEIb CIHOCOOCTBYET pa3BUTHIO HU(POBOM
KYJIbTYpPbl, METOJAMYECKOTO MacTEepCTBA, WHHOBAUMOHHOW AKTUBHOCTH U
TOTOBHOCTH TIpemnojaBaTeyieil kK paboTe B COBPEMEHHOW 00pa30BaTENIbHOU cpelie
BOeHHOTO By3a PecryOnuku Kazaxcras.
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IJ9CKEPHU KOT'APBI OKY OPHbI OKbITYHIBIJIAPBIH
HNEJAT'OT'MKAJIBIK TEXHOJIOT'USAJIBIK HAPK PECYPCTAPBIH
HHAUJAJTAHYT A JAAPJIAY ) KYUECI

Anaarna. Makanana oCKepy YHUBEPCHUTET OKBITYIIbUIAPHIH ME1aroruKaibIK
TEXHOJIOTHSUIBIK ~ TApKTIH pecypcTapblH MaijanaHyfa JallblHAay oKyieci
KapacTelpbulFad. Lu@pabik xaOAbIKTBl  OIpkKOJIFBI  HMrepylneH mpodeccop-
OKBITYIIBIJIAD KYPAMBIHBIH KOCIOM JaMyBIHBIH TYPAKThl MOJEJiHE KOIly
KOKETTUTIT ambuiabl. OKBITYABIH MaKCaTThl, Ma3MYHJbI-YHBIMIACTHIPYIIBUIBIK,
OKy-MaTepUaAblK JKOHE JMATHOCTHUKAJIBIK KOMIIOHEHTTEpl Heri3fenreH. It
BUPTYaJIJIbl JKOHE TOJNBIKTHIPBUIFAH IIBIHIABIK 3€pTXaHalapblHA, MEIWa CTYIUSFa,
WHHOBAIIMSJIBIK OKBITY 3€pTXaHAChIHA, COHJAN-aK AKaJeMUSUIBIK aJaljblK TeH
aKMapaTThIK KAYIMCI3AIKTI €CKEPe OTBIPHIM, KacaHAbl WHTEUICKT KypaJiJapbiH
KOJJaHyFa epeKie Ha3zap ayaapbuiajbl. Y CBIHBUIFAH MOJENb UG PIIBIK
KY3BIPETTUTIKTEP/l, OMICTEMENIK >Ko0anayapl, MPAKTUKAIBIK TECTUICYIl >KOHE
OKBITYIIBUIAPIBIH 9CKEPU YHUBEPCUTETTIH Ka3ipri OUTiM Oepy OpTachlHIA KYMBIC
icTeyre JaWbIHIBIFBIH JIMArHOCTUKANAyIbl OalJIaHBICTHIPYFa MYMKIHIIK Oepe/l.
MakaylaHbIlH ~ TPAaKTHUKAJIBIK  MaHBI3ABUIBIFEI  KypCTapAbl, CEMHUHApJIApIbI
YUBIMIACTBIPYJAa JKOHE OKBITYLIBUIAPAbl HAKThl UU(prIaHablpy KarnalbiHAa
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SYSTEM OF TRAINING TEACHERS OF A MILITARY UNIVERSITY
FOR THE USE OF PEDAGOGICAL TECHNOLOGY PARK RESOURCES

Abstract. The article discusses the system of training military university
teachers to use the resources of the pedagogical technology park. The necessity of
transition from one-time development of digital equipment to a sustainable model
of professional development of the teaching staff is revealed. The objective,
content-organizational, educational, material and diagnostic components of
training are substantiated. Special attention is paid to IT laboratories, virtual and
augmented reality, media studio, laboratory of innovative learning, as well as the
use of artificial intelligence tools, taking into account academic integrity and
information security. The proposed model makes it possible to link digital
competencies, methodological design, practical testing and diagnostics of teachers'
readiness to work in the modern educational environment of a military university.
The practical significance of the article lies in the description of an understandable
training algorithm that can be used in organizing courses, seminars and
methodological support for teachers in the real conditions of digitalization.

The study was conducted as part of the implementation of a scientific grant
financing project for 2024-2026 on the topic of Teacher training for the use of
pedagogical technopark resources in the educational process of a military
university, IRN AR 23488037.

Keywords: technology park, military university, teacher, digitalization,
competencies, VR, AR, media studio, modeling, diagnostics, innovations, learning,
methodology, readiness.
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STATE-DRIVEN ADAPTIVE MODEL ORCHESTRATION IN DYNAMIC
DATA STREAMS FOR MILITARY APPLICATIONS

Abstract. This paper explores the issue of modifying machine learning
algorithms when they are used with streams of data that have changing statistical
properties and changing concepts as the data changes. Traditional methods of using
static, stable datasets do not provide accurate results for dynamically changing
datasets, so new dynamic methods for adapting to these changes are needed.

As methodology the article proposed a state-driven processing architecture
that combines the use of monitoring mechanisms to monitor the system for
changes; detect changes in the system; and include decision-making processes into
one single entity. This approach defines a model for the system state that provides
an assessment of how stable the system is, and how far from its expected behaviour
it has gone, so the appropriate adaptive methods can be selected.

The results demonstrate the proposed approach provides more stable
predictions; improved overall model performance; and greater model robustness in
the face of changing conditions. The developed framework can be used in real-time
systems, where system reliability, adaptability and rapid response to changes in
underlying data are important, including defense-oriented systems.

Keywords: adaptive learning, streaming data, concept drift, machine
learning, model orchestration, military applications

Introduction.

As digital systems continue to grow exponentially, there has been a
corresponding increase in demand for better means of processing real-time data.
This is particularly true in situations where data is produced continuously, has
large amounts of dimensions, and changes often. Existing machine learning
methods, which were designed to be used with static datasets, typically struggle to
perform well in such environments because of the nature of the data. This issue is
primarily attributable to non-stationarity and concept drift.

Dynamic data streams often exhibit changing statistical profiles, necessitating
that any learning system adapt in real time. In many practical implementations of
streaming data - such as in industrial monitoring or intelligent transportation
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systems - the ability to process data faster than it is being generated is essential for
maintaining operational effectiveness or reliability. This need is even more critical
in mission-critical systems (e.g., military applications), where delays or errors in
processing decisions (e.g., analyzing the effect of a change) can have significant
operational impacts.

To take advantage of the capabilities provided by real-time learning with
dynamic data streams, recent research has turned toward investigating online
learning or learning that occurs after the data has already been collected;
incremental model updates or altering models progressively as new information
becomes available; and adapting models through the use of ensembles or combined
outputs from multiple models that have evaluated the same data set. However,
most of the work conducted to date has been predicated on a priori adaptation rules
or a static update process and therefore does not adapt well to highly temporal or
unpredictable situations. For instance, most adaptation strategies do not use a
universal approach to assess the current state of the system to determine how the
models should behave or be managed.

The military and defense applications typically have some of the highest
demands regarding real-time data processing. Real-time data streams generated
from sensor networks deployed on the battlefield, radar processing from air-to-air,
and platforms for analyzing intelligence data generate a high volume of data at a
very fast rate (high velocity). In the case of dynamic changes on the battlefield and
new factors causing changes in the operation of sensors or processing systems, it is
critical that an adaptive learning framework has the ability to detect and adapt to
concept drift rapidly; otherwise, failure in decision making will occur. Therefore,
robust adaptive learning will be crucial for successful operations on the battlefield.

This article proposes a state-driven adaptive orchestration framework for
dynamic data streams via a state-aware decision mechanism that will facilitate
continuous evaluation of performance, detection of changes to data distribution,
and example methods to enable changes in the behavior of each of the models
(e.g., retraining, switching, ensemble reconfiguration). Unlike traditional
approaches, the proposed framework approaches the adaptation process as a
control problem in which system states are used to guide the selection of learning
approaches in real-time. This paper presents four core contributions. To begin
with, we formalize the concept of states within a system for the purpose of
adaptive learning in non-stationary environments. Secondly, we develop a
performance-aware orchestration algorithm that automates intelligent model
selection and adaption due to concept drift. Thirdly, we validate the proposed
framework through experimentation on real-world dynamic data streams,
demonstrating improvements in both the accuracy of predictions and stability of
the system performance. Finally, we explore the utility of the framework as it
relates to defense-oriented analytical systems where both resiliency and flexibility
are critical to success.
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Literature Review.

Much investigation has been done about how to learn from an ever-changing
set of data sources in both Online Machine Learning and Data Stream Mining. The
main focus of early approaches was through incremental learning algorithms,
which can learn from new data continuously as new data comes and thus avoid the
need for complete retraining of their models. Examples of efficient and scalable
algorithms for processing large amounts of Streaming data include Hoeffding
Trees or gradient-based Online Learning algorithms [1]-[2]. However, in most of
these cases, the algorithms are built with an assumption that the underlying
distribution of the streaming data is relatively stable over the time period.
Therefore, the performance of these algorithms will deteriorate significantly when
the characteristics of the underlying data distribution deviate from those observed
during training, as the model's learned concept becomes outdated and no longer
reflects the current data stream.

One of the primary problems in dealing with a stream of data sources is that
the concepts and characteristics of the underlying data may change over time,
called Concept Drift. There are several different methods to detect such
distributions changing in Streaming Data, including some statistical process style
methods for detecting these changes like DDM, EDDM, ADWIN methods [3]-[5].
These primarily detect changing distributions by monitoring error rates, or by
monitoring various statistical properties of the incoming Streaming Data. Although
these methods may give good change detection, they do not inherently define
optimal adaptation processes, so the question remains as to how to adaptively
update the models continues to exist.

As a means to be more robust in the presence of Dynamic Data environments,
a lot of research has been done on Ensemble Learning approaches such as Online
Bagging, Boosting and Dynamic Ensemble Selection, wherein instead of relying
on an individual model, these approaches use multiple models to provide better
predictions and thus more robust-to-drift predictions [6]. However, many
Ensemble Learning techniques are based on heuristically weighted or statically
updated models, making them not very effective in response to quickly changing
environments. The performance of the ensemble and the decisions made in
response to the continuous evolution of the environment may not be improved
without a unifying framework to coordinate/control the ensemble's collective
activity.

Several contemporary initiatives aimed at investigating new approaches to
Adaptive and Self-Regulating Learning Systems through the integration of
Feedback Loops and Performance Monitoring Capabilities have been undertaken.
These systems would need to have the capability to continue adaptively changing
how they model their behaviour based on collectable metrics using real-time data
in relation to changes in the environment [7]. These types of initiatives have shown
that the combined use of Performance Knowledge based Selection Methods and
Adaptive Restructuring Strategies have enhanced prediction accuracy for Models



that have been subject to Drift. Furthermore, adding additional complexity to a
model to create a model that does not change configuration and is properly
configured will subsequently negatively impact the predictive accuracy of the
model solely based on how well the parameters of the model were configured
initially at the time of configuration.

The conceptualisation of adaptation as a control problem is beneficial in
providing a structure to make decisions based on the awareness of the states of the
system and the feedback signals generated by the system [8]-[10]. The ability to
represent different states as stable, gradually changing, abruptly changing through
appropriate state awareness can be leveraged to more clearly identify appropriate
strategies for adapting, such as selective retraining, switching models, regrouping
ensembles of models etc. however the applicability of state driven mechanisms to
date under streaming machine learning frameworks has been somewhat limited.

The need for real-time analytics for hazardous and/or mission critical
operations has revealed that current machine learning operational systems must
incorporate a robust and adaptive machine learning frameworks that can process
with low latency, reliability in uncertain situations, and meet the demands of
rapidly changing situations. However, despite considerable advances in each of the
following areas individually; drift detection; online learning; there is no integrated
framework that consolidates State Awareness, Adaptive Control, and Model
Orchestration into a single cohesive solution available.

Adaptive streaming methods are inherently relevant to analytical systems that
focus on defense. For example, signal intelligence (SIGINT) and electronic
warfare systems use non-stationary data streams, where adversaries change their
transmission patterns in order to avoid detection - this is an example of adversarial
concept drift. However, traditional methods for detecting drift, such as ADWIN
and DDM, were not developed with this type of adversarial dynamics in
consideration, making it clear that there is a need for structured, state-aware
adaptation frameworks which can reliably operate during both natural and
intentional distributional shifts.

Based upon this, the purpose of this research is to develop a state-driven
adaptive model orchestration framework that combines Drift Detection,
Performance Monitoring, and State Based Decision Making. This will serve to
provide the requisite logical structure for implementing intelligent adaptive
systems that will deliver a high degree of sustained optimal performance within
highly dynamic and non-stationary environments.

Materials and Methods.

The proposed approach is based on a state-driven adaptive model
orchestration framework designed for continuous processing of dynamic data
streams.

The overall architecture of the entire model orchestration system incorporates
real-time data ingestion, preprocessing, inference model generation, drift detection,
and adaptive decision making. As shown in Figure 1, the entire architecture
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comprises a unified means of processing incoming data streams received from
various heterogeneous sources; using a standardised mechanism for data ingestion
and validation.

After passing through the ingestion and validation layers, the incoming data
streams are subjected to a series of pre-processing steps (normalisation, feature
generation, and outlier treatment) in the preprocessing pipeline before being passed
to the model for inference. Each of these steps contributes to ensuring the data are
consistent and compatible with the deployed machine learning model.

The system operates on "Continuous Inference" basis; that is, predictions are
generated in what is effectively a "real-time" manner by the system as data are
received. Predictions are then continually evaluated against established
performance metrics by the system via various implemented monitoring
mechanisms.

There is a fundamental difference between traditional static systems and the
architecture presented here (i.e. the architecture presented here is dynamic, with
the capability to respond dynamically to any changes or variations in data
distributions) owing to the manner in which feedback-driven adaptation is
implemented.
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Figure 1 - Architectural Framework for the Adaptive Model Orchestration
System Driven by State

Drift Detection and Monitoring of Performance

A key component of the overall framework presented here is the monitoring
and drift detection module (which performs continuous monitoring of the data
distributions used to develop the model and the associated performance of the
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model, i.e. tracks any deviations from historical baseline behaviours with respect to
both the data distributions and the model's performance).

The monitoring of the data distributions and model performance is completed
through a combination of statistical and performance-based monitoring indicators.

Both data drift and model performance monitoring utilise a set of metrics that
relate to the data and can consequently assist in determining the state of
performance of the data being processed by the model. For example, the
population stability index (PSI), Kolmogorov-Smirnov (KS) statistic, and null
value ratio are used to monitor data drift, while prediction errors and latency
metrics are used to monitor model performance.

The new framework has been designed with a different overall structure than
other adaptive learning frameworks, such as having its own distinctive state-driven
orchestration model and combining performance monitoring, drift detection, and
adaptive control in one common decision-making policy. The creators were not
building off of any previously established frameworks when creating the
framework but rather are creating a completely new conceptual design from
scratch.

In addition to identifying drift, the drift monitoring and detection module is
responsible for understanding how the drift occurred — this requires the drift to be
classified as being gradual or sudden, as this will influence the adaptation
strategies that can be selected to enable maximisation of the most optimal
performance within models deployed using the data impacted by drift.

State Identifying Mechanism

A key to achieving structured decision making is the implementation of a
mechanism for identifying the state of the monitoring signals and mapping those
signals to discrete operational states.

Formal Mathematical Model.

Let the data stream be defined as a sequence & = {(x;,V;)}i=,, Where
X; € R%s a feature vector of dimension d, V:is the corresponding target label, and
tdenotes the time step.

The monitoring module continuously evaluates a vector of performance and
distribution metrics:

-
m, = [PSIt- Dye Et] )

where PSlis the Population Stability Index, Dgg.is the Kolmogorov—
Smirnov statistic, and £¢is the prediction error at time step £.

Population Stability Index quantifies distributional shift between a reference
window and the current data window:

PSI= X, (pP" —pF)n 2

ref

where p;™and pi*are the proportions of observations in bin ifor the current

and reference distributions, respectively.
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Kolmogorov—Smirnov statistic measures the maximum divergence between
two empirical cumulative distribution functions:

Dys = sup | E,,(x) — F{x) |,

¥

where F.(x)and Fp.¢(x)are the empirical CDFs of the current and reference
windows.

State mapping function o:R?* — {S,,5,,5,,5;}maps the monitoring vector
m,to a discrete operational state:

S, (Stable) ifPSL, < 8, A &, < &,
S, (Warning) ifPSI, € [0,,8,) V &, € [6,,5,)
o(me) =1 s (Drift) ifPSL, =8, V Dy, > a
S, (Critical) ife, = &,

where 84, 8,are the lower and upper PSI threshold values; 6, 8;are the lower
and upper prediction error thresholds; and @is the significance level of the KS test.

Adaptation policy m:{S5,,5;,5,5,5;} — defines the action selected by the
Adaptive Control Engine based on the current state d,, where <Ais the set of
possible adaptation actions:

@ ifa, =35,

2(0.) = increase monitoring sensitivity . %f g, =38 Y
¢ retrain V model switch vV ensemble reweight if o, =5,
rollback V emergency retrain ifo, = 8,

The system evaluates state transitions at every window of W = 100records,
ensuring that adaptation actions remain proportional to the severity of detected
changes.

Figure 2 illustrates the state-driven adaptive model orchestration framework,
which is the main component of the proposed state-driven approach. There are four
major states that define the state of the model:

Stable - model is operating normally, with consistent performance;

Warning - indicating early signs of a possible degradation or drift in model
performance;

Drift - confirmed distributional changes to the model performance;

Critical - there is significant degradation to model performance, requiring
immediate action.

When monitoring metrics reach a pre-defined threshold level, they trigger a
state transition for the system; thus, the system can simplify and present complex
data behaviors in an actionable form via states.

Adaptive Model Orchestration

The adaptive control engine will determine which actions are executed based
on the current system state. The proposed method utilizes state awareness policies
and therefore allows for dynamic coordination of the models' behaviours, in
contrast to static adaptation methods.
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Figure 2 - State-driven adaptive model orchestration framework for dynamic
data streams

When an adaptive model is detected; the system will perform the following
action(s):

1) Re-trained model: model retraining/update using new data to restore
performance.

2) Model switch: selecting the model with the best predictive performance.

3) Model ensemble re-weighting: adjusting model relevance contributing to
prediction.

4) Model rollback: reverting to the last stable model version.

5) Feature transformation updates: update preprocessing pipelines for each
feature.

This adaptive process is utilised through a policy engine with pre-defined
rules and thresholds. in addition, the system maintains a registry to record
experimentation and model versions, therefore, each decision made is traceable
and reproducible.

Lastly, a key component of the proposed framework is that it utilises a closed
feedback loop to provide the ability to improve continuously by incorporating new
data/observations of performance into future decision-making. all events related to
the system, such as predictions, drift detection, and adaptation actions are recorded
within a logging/audit module. This provides transparency regarding how the
system behaves over time and in dynamic conditions.

The proposed architecture allows for direct mapping of the requirements for
real-time intelligence processing pipelines based on defense applications. The
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mechanism of identifying an object's state corresponds to its operational level of
readiness; the transitions between stable, warning, drift, and critical states can be
viewed as a representation of the threat being assessed using a standard threat
assessment escalation protocol. The adaptive control engine also permits the
automated reconfiguration of analysis models due to changes in the signature of
the threat; this is especially applicable to electronic warfare and autonomous
surveillance systems where human response times are not sufficient for effective
mitigation of threats.
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Figure 3 - State Identification and Adaptive Orchestration Pipeline

The complete identification of the state and its adaptive orchestration pipeline
is shown in Figure 3. The top portion of the figure presents an overall data flow for
the entire process, from the ingestion of raw data stream in to when drift was
detected and sent to the Adaptive Control Engine (ACE), while the bottom of the
figure summarizes the orchestration policy and the main system parameters that
govern the way that ACE obtains adaptive control of the underlying service-
oriented architecture (SOA) (ex: how to process incoming monitoring signals and
determine adaptation actions). The pipeline runs continuously, with incoming
monitoring signals being evaluated by the state identification process each W=100
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incoming records after the previous state determination and causing an appropriate
adaptive action to be taken, based on a pre-defined threshold level. Therefore, the
pipeline ensures that the delivery of services will remain proportional to the
severity of changes that are detected, but it will eliminate unnecessary updates at
the time of stability and will ensure that there is no lag in responding to detected

drift.

Table 1 - Components of the Proposed System

Component Description Function in System
Handl i i 1- :
Data Stream .and ©s Iheomng - Teal | b cires continuous data flow
: time data from multiple .
Processing and preprocessing
sources
Ingestion & | Validates schema and data | Prevents corrupted or invalid
Validation consistency data from entering the pipeline
: Perf normalization
Preprocessing eriotms . . | Prepares data  for model
e feature engineering, and | .
Pipeline A inference
transformation
t ictions in . : .
Model Inference Gene‘ra cs prediction Core predictive functionality
real time
Monitoring & Drift | Tracks data distribution | Detects  concept drift and

Detection

and model performance

performance degradation

State Identification

Maps system behavior to
discrete states

Enables structured decision-
making

Adaptive Control | Selects adaptation actions | Coordinates model updates and
Engine based on system state system response

Model Adaptation Inctlud§s retraining, Maintains model performance

) switching, reweighting, .
Actions under drift
rollback

Experiment Tracker | Stores model versions and | Ensures  reproducibility  and
& Registry experiment metadata traceability

Logging & Audit
Module

Records system events and
decisions

Supports analysis and system
transparency

Results and Discussion.

An assessment of our proposed state-driven adaptive model orchestration
framework was performed in a dynamic streaming environment within an
environment that controls for concept drift. This series of experiments is intended
to mimic real-world non-stationary environments through both gradual and abrupt
distribution changes. The following four models were assessed for evaluation:

1) Base Model (no adaptation).

2) Incremental Model.

3) Adaptive Ensemble Model.

4) Proposed State-Driven Approach. Each model's performance included
maintaining the accuracy of predictions, adapting to data distribution changes and
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ensuring stability over time. Evaluation was based on the time-series prediction
and error moat evaluation of the models under drift.

Comparative Performance Assessment under Drift.

The different models' performance can be seen comparing how well they
performed through the presence of "concept drift." Subplot (a) displays how the
performance of the static models decreased after they experienced "drift." The
distance between predicted and actual observations demonstrates that the static
models are not capable of responding adequately to the characteristics of non-
stationary data.

In subplot (b), it is apparent that the implementation of "drift detection" into
the models improved the responsiveness of the models, however, the baseline
models still took a longer time to completely recover from the distributional
change experienced without the structured adaptation mechanisms that were found
in the adaptive models.

—— Real chservations —— Incremental Model = Proposed State-Driven Method
—— Base Model (no adaptation] —— Adaptive Ensemble

{a) Baseline models without adaptation (b) Models with drift detection only
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Figure 4 - Comparative Performance of Baseline and Adaptive Models
under Concept Drift Condition

In subplot (¢), with the use of the incremental and ensemble adaptive learning
strategies that have been utilized in the adaptive models, the adaptive models can
maintain greater stability and have lower error rates. However, because of the lack
of a structured decision-making mechanism and the "reactive" nature of the
adaptive learning strategies they cannot respond quickly enough to recover from a
sudden drift.

Conversely, the state-driven adaptive orchestration model presented in
subplot (d) recovered quickly after a "drift" event while maintaining a close



relationship to the actual observations contained in the data stream. This
demonstrates the state-driven adaptive orchestration model's ability to respond to
changing conditions far more effectively than the other methods exhibited.

The dynamics of a dynamic system's behaviour and adaptation are based upon
their current state, rather than through a continual or heuristic update as in
conventional methods. This adaptation methodology creates a more structured
decision-making process by using the system's current state as a basis to perform
actions.

If the system experiences significant degradation in performance, it will move
to a state of emergency within the system and trigger a more aggressive "response
strategy" based upon the current state of the adaptive system as well as the current
performance of the adaptive system in order to return the system to optimal
performance within the system. This may be accomplished by using a "hierarchical
state-driven response" within the drifted system to effectively and appropriately
respond to different degrees of change.

Table 2 - Comparative Analysis of Adaptive Learning Methods under
Concept Drift Conditions

Avg. -
Drift Adaptation | Recovery Stability | Peak Accuracy
Method . . Index Error
Detection | Strategy Time (SI) ¢ peak (%)
(records) P
Base Model
(no X - - 0.41 0.48 71.3
adaptation)
Incremental . Parameter
Model Passive update only 820 0.63 0.31 83.1
Adaptive Statistical | Ensemble
Ensemble (DDM) reweighting >40 0.74 0.28 87.6
Proposed State-aware:
State-Driven | o1 KS | retrain /15 091 |05  |912%
+ &(t) switch /
Method
rollback

If Table 2 is referenced, the proposed state-driven method exceeds the other
evaluation criteria in terms of its performance, as shown by performance-based
data comparisons with the various techniques examined. The most significant
benefits were found in the categories of recovery speed (and) predictive stability
with respect to large change in concept and variance of comparison based on
length of time required to make a successful prediction (i.e., recovery time). The
proposed state-driven approach achieves a 74% or 210-record reduction compared
to an average of 820-record recovery time for the incrementally based baseline.

This improved performance is primarily attributed to the explicit modelling
process used in the proposed state-driven method and (the) capability to establish
context-sensitive adaptation decision processes rather than rely on heuristic or
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constant re-evaluation of corrective actions. By explicitly defining behaviour in the
system through mapping behaviours to discrete operational states, this framework
enables identification of the correct reaction to (each) state, which will eliminate
delayed responses and unnecessary adaptations to the model.

Additionally, the intermediate operational states provide a mechanism for
balancing system responsiveness with stability. The warning state increases the
system's sensitivity, thereby creating a buffer that allows the system to monitor
performance prior to initiation of high-cost adaptations (e.g., complete retraining
and/or reverting to the previous model). The intermediate states also provide
protection against reaction to transient and/or unimportant events that would not
normally produce accepted concept drift (overreacting).

The proposed framework provides the ability to implement multiple
adaptation strategies (i.e., re-adaptation, model switching, ensemble reweighting,
and reversion) and is therefore flexible by design. Unlike the non-adaptive baseline
method that uses a pre-defined policy for all drift types, the adaptive controller
determines the most effective adaptation strategy to suit the current system state
dynamically, resulting in a stability index of the proposed state-driven method of
0.91 versus 0.41 for the non-adaptive baseline model.

. AR % STATE TRANSITION LOG
RECOVERY DYNAMICS SUMMARY ' ABLATION: COMPONENT CONTRIBUTION

| 1 | 1 I |
| | | | | |
I | I 1 I I
! ! | Stable Phase (records 0-500): ! | !
| | | 1 I |
Avg. Recovery Time | Recovery Rate | . ... €(r) < 0.12, PSI(r) < 0.08
: e ) (rcwr«h') (‘fr'i Sailly b | i action: monitor only : i Full System (all components): :
: it i i : | model: M*(1) = My : : accuracy 0912, MTTR 210 :
ase Mode! - ;
: : I Warning Phase (records 500-620): : : :
: Incremental Model §20 bl 0.63 : : ;(() € |ﬂ‘.I5' 0.22], I’Slfl) - 0.13 : : wlo State Identification: :
: b i 4 i | —* :::;Tur::: t;:;i:ﬂ:.rc;\flgmmg :——): accuracy 0.847, MTTR 490 :
| | oWl 2 i [ | |
) quantified : s(1) -5
! | % Proposed Method 20 % Mt |1 Mg | Drift Phase (records 620~780): :.\'rqmu‘r | , 7 Aru'(‘mr;(\‘
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drift }
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Figure 5 - Recovery Dynamics and Analysis of the State-Driven Method



From a systems engineering perspective, the architecture can co-exist with
current streaming process pipelines and has a sustained state overhead of 2.6
milliseconds per record, meaning that it can operate in environments where low
latency is critical. Taken together, the above characteristics make this framework
well-suited for applications that need continuous monitoring, and/or real-time
decision support in environments that are changing frequently.

In relevance to defense-related operational conditions, these performance
metrics play an important role. A mean recovery time of 210 records indicates how
quickly the model can be recalibrated when there is a significant change in the
threat (e.g., the number of attacks, target shifts, or signal environment), which is
not unusual when adversaries experience rapid concept drift. The stability index of
0.91 shows that the proposed approach produces consistent analytical results over a
significant period (non-stationary) of time, which is crucial for continuous
monitoring and early warning systems; any inconsistency in predicting outcomes
can have serious effects on operations.

As described earlier, the recovery behavior and component details of the
proposed methodology statewide are depicted in Figure 5, which provides further
explanation of the behavior of the system. There was an average of 210 records of
recovery time and a stability index of 0.91 for the methodology as expressed in the
upper left summary of the recovery dynamics, which outperformed all baseline
methods. The state transition log is shown in the upper center along with an
example of a representative drift episode where the system went through three
different phases (warning, drift, recovery) for recovery of 160 total records. As
seen on the upper right, the results of the ablation study show that all components
of the system influence performance; for example, with the removal of only the
state identification mechanism, the overall accuracy was reduced from 91.2% to
84.7%, while the mean recovery time increased from 490 records. In lower left of
the figure, the results of the error trend analysis show a continued downward trend
in peak error across all types of drift episodes (abrupt, gradual, recurring) to about
62% from the beginning of the analysis; in contrast, the results of the
computational budget analysis (lower right) show that the per-record steady-state
processing cost is approximately 2.6 milliseconds.

Conclusion.

The adaptive model orchestrating framework used for the dynamic data
stream processing proposed in this study provides a means for adapting in real time
to non-stationary conditions. By providing mechanisms for drift
detection/monitoring, performance assessment, and a scheduled state-based
decision-making process as part of a single system, this framework is capable of
continuous adaptation.

The results of the conducted experiments revealed that the performance of
this adaptive framework demonstrated superior performance to traditional (static,
incremental and ensemble) methods consistently and in most cases. Specifically,
the framework demonstrated shorter response times for recovering from drift,
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increased prediction stability and greater total accuracy than were exhibited by
either static incremental ensemble.

The primary contribution of this study is that it conceptualises model
adaptation as an intentional process of making decisions based on the state of the
system rather than as a byproduct of being reactive and/or performed heuristically.
The result is that the adaptive model orchestrating framework is able to maintain
an appropriate level of balance between responsiveness and stability. By doing so,
the framework guarantees that when there is a drift that requires a change to the
model, that change can be made in a timely manner, but the model can also be
changed inappropriately. Operational needs for real time intelligence systems,
automated threat detection systems, and battlefield analysis where the ability to
quickly adapt and reliably adapt to shifting conditions can make or break a mission
are consistent with the attributes noted above.

From the point of view of practical use, the proposed conceptual architecture
is compatible with modern architectures for extensive data processing (the
pipeline) or can be used in real-time environments (where regular monitoring and
adaptability are required). Consequently, structures will have a profound impact on
mission critical applications (for example, analytical systems for defence), which
require the highest levels of robust and reliable operation.

Future research on the adaptive model orchestrating framework will make the
framework more sophisticated by implementing complex decision-making
processes such as those derived from reinforcement learning-based adaptive
methods and evaluating the framework's effectiveness on large-scale, real-world
data sets.
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OCKEPHU KOJIIAHBAJIAPTA APHAJITAH IMWHAMMUKAJIBIK
JAEPEKTEP ATBIHAAPBIHJIA KYUI'E HEI'I3JAEJII'EH BEUIMAEJIT T
MOJAEJIBAEP OPKECTPALIUACHI

Anjgarna. by Makajazga CTAaTUCTUKAJIBIK KacueTTepi MEH
TYKBIpbIMJIaMaJIapbl YaKbIT OTE KEJie ©3TepeTiH JACPEeKTep arbIHAapbIH OHJCY
JKaralblHa TaWJaIaHbUIaThIH MAIIWHATBIK OKBITY aJITOPUTMIIEPIH KaHAPTY
Maceneci  KapacTelpbuiaabl. CTaTHKaNbIK JCpPEKTep JKUBIHIAPBIHA apHaJFaH
JOCTYPJIl TOCLIIep MYHIa TUHAMUKANBIK JKaFaaiiapaa TYPaKThUIBIK ITCH JTJTIKTI
KaMTaMachl3 €T¢ aJIMaubl.

Kyiie kyilsiepiHe HETI3ACITeH MOJCHBACPAl  OpKecTpauusuiay  ToCUIl
YCBIHBUIAJBI, OJ Oakplaay, ©3repicTepiAl aHbIKTay >KoHEe IIeliM KaObuiaay
MEXaHU3M/JIEpiH OIpbIHFall KYpbUIbIMFA OIpIKTIpei. ¥ ChIHBUIFAH TOCUI KYHEHIH
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Kyid MOJENiH TaijanaHaabl, OHBIH TYPAKTBUIBIFBIH JKOHE KYTUICTIH MiHE3-
KYJIBIKTaH aybITKy JopeXeciH OarajayFa MYMKIHIIK Oepesi, ochbliaiia eH
KOJIaiIel OeHiMACTy 9JIICTEpIH TaHaayFa MyMKIHIIK Oepe/i.
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’Kayar 0epy MyMKIHJITT MaHbI3/Ibl OOJIBIN TaOBIIATHIH HAKTHI YaKbIT KYHeTIepiHe,
COHBIH 1II1HJI€ KOPFAHBIC OaFBITHIH/IAFHI KYHeNepae KoJaaanyFa 60aibl.
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npeiid, MalIMHAIIBIK OKBITY, MOJCIBACP/II OPKEeCTpalMsIay, SCKEPH KOJTAHBIC.

Benepa PoicThirysnoBa, k.Qp.-M.H., acCOLMHPOBaHHBIN  mpodeccop,
K.Kulazhanov Kazakh University of Technology and Business, Actana,
Kazaxcran, rystygulovav@mail.ru

Aliryab AOWabAMHA, Maructp, ceHbop-iektop, K.Kulazhanov Kazakh
University of Technology and Business, Actana, Kazaxcran, abildinal2@mail.ru

Bbaybipxkan A0xkaHoB, reHepan-maiiop, PhD, Hawanenuk HarnumonanbeHoro
yHuBepcutera oboponsl PK, National Defense University of the Republic of
Kazakhstan, Acrana, Ka3axcran

OPKECTPAIIMS AJANITUBHBIX MOJEJIEA HA OCHOBE
COCTOsIHUS B TMHAMUYECKHX IIOTOKAX TAHHBIX JJI51
BOEHHBIX ITPHJIO’)KEHUHN

AnHoTanusi. B nanHo# ctaThe paccmaTpuBaeTcsi mpoOriema mMoaudukanuiu
QITOPUTMOB MAIIIMHHOTO OOYYEHMsI TMPU HMX UCHOJIB30BAaHUU JJisi 00pabOTKH
MMOTOKOB JTAHHBIX, CTATHCTHYECKUE CBOMCTBA W KOHIICTIIIMA KOTOPBIX MEHSFOTCS C
TEYECHUEM BpPEMEHH. TpaguIlMOHHBIC METOJIbI, ONMHUPAOIINECS Ha CTATHYCCKUE U
HEM3MECHHBIC HAOOPHI JTAHHBIX, HE OOCCIEYMBAIOT TOYHOCTH PE3yJIBTaTOB B
YCIIOBHSX TUHAMHUYECKH MCHSIOIINXCS TaHHBIX, TTO3TOMY BO3HHMKAET MOTPEOHOCTH
B HOBBIX TUHAMHWYECKUX METO/IaX aJaNnTaliy K TAKUM U3MCHEHUSIM.

B kadecTBe METOMOJOTHYCCKON OCHOBBI TPEIJIOKCHA aApXHTEKTypa
00paboTKH, ympaBisieMas COCTOSHUEM cucTeMbl. OHa OO0BEAMHSIET MEXAHH3MBI
MOHUTOPWHTA IS OTCICKHBAHUS W OOHAPYXKEHUS HW3MEHEHUH U TPOIIECCHI
NPUHATHAS PELNIEHUW B €AUHYK cucrtemy. JlaHHBIA NOAXOJ MPEANoJiaraet
WCIIOJIb30BAaHUE MOJICNIA COCTOSIHHSI CHCTEMBI, TO3BOJISIONIEH OIICHUBATH €€
CTaOMJIBHOCTh W CTENEHb OTKJIOHEHHSI OT OXKHJIaeMOTO TOBEICHUS, YTO JaeT
BO3MOKHOCTh BBIOMpATh HanOoJIee MOAXOISIINE METObI aanTalIiu.

Pe3ynmbraThl HMCCEMOBaHUS IMOKA3bIBAIOT, YTO MPEUIONKEHHBIA TOIXO]T
obecrnieunBaeT OoJiee CTaOWIbHBIE MPOTHO3BI, MOBKIMIACT 00IIYI0 Y(HPEKTUBHOCTH
MOJIENIM U YBEJIMYUBAET €€ YCTOMYMBOCTh K M3MEHEHHUIO yclloBU. PazpaboTaHHbIi
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CbOP U IPENOBPABOTKA JAHHBIX C SWIR-KAMEP JIJI51
OBYYEHUMA HEMPOHHOMU CETHU JISA PACITIO3HABAHUA
OBBEKTOB

AnHoTanus. B cratee paccMarpuBaercs 3ajavya coopa U mpeaBapuTeIbHON
00paboTKK JdaHHBIX, MofydaeMblx ¢ SWIR-kamep, 115 mocieayromnero ooy4eHus
HEHPOHHOW CETHM paCMO3HABaHHI0 OOBEKTOB B YCIOBUSAX OrPAHUYECHHOUN
BUJIMMOCTH. AKTYyaJbHOCTh HCCJIEIOBaHUS OOYCIIOBJIEHA TEM, YTO HU300paKeHUS
KOPOTKOBOJIHOBOTO ~ HMH(paKpacHOro  Juama3oHa  0o0JIalaloT  BBICOKOM
MH(POPMATUBHOCTHIO MPU TYMaHE, 3aJbIMJIICHUM U HU3KOW OCBEILIEHHOCTH, OJHAKO
xapakTepusyrorcs — crnerupuueckumu  mymMamu  InGaAs-matpuil, HaJldYdeM
ne(eKTHBIX MUKCeJIed U MOHWKEHHON KOHTpPacTHOCThIO. B pabote chopmupoBan
CIEIMAIU3UPOBAHHBIA HA0Op JaHHBIX, BKIIOYAIOMINN U300paKEHUS TIEIIEX0/I0B U
TPAHCTIOPTHBIX CPEJCTB, BBIMIOJTHEHHbIE B PA3JIUYHBIX YJIUYHBIX YCIIOBHSIX.
[IpensioxkeH ABYXITAIHBIN aaTOPUTM MPeao0pabOTKU, BKIIOUYAIOIIUNA KOPPEKIIHIO
HeoanopoaHoctu (NUC) u amantuBHOe BhipaBHMBaHUE ructorpammel (CLAHE).
st oneHku 2P (GEKTUBHOCTH TMOJX0Ja HCHojib3oBaHa apxuTekrypa YOLOVS.
OKCIEpUMEHTANIbHBIE PpE3yJIbTaThl IOKa3aJld, YTO MPEIJIOKEHHAs METOJINKa
Mo3BoJsgeT moBbIcUThL 3HadeHHe PSNR na 18,4%, SSIM nHa 12,6%, a Takxke
YBEITUYUTh TOYHOCTh PAacMoO3HaBaHUsA OO0BEKTOB 1o merpuke mAP@0.5 no 0,87
JUIsL TpaHCNOPTHBIX cpeactB u a0 0,79 mnga nemexonos. Ilokazano, 4TO
pa3paOOTaHHBIA TMaWIIailH MOXET TPUMEHSTHCS B CHUCTEMax BCEMOTOJHOTO
MOHUTOPHUHTA U OECITUIOTHOTO TPAHCTIOPTA B PEKUME PEATHHOTO BPEMEHH.

KiroueBbie ciaoBa: SWIR-kamepa, KOpPOTKOBOJIHOBBIM HH(ppPaKpacHbIN
JuanasoH, npenoopadoTka n3o0paxenuil, koppekuust HeonnopogHoct, CLAHE,
YOLOvVS, pacno3HaBaHue OO0BEKTOB, KoMmmbloTepHOoe 3peHue, InGaAs,
BCEIOTOIHBIIT MOHUTOPUHT.

BBenenmue.

B mnocinegHue roabl CUCTEMBI KOMIBIOTEPHOTO 3pPEHUS CTAJIKHUBAKOTCS C
HEO0OXOAMMOCThIO 00ECTICUeHUs HAIC)KHOTO PACIIO3HABAHUS OOBEKTOB B YCIOBUIX
OTPAHWYEHHOW BUIAMMOCTH, TAaKUX KakKk TYCTOM TyMaH, 3aJbIMICHUE WU
OTCYTCTBHUE AKTHBHOTO OCBCIICHUS. TpaJuIMOHHBIE CEHCOPhl BUIAMMOTO
nuarnazoHa (RGB) B mogoOHBIX cClieHApUsAX JAEMOHCTPUPYIOT PE3KOE CHUKEHUE
TOYHOCTH M3-32 CHJIBHOTO aTMOC(EpHOro paccesHus. B Takux ycCIOBUSX BCE
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OONBIIMIT  MHTEpPEC BBI3BIBAIOT KaMephl KOPOTKOBOJIHOBOTO HH(PaKpacHOTo
nuamnazona (SWIR, 900—-1700 M), KOTOpblE MOTYT MCIOJIb30BAaThCSl B CUCTEMAax
HaOJFOICHNS, MOHUTOPUHTA ¥ aBTOMAaTHYECKOTO pacro3HaBaHus 00bekToB [1]. Ux
MPEUMYIIECTBO CBSI3aHO C OCOOCHHOCTSAMHU (OPMUPOBAHUS H300paXKEHUSI: B
ormuune oT LWIR-nunanasona, SWIR-cheMKka OCHOBaHa Ha OTpPaKEHHOM
W3JIy4eHUH, Onarojapsi 4eMy Ha KaJipax JIy4lle COXPaHSIOTCA KOHTYPHI, TEKCTypa
MOBEPXHOCTEH M TpaHUIBI 00BEKTOB [2—3]. DTO 0COOCHHO BakKHO TIPH padboTe B
TyMaHe, JIbIMKE W Tpu caaboM oOcBelleHuu, rie Bo3MokHocTh RGB-kamep
3aMeTHO cHIKawTcs [3-4]. Ognako ucnosib3zoBanue SWIR-maHHBIX B 3agayax
rIIyOOKOT0 00yU€HHUS TAK)KE CBSI3aHO C PSIIOM MIPAKTUYECKUX MPOOIIEM:

1) Cnenuduueckue mrymel: ais InGaAs-maTpui] XapakTepHbl MOBBIIICHHBIN
TEMHOBOH TOK, HaJu4Ke Ne(HEeKTHBIX MUKCEIeH U HEPAaBHOMEPHOCTh OTKIIMKA, YTO
MOXKET YXYJIIaTh KauyeCTBO BXOJHBIX H300paKEHUW W CHUXKATh yCTOWYUBOCTH
CBEPTOUYHBIX MOJIeNIeH [5—6]».

2) Jlebuuut JaHHBIX: B OTJIMYHE OT BUJIMMOIO JWara3oHa, OOIIEAOCTYIHbIC
HaOopbl gaHHbIX (datasets) B SWIR-auanazone kpaiiHe orpaHUY€HbI, 4TO TPeOyeT
pa3paboTku 3PPEKTUBHBIX METOAUK cOOpa U CHHTE3a AaHHbIX [1,7].

3) HeobxomumocTs kacToMHOW mpenoOpadoTku: I[IpsMas momada «ChIPBIX»
(RAW) gpanneix ¢ SWIR-cencopa B Heilpocetn, o0yudeHHble Ha RGB-
U300pKEHUSIX, TPUBOJUT K HU3KOU CXOJUMOCTH MOJIETIEH.

Takum  oOpasom,  pa3paboTka  CHECIHAIU3UPOBAHHBIX  AJITOPUTMOB
penoopadboOTKU U METOIONIOTUH (DOPMUPOBAHMS KaU€CTBEHHBIX BHIOOPOK, JAHHBIX
ABJIIETCSI ~ HEOOXOAMMBIM  yCJIOBHEM  JUIsl  CO3/IaHHUS  BBICOKOTOYHBIX
WHTEJUICKTYaJIbHBIX CHUCTEM pacro3HaBaHus 00bekTOB Ha 06a3e SWIR-TexHomorui.

HecmoTpss Ha oueBuanble mnpeumyinectBa SWIR-auanazona nans 3amad
KOMITBIOTEPHOTO 3peHHUs, d3PPEeKTHUBHAS WHTETPAIMsl JaHHBIX C TAaKUX CEHCOPOB B
COBPEMEHHBIC apXUTEKTYpbl HEUPOHHBIX CETEH CTaJIKUBAETCA C PSAIOM OaphepoB,
KOTOPBIE JI0 CUX TIOp HE UMEIOT YHUBEPCAIBHOTO PEIICHUS B TUTEPATYypE.

OcHoBHasi  HayuyHasg  mpoOjeMa  3aKJIIOYaeTcss B CYLIECTBEHHOM
HECcOOTBeTCTBUU (domain gap) MexIy XapaKTepuCTUKaMu HW300paKeHUH, Ha
KOTOPBIX TPAJUIIMOHHO 00yuaroTcs coBpeMeHHbie AeTekTopbl (ImageNet, COCO B
RGB-cnekrpe), u cneundukoil naHHbiX, noiayyaeMeix ¢ InGaAs-marpun [1,8].
KiroueBbie acreKkThl 3TON MPoOJIeMbl BKITIFOUAOT:

1) Huzkoe cootnomenune curdan/mym (SNR) wu apredaxtsr cencopa:
N3o06pakennst B KopoTkoBOIHOBOM MK-nuamnasone moaBep:KeHbI CielupUIeCKuM
nIymMaMm, TakuM Kak (ukcupoBaHHBIN mrymoBoi mattepH (FPN) u BoipakeHHas
TEeMIIepaTypHasi 3aBUCUMOCTh TEMHOBOTO Toka. Kak oTMmeuaercss B psme paodor,
CTaHJapTHBIE METONbI (UIBTPAIMH, XOPOIIO 3aPEKOMEHOBABIINE CeOs IS
n300paKeHW BHJIMMOTO JMana3oHa, He Bcerma moxxomar st SWIR-kaapos,
MOCKOJIbKY BMECTE C IIyMOM MOTYT TMOJABJISATh M IOJE3HBbIE MEJKHUE JIeTallu,
Ba)KHbIE MPU PACNO3HABAHUM YAAICHHBIX 00BEKTOB [6, 9].

2)IIpobOnemMa nuHAMUYECKOTO Juana3oHa W KoHTpacTHocTH. B SWIR-
Jana3oHe O0OBEKThl HEPEIKO C1abo BBIACISIOTCS Ha (OHE CIIeHbI, 0COOCHHO B
YCIOBUSIX TyMaHa, JAbIMKM WJIM HHU3KOM OCBEIIEHHOCTH. B pe3ynbrare 06e3
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CHelUaIbHOM aJanTUBHOM MpenoOpabOTKU JETEKTOPbl MOTYT XYK€ ONPEIEsTh
IpaHuIlbl 00BEKTa U 1aBaTh 00JIbIIIE OMMOOYHBIX cpabaThiBanuid [10, 11].

3) HeappexktuBHOCTh  CTAaHIAPTHBIX METOAOB AayrMEHTallUU. | HUIIOBbHIE
MpoIEeAYphl ayrMEHTaluU, pacrpocTpaHeHHble 1jisi RGB-naHHbIX, HE YYUTHIBAIOT
ocobennoctu QopmupoBanus SWIR-n306paxkenus. [loaToMy npu mHOArOTOBKE
oOyuJaromieii BbIOOpPKM HEOOXOIMMBI TaKH€ METOJAbl MpeAoOpadOTKH, KOTOpHIE
VIy4YIIalOT KadyeCcTBO KaJApOB, HO IMPU OTOM COXPAHSIOT XapaKTepHbIE
dboTomerpuyeckue cBorictBa UK-curnana [7, 12].

Takum  oOpa3oM, OTCYTCTBHME  CTaHIAAPTU3UPOBAHHOTO  MPOTOKOJA
npenoopadoTku nanHbix co SWIR-kamep, yuuThIBAIOIIErO anmapaTHble IIyMbl U
cnenuduKy OTpaKkaTeIbHON CHOCOOHOCTH OOBEKTOB, OrPAHMYMBACT MOTEHIIMAT
MIPUMEHEHUSI CHUCTEM MCKYCCTBEHHOIO HWHTEIUIEKTA B KPUTHYECKH BaXXKHBIX
oTpaciisix. Hacrosimiee wuccienoBaHME HANpaBlIC€HO HAa pPENIEHUE  3aJayu
MOBBIIIEHNS KauecTBa BXOJHBIX JAHHBIX I HEHUPOHHBIX CETEM 4Yepe3 CHUHTE3
aITOPUTMOB KOPPEKUIUHA HEOJHOPOJHOCTH M METOJOB IOBBIIIEHUS JIOKAIBHOTO
KOHTpAcCTa.

Llenpr0 HACTOAIIErO MCCIEIOBAaHUS SIBISETCS pa3paboTKa U BepupUKanus
KOMIUIEKCHOW METOAMKA cOopa M MpeABapUTENbHOW 0O0pabOTKM JaHHBIX
KOPOTKOBOJIHOBOTO HH(pakpacHoro auanazoHa (SWIR) nns MuHumMuzanuu
BIIMSIHUSL  anmapartHeiXx MmyMoB InGaAs-MaTpul, ¥ TIOBBIMIEHUS TOYHOCTH
pacro3HaBaHusi 00bEKTOB HEUPOHHBIMU CETSIMU B CJIIOXKHBIX METEOPOJIOTHYECKUX
YCIIOBHSIX.

JIJist TOCTMKEHMsI TIOCTaBJICHHOM 1€ HEOOXOJIMMO PEeIIUTh CJIETYIONTUe
3a1a4H:

1) CdhopMupoBarh crHenuagId3upPOBaHHBIN HA0OpP JAHHBIX, BKIFOYAOIIUI
n3obpakenust o0bekToB B SWIR-nuamnasone mnpu pasiauyHbIX — CIICHAPUIX
OCBEIICHHOCTU U aTMOC(HEPHBIX TTOMEXax.

— pazpaboTarh QITOPUTM MPEeAOOpPaOOTKH, COUYETAIOUIUNA KOPPEKIUIO
HeogHopoaHOCTH (NUC) u MeTOoabl JOKaJbHOTO TOBBIIMICHUS KOHTpacTa JJis
YMEHBIIICHUS BIUSHUSA XapakTepHbIX uckaxxeHu SWIR-cencopa [9, 13];

— TPOBECTH CPABHUTENIBHBIA aHAN3 pPabOThl COBPEMEHHBIX APXUTEKTYP
pacmo3HaBaHMs HAa HWCXOJHBIX U TpeABapuTesbHO oOpaboranHbix SWIR-
nzoopaxkenmsix [ 14, 15].

Hayunast HoBHM3HaA pabOTHI COCTOMT B TOM, YTO TPEIJIOKECHHBIN TMaWIIaiH
MOATOTOBKY JaHHBIX OPUEHTUPOBAH MMEHHO Ha ocoOeHHoctn SWIR-kanpoB u
MO3BOJISIET YMEHBIITUTh PA3INYUs MEXKy TAKUMH U300pKEHUSMH U JTAHHBIMU, Ha
KOTOPBIX OOBIYHO 00Yy4aroTCs MOJIeN BUAUMOTro nuamas3ona [1, 8]. [lpakTudeckuit
MHTEPEC MCCIEIOBAHUS CBSI3aH C BO3MOXKHOCTBIO HCIOJIb30BaHUS IMOITYYEHHBIX
pelieHnuii B cucTeMax aBTOHOMHOI'O TPaHCIIOpTa U MOHUTOPHUHTA, TIe TpeOyeTcs
YCTOMYMBOE MAIIIMHHOE 3PEHUE B CII0KHBIX MOTOJHBIX yCIOBUAX [3, 16].

O630p numepamypei.

[lyObnukanuu mOCHEeIHUX JIeT IMOKa3bIBAlOT, YTO 00JacTh NPUMEHEHUs
KOPOTKOBOJHOBOTO HMH(paKpacHOro AMana3oHa 3aMeTHO pacuupuiack. Ecnu
panbie SWIR-cuctemMbl B OCHOBHOM pacCMaTPHUBAIKMCh KaK CHEUATU3UPOBAHHBIE



7ab0opaTOpHbIE WM CIEUHMAJbHBIE PEIIEHUsA, TO CETrOAHS OHHM BCE Yallle
UCITOJIB3YIOTCSI B POOOTOTEXHUKE, CUCTEMax HAOJIFOICHHSI I MOHUTOPHHTA.

Tem He MeHee, OCHOBHOM MpoOIeMoOil, 00CykJaeMOl B aKaJeMHYECKOMN
cpene, ocrtaercs apTeakTHOCTh MOTydaeMbIX M300pakeHmid. B panHux pabdoTax
aKLEHT JIeJaJCs UCKIIOYUTENBHO HA anmnapaTHoM KaluOpoBKe ceHcopoB. OmHAKO
COBPEMCHHBIC HCCIICIOBAHUSI YKa3bIBAIOT HA TO, YTO KIIACCHUYECKUE METO]IbI
KaJIMOPOBKU YacTO HE YYHMTHIBAIOT BPEMEHHOU Npeiid) mapamMeTpoB MATPHIILI, YTO
co37aeT MPENsATCTBUS JUIsl CTAOUIILHOM pabOThl aITOPUTMOB MAIIMHHOTO 3PEHMUS
[9]. B wactHOCTH, aBTOpSHI [13] mpeaiaratoT NepexouTh K alallTUBHBIM METO/IaM
koppekiuu HeosHopoaHocTH (NUC), KOTOpble CHOCOOHBI MOACTPAUBATHCS MO/
U3MEHSIOIYIOCS TeMIIepaTypy CeHCopa B peaibHOM BPEMEHHU.

C pazButuem cBepTouHbiX HelpoHHBIX ceTeit (CNN) u tpanchopmepos (ViT)
dboKyc uccrenoBaHUM CMECTHJICS B CTOPOHY HMHTETpallid METOJ0B 00pabOTKH
CUTHAJIOB HEMOCPEACTBEHHO B MailruiaiiHbl 00yueHus mojeneil. Kak ormevaror B
ctatbe [l], mpoctoe yBenuueHue oObEeMa JaHHBIX HE pemaer mnpodieMy
«3amymneHHocti» SWIR-kanpos. B nureparype mnmocinegHux JIET AKTUBHO
00CYXIal0TCsl JIBa KIIIOUEBBIX MOAXOAa K YJIYYIICHUIO KauecTBa JAHHBIX MEpes
pacro3HaBaHUEM:

1) MeTonbl image-to-image translation u domain adaptation aJis noBbIIIEHUS
MIEPEHOCUMOCTH MOJEJEN MEXAY CIEKTPAIbHBIMU ToMeHaMHu [12, 14].

2) duznyecku-opueHTUpOBaHHAas npenodpadoTka: [IpuMeHeHne alropuTMos,
YUUTHIBAIOIIMX  KBaHTOBYIO  dddextuBHOCTE  InGaAs-geTekTopoB s
BOCCTAHOBJICHUS MOTEPSIHHBIX AeTajiei B TeHsX [6, 17].

Ocob0oe BHHMMaHHME€ B 0030pe cienyeT yaenuTh paboTaM, B KOTOPBIX
oTMeuaeTcs, 4yTo GuKcupoBaHHBIN myMmoBoil nattepH (FPN) u HepaBHOMEpHOCTH
orkimka SWIR-matputibl yxyamaroT usBiedeHrne HHOOPMATUBHBIX MPU3HAKOB U
OTPULIATEIBHO BIMSIOT Ha paboTy alropuT™MoB Jjerekuuu [6, 9]. Oto
MOATBEPKIAET TUIOTE3y O TOM, YTO ATall CHELUAIU3UPOBAHHON MPenoOpabOTKu
SBJISIETCS HEOTHEMJIEMBIM 3BEHOM MPU MPOEKTUPOBAHUHU CUCTEM pAaCO3HABAHUS B
HNK-cnekrpe.

Bropoii ki1roueBoil 070K MCCIIeI0BaHUN MOCBAIIEH BHIOOPY M MOJIU(DUKAITUU
apXUTEKTyp r1yOokoro ooyuenus. [onroe Bpems ctangaptom st MK-nuanazona
cuntamuch mojenu cemerictea YOLO (You Only Look Once) Onaromapst ux
CIIOCOOHOCTH paboTaTh B PEeKMME peanbHOTO BpeMeHHu. OIHAKO, KaK yKa3bIBAIOT
MOCJICTHNE WCCJIEOBAHMS, CTAaHIAPTHBIE Beca, MNPeNOOydYeHHBICE Ha JaTaceTe
COCO (Bumumblii nuamnason), He Bcerna dddextuBabl mis SWIR-uzobpaxenuit
M3-32 OTCYTCTBHUSI I[BETOBOM WMH(OpPMAIIMU W MHOTO PACIPEACIICHUS TPaIUCHTOB
apkocTH [8, 14].

CoBpeMeHHbIE MOIXO0bI K PEHICHUI0 3TOW MPOOJIEeMBbI pa3emstoTCs Ha TPU
HaIpaBJICHUS:

1) MuorocnektpansHoe ciusinue (Multi-spectral Fusion). B psge pabor
paccMaTpUBAIOTCSL  JIBYXIIOTOKOBBIE  apPXUTEKTYpbl, B KOTOPHIX MPU3HAKU
u3BIekaTcs oaHoBpeMeHHO u3 RGB- m SWIR-kananos [17]. Takoil moaxon
MOKET TMOBBIIATh KA4eCTBO pACMO3HABaHMUSI 32 CUET JIOMOJHHUTENIbHON
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uHpOpMaIMM W3 BUIUMOTO JUANa3oHa, OJHAKO MJiI MOOWJIBHBIX CHCTEM OH
orpaHuy4eH OoJiee CII0KHOM anmapaTHON peanu3alueil 1 HeoOX0IUMOCThIO TOYHOM
IOCTUPOBKHU Kamep [7].

2) Ananranust momena (Domain Adaptation). UccrnenoBanust B 3Toit o6yactu
nokasbiBaloT, uTo MeToAasl Unsupervised Domain Adaptation mo3BossiOT
YMEHBINIATh pa3iuuus MeEXAy NpHU3HaKaMUd BUIUMOTO U HH(pakpacHOTro
IUana3oHOB 0e3 HeOoOXOJMMOCTH 3HAYUTENIBHOIO YBEJIMYEHUS OObeMa pyYHOH
pasmetku SWIR-kaapos [14].

3) JlerkoBecubie Tpanchopmepsl (Vision Transformers, ViT). B mocnegnue
rOJIbl YCUITUIICSI HHTEPEC K MPUMEHEHUIO0 MEXaHU3MOB I100a1bHOTO BHUMAHUS MPU
o0pabotke MK-n3o0paxkenuii. [1o qaHHbIM psiia paboT, TaKhe apXUTEKTYPbl MOTYT
ObITh OOJiee YCTOWYMBBIMM TPU PACIIO3HABAHUU HU3KOKOHTPACTHBIX OOBEKTOB,
MOCKOJIBKY YUYUTBIBAIOT KOHTEKCT BCETO M300pa)K€HHUs, a HE TOJBKO JIOKAJIbHbIE
npusHaku [10, 14].»

Cepbe3HbiM orpannueHuem Juis pa3Butust SWIR-HampaBieHus no-npexHeMy
OCTaeTCsl HEXBaTKa KPYMHBIX OTKPBHITHIX HA0OpOB JaHHBIX. bosblias dYacTb
noctynHbix garaceton, Bkiatouas KAIST u FLIR, co3paBanace mpexae BCEro s
teroBoro nuamna3ona (LWIR), koropslii o cBouM (pu3ndeckuM OCOOEHHOCTSIM
ommyaercss ot orpaxkarenpHoro SWIR [7,8]. IMeHHO mO3TOMY B MOCIEIHUX
UCCIEIOBAaHMUAX BCEe yvamle oOCyXJaaercda TakK Ha3piBaeMas (pusmyecku
pealucTHYHas ayrMeHTauusi JaHHbIX. Peub HAeT HE O CTaHJapTHBIX
r€OMETPUUYECKUX MPEeoOpa3oBaHUAX, & O MOJACIUPOBAHUU TeX 3PPEKTOB, KOTOPHIE
nerctButenbHO Bo3HuKaloT npu SWIR-cbemke: armocdepHoro ocnabienus
CUTHAJIa, IIIyMOB KBaHTOBaHUA U ocoOeHHocTel padoThl InGaAs-cencopoB. Takoi
MOJIXO/1 TO3BOJIAET PACHIMPSTH O0y4YaroNIyt0 BHIOOPKY 0€3 CHJIBHOTO OTphIBa OT
peanbHBIX YCIOBHI CHEMKH U TEM CaMbIM MOBBIIIATh YCTOMYMBOCTh MOJIENU MPHU
TECTUPOBAHUU B TYMaHEe WJIU MpH 3aJbIMIIeHUH [3, 16].

B menom ananus nmreparypbl mokasbiBaeT, uto it SWIR-uzo0pakenwit
HEJOCTATOYHO IPOCTO MEPEHECTH CTAaHAAPTHBIE MOJEIH U3 BUIMMOIO JUANa30Ha.
bonee HazexHble pe3ynbTaThl JAaeT MOAXOJ, B KOTOPOM YYHMTBIBAIOTCS Kak
OCOOCHHOCTH TpPEABAPUTEILHON 00pabOTKM JaHHBIX, TaK U crnenuduka camoi
apXUTEKTYPbl HEUPOHHOU ceTH npuMeHuTeNnbHO K MK -curnamy.

MarepuaJjbl 1 METOIBI.

Jl;1st mpoBeieHrs 00yUEHUS U TTOCIEAYIOIIEro TECTUPOBAHUS HEUPOHHOM CeTH
OBl coOpaH CreruaIn3upOBaHHBIM HAOOpP aHHBIX, OPUCHTHPOBAHHBIN HA CI[EHBI
TOpPOJICKOTO HAOJIOICHUS U 3a/1a4¥ aBTOHOMHOTO JIBH>KCHUS.

[IpoTokon cbopa maHHBIX:

OObekThl uWHTEpeca: oAy (Memexojpl) ¢ TPAHCIOPTHBIE CPEICTBA
(JierkoBBIE aBTOMOOWITH, aBTOOYCHI).

Jlvuctanuum: cheMKa Bejach Ha guctaniuax ot 20 go 150 metpos.

Pa3meTka: anHHOTHpOBaHUWE HM300pa)keHUM BHIMONHSIIOCH B dopmate YOLO
(Kmacchl: person, car).



Paznenenue BbIOOpKU: OOIIMI 00bEM JAaHHBIX OBUT pa3zelieH B MPOMOPIUU
70% — o0yuenue, 15% — Banuganus, 15% — TecT.

Hcnonb3oBaHWe  peallbHBIX  yJIWYHBIX  JAHHBIX  [O3BOJUJIO  Y4YECTh
€CTECTBEHHBIC TEIUIOBBIC OTpPaKeHHsI OT acdanbTa U crnenududeckue OJUKA Ha
CTEKJIaX TPAHCHOPTHBIX CpelncTB, KoTopble B SWIR-nuamna3zoHe BBITIAISAT WHAUE,
4yeM B BUIUMOM criektpe [1, 7].

VYuuteiBass anmnapaTHble 0coOeHHOCTH In(GaAs-MaTpull, «ChIpbI€» JIaHHbBIC
(RAW) mepen mojaueid Ha BXOJ HEWPOHHON CETH MOJBEPrajucCh IBYXAITAITHOMN
00paboTKe: KOPPEKUUH HEOJHOPOJHOCTH W  aJaNTHUBHOMY  IOBBIIICHHUIO
KOHTPAaCTHOCTH.

s yerpanenust pukcupoBanHoro nrymoBoro narrepHa (FPN) npumensiics
METOJI ABYXTOYEYHON Koppekuuu [9, 18]. MareMaTudyecku KOPPEKTUPOBAHHOE
3HaueHUe nuKcens Y(i, j) Beraucisgercs no hopmyre:

Y(i,j) = G(i, j) - X(, j) + B(i, j),

rae X(i, j) — UCXOQHOE 3HAYEHHE SIPKOCTHU MUKCEIIS;

G(i, j) — matpuna ko3p(ULIHUEeHTOB yCUIIeHHS (gain);

B(i, j) — matpuua cmemenus (offset).

st 06paboTku ePeKTHBIX («OUTHIX») MUKCENEH, KOJIMYECTBO KOTOPHIX B
SWIR-marpuniax Beime, yeM B CMOS, wucnonb3oBajicsi METOJ MeIUaHHON
MHTEPHOJISIANA MO0 COCEAHUM dJieMeHTam 3 x 3 [3, 6].

Tak xak migs SWIR-u300paxeHuii HepeaKO XapaKTEpeH CIIa0bIi JTOKAIbHbBIN
KOHTpPACT U OJIM3KOE paclpe/ieiieHHe YPOBHEHN SIPKOCTH, Ha CIEIYIONIEM dTare ObLT
WCIIOJIb30BAaH  QJITOPUTM  OTPAHUYEHHOTO  aJalTUBHOTO  BBIPABHUBAHUS
ructorpammbl (CLAHE) [10, 11]. B otnuunie ot 0OBIYHOTO BBIpaBHUBAHMS, 3TOT
MeTOJ| padoTaeT HE CO BCEM M300paKE€HUEM Cpasy, a C OTJAEIbHBIMU JOKAJIbHBIMU
o0nacTsIMM, YTO TO3BOJISIET chenaTh JeTainu Oosee pa3iIuyuMbiMH  0e3
ype3aMepHoro ycujieHust GoHoBoro myma. Ilpu 3TOM pacmpeneneHue sSpKOCTH
BHYTPH KaXKJI0H JIOKaJIbHOU 00siacTu orpannuuBaetcs noporom Cclip, a uToroBoe
3HAYCHUE MUKCENISl ONPECseTCs Yepe3 KyMYJISITUBHYIO (PYHKIIUIO pacripeieieHus
(CDF):

h(v) = clip (S Eis,0()),

rae L — KOJIMYECTBO YPOBHEMN CEPOTO;

N — gucno nuKcesei B 0J10Ke;

Pp(j) — TUIOTHOCTH pacrpeesieHus! SIPKOCTH.

DTO MO3BOJIAET HEHUPOCeTH O0Jee YETKO JIETEKTHUPOBATH I'PAHULIBI OOBEKTOB
(rpaavieHTBhl) AaKe B YCIOBHSIX HU3KOM ocBeleHHocTH [3, 11].

Jlnst pemieHust 3amadM JETEKIUU OOBEKTOB ObLIa BBIOpaHA apXHTEKTypa
YOLOvVS, mDOCKOJIBKY OHa COYETaeT JOCTATOYHO BBICOKYK) TOYHOCTh C
BO3MOXKHOCTBIO pabOThl B pEXHME pealbHOro BpemeHH. Ilpu o0yueHun
UCIOJIb30Bajach KOMOMHUPOBaHHAS (PYHKIHS TOoTeph: KomnoneHT Complete - loU

57



58

ISSN — 2617-6319 Print KOOU XABAPIHIBLICHI k24 Ne2 (66), 2026

ISSN —2791-3368 Online

(CloU) npumeHnsics s JOKajdu3allud, a OWHApHAs KPOCC-dHTPONUS — ISt
KJaccuukanuu:
Ltotal = }vboxLCIOU + lclchls,

Hcnonp30BaHne TaKOM CXEMbI MO3BOJIMIIO OOECIICUUTh YCTOMYMBOE 00yUeHHE
Mozenu Ha MOHOXpoMHBIX SWIR-n306paxenusx [1, 15].

Pe3yabrTarsl.

[IpoBenenubie AKCIIEPUMEHTHI MOoKa3aju, 4TO MIPUMEHEHUE
nocinenoBareabHoct npenodbpadorku NUC + CLAHE 3amernHo ymydinaer
kauecTBO SWIR-kagpoB Kkak 10 BH3yalbHOMY BOCIHPHUATHIO, Tak H MO
KOJIMYECTBEHHBIM TOKa3zaTessaM. J[Ji1 OLIEHKH STUX WU3MEHEHHUH HCIOIb30BaJIUCH
metpuku PSNR u SSIM, pe3ynbTarsl 10 KOTOPHIM NMPUBEICHBI Ha (PUCYHOK 1).

a)

a) ucxoouwiit RAW-kaop ¢ 8bipaicennvim ouKcupos8aHHbi;M Uymom;
0) uzobpasicenue nocie Koppekyuu HeoOHOPOOHOCMU U TOKANbHO20 NOBLIULICHUSL
KOHmpacma
Pucynok 1 — ConocraBiieHre HCXOIHOTO U MIPEIBAPUTEIIEHO 00pabOTaHHOTO
SWIR-u306paxenuii

B cpennem mo BEIOOpKE UCTIOIB30BaHUE MPE/IJIOKEHHON METOIUKH TIPUBEIIO K
yBenuuennto PSNR Ha 18,4%, a SSIM — na 12,6%. D10 yka3plBaeT Ha TO, YTO
rocJje npeao0padoTKy U300pakeHHe CTAHOBUTCS YUIIIE, PU 3TOM €ro CTPYKTYPHO
3HAYMMBbIE JAETAId B OCHOBHOM COXPAHSIFOTCS.

UtoOBl OIIEHUTh, KaK MpeaBapuUTesibHas 00paboTkKa BIUSIET Ha KadeCTBO
pacrio3HaBanusi, Mojenb YOLOvE oOywyanu Ha JByX BapuaHTax JIaHHBIX:
ncxoaubeix SWIR-kampax u n3006pakeHusx mocie npeaoopadboTKu.

AHanmu3 pe3ynbTaToOB MOKAa3bIBAET, YTO HAMOOJIBIIMK MPUPOCT TOYHOCTH
(cpenuuit mAP Beipoc Ha 17%) HabGnrogaetcs B kiacce «llemexomy.



Tabmuna 1 - CpaBHeHHE METPUK TOYHOCTH HEHPOHHOM ceTH

Tun qaHHbBIX Kiracc Precision (P) | Recall (R) | mAP@0.5
ABTOMOOUIIB 0.72 0.68 0.71
RAW (6es3 obpaboriu) Fry oo 0.64 0.59 0.61
Mocie HhetoGnaboTkil ABTOMOOWIIHL 0.89 0.84 0.87
PEAOOP Tlemexon 0.82 0.76 0.79

OT0 00BACHAETCSA TEM, YTO MaJOpa3MEepHbIE OOBEKTHl C HU3KUM KOHTPACTOM
B SWIR-nuana3one cuipHee BCero Mackupyrorcd mymMoMm InGaAs-maTpHIlbl
(pucyHok 2). Ilocne yctpaneHus: OUTHIX MUKCEIEH U BhIpABHUBAHUS THCTOTPAMMBI
HEHpPOCEeTh HAYMHAET CTAOMIIBHO UACHTU(UIMPOBATH TPAHULIBI CHITy3Ta YEJIOBEKA.

a) 0)
a) Ha HeobpabomanHvIX OAHHBIX, 0) nocie npedodbpabomxu.
Pucynok 2 — IIpumeps! geTekun 00beKTOB Ha TECTOBBIX KaJipax

Cpennee Bpemsi oOpaboTku ogHOTO Kaapa (mpenoOpaboTka + uHGEpeHC
HelipoceT) Ha rpaduyeckom tmporeccope (GPU) cocraBmiio 12.5 Mc, dro
coorBercTByer yactore 80 FPS. 3rto mnoarBepkmaeT  BO3MOXKHOCTH
WCITIOJIb30BAHUS, TIPEIJIOKCHHOTO MTalIIaiiHa B CUCTEMAaX peajbHOTO BPEMEHHU.

Oo0cyxnenue.

[Tony4yeHHble pe3ynbTaThl MOATBEPKAAIOT, YTO alIapaTHble OCOOEHHOCTU
SWIR-cencopoB Ha ocHoBe InGaAs SIBISIIOTCS OJHUM M3 KIIOYEBBIX (PAKTOPOB,
OTPaHUYMBAIOIINX TOYHOCTh HEUpOCETEBBIX MoAene. Poct merpukun mAP nocie
OPUMEHEHUsI MPEeAJIOKEHHOW MpeaoOpadOTKM  MOKa3bIBAET, YTO KayecCTBO
ucxoaHbeix SWIR-1aHHBIX HampsMyro BIUSET HAa UTOTOBYIO PabOTy JETEKTopa.
[TosmydeHHBbIi pe3yapTaT corjacyercsi ¢ MmyOJIHKalUsaIMu, B KOTOPBIX OTMedaeTcs,
9TO (PUKCUPOBAHHBIM IIYMOBOW PHUCYHOK W HEPAaBHOMEPHOCTHh OTKIMKAa CEHCOpa
YXYALIAIOT KayecTBO BXOAHBIX H300paXXeHU W TEM CcaMbIM CHIKAIOT
YCTOMUYMBOCTH aJITOPUTMOB paciio3HaBaHus [6, 9].
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[IpumeyaTenbHO, YTO HAUOOJBIIUN MPUPOCT TOUHOCTH HAOJIIOAANICS UMEHHO
s kiacca «llemexon». BeposiTHO, 3TO CBA3aHO C TEM, YTO TPAHCHOPTHBIC
CpelcTBa M3-3a CBOMX pa3MEpoB U 0oJiee BbIpaKEHHOW (POPMBI pacro3HarOTCs
MOJEJII0 CPAaBHHUTEIBHO YCTOMYMBO JaXe MNpU Haiuduu Iuyma. llemexomnst,
HaIlpOTHUB, Ha OOJBIIMX JMCTAHLMIX 3aHMMAIOT MEHBUIYIO IUIOLIAAbL Kajapa U B
SWIR-m300pakennn dYacto wuMeEIOT cinabee BbIpaKEeHHbIE TpaHuiel. Ilocnie
npumenennss CLAHE nokanpHBI KOHTpAcT MOBBIMIACTCS, U MPU3HAKH (UTYPHI
CTaHOBATCA 0OJIee TOCTYIMHBIMHU IS U3BJICUCHUS MOJIEIBIO.

Bmecte ¢ TeM B XOJie¢ DKCIIEPUMEHTOB OBLIO BBISIBIEHO M OTIPaHUYEHUE
NpEeaJioKeHHOro moaxona. IIpum  CUIIBHBIX MPSMBIX OJHMKaX U BBICOKOM
MHTEHCHUBHOCTU COJHEYHOTO HW3JYyYCHHs JBYXTOUEUYHAsl KOPPEKLMS HE BCEraa
o0OecrieunBaeT OJMHAKOBO CTAaOWJIBHBIA pE3YyJbTaT, M3-32 YEro Ha OTIEJIbHBIX
ydacTKax KaJpa MOTYT HOSIBJISITbCS JIOKaJbHbIE NIepecBeueHHble 001acTi. OHUM
U3 BO3MOJKHBIX HaIpaBJICHUM JanbHEWNIel paboThl SIBISETCS HCHOJIb30BaHUE
METOJOB paclupeHuss AuHamudeckoro pauanazoHa (HDR) yxe Ha srame
peructpanuu JaHHbix [19].

3akiroueHue.

B paborte paccMoTpeH moaxon K cOOpy U MpeaBapUTENIbHOW 00paboTke
JaHHBIX  KOPOTKOBOJHOBOTO  WHGPAKpacHOTO  [auama3oHa i 3a7ad
KOMIBIOTEpHOTO 3peHus. [lo pe3ynmpTaTam MPOBENEHHOTO HCCIEAOBAHUS MOKHO
BBIJICTTUTH CIIEAYIONINE OCHOBHBIC PE3yIbTaThI:

1) ChopmupoBan u pasMedeH coOCTBeHHBIM Habop SWIR-uzo6paxkenuii,
BKJIFOYAIONIUI CIIEHBI C TMENIeX0JaMi U TPAHCIOPTHBIMHU CPEJCTBAMHU, CHATHIC B
pEaNTbHBIX YCIOBUAX YIUYHOTO OCBEIICHUS U MTPU HAIMYUU aTMOCHEPHBIX TTOMEX.

2) Pazpabotan W peaqu3oBaH aITOPUTM NPEenoOpabOTKH, COUYETAIOIIUN
KOPPEKIMI0O HEOJHOPOJHOCTH U aJaNTHBHOE BBHIPABHUBAHHME THCTOTPAMMBI, YTO
MO3BOJIMJIO YJIYUIIIATh KA4€CTBO MCXOIHBIX JIAHHBIX; B YaCTHOCTH, 3HaueHne PSNR
yBenuuuioch Ha 18,4%.

3)[loka3zaHo, 4YTO  HCHOJB30BAHHE MPEABAPUTEIILHO  0OpabOTaHHBIX
N300pKCHUI TOBBIIIAET TOYHOCTH JETCKIIMU TMPU TPUMEHCHUH apXUTEKTYPHI
YOLOVS: 3nauennie mAP@0.5 coctaBuno 87% sl TpaHCHOPTHBIX CPENCTB U
79% ni1g menexoa0s.

[TpakTrueckass 3HAYMMOCTh PabOTHI CBsI3aHA C BO3MOXKHOCTBIO TTPUMEHEHUS
MPEJIOKEHHOTO MOAX0/1a B CUCTEMaX MOHUTOPHHTA U OECIIIIOTHOTO TPAHCIIOPTA,
JUISL KOTOPBIX OCOOCHHO BakKHA YCTOWYMBOCTH pAaCO3HABaHUS OOBEKTOB B
YCIOBHSIX TyMaHa, CJIa0Oro OCBEIICHWS W OTPAaHWYECHHOW BUIUMOCTH. B
JTaNbHEHIIEM 1IeIeCO00pa3HO  COCPENOTOYMTh BHUMAHWE Ha ONTUMHU3AIUU
MPEIOKCHHBIX AJITOPUTMOB JIJIS1 UX PUMEHEHUSI HA MAJIOMOIITHBIX BCTPAUBAEMBIX
miaTdopmax kimacca Edge Al

dunancupoBanue. Pabora BeimonaHeHa npu (uHaHcoBoM moaaepkke KH
MHBO PK, Ne AP261061/0224.
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OBBEKTLJIEPII TAHYFA APHAJIFAH HEMPOHJIBIK KEJITHI
OKBITY YHIIH SWIR-KAMEPAJIAPJAH JEPEKTEPAI 7KUHAY KOHE
AJIIBIH AJIA OHAEY

Anaarna. Makanajga KepiHy IIEKTEyJl >KaFjaaiiaapaa oObEeKTUIepl TaHyFa
apHaJIFaH HEUPOHIBIK XKeaiHl oKbITy yiriH SWIR-kamepanapgan anblHaThIH



JIEpEeKTEP Il )KMHAY JKOHE aJlJIbIH ajla eHJIey MAceliecl KapacThIpbLIaIbl. 3epTTEY/ IH
©3CKTUTIIN KbICKA TOJKBIHIB MHOPAKBI3bLI AUANa30HAaFbl KECKIHIEPHAIH TYMaH,
TYTIH JKOHE TOMEH JKapblK KaFJailapplHa >KOFapbl AaKNapaTThUIBIFBIMEH
TYCiHIIpineni, amaiina MmyHmad gepektep InGaAs-maTpunanapblHa  TOH
IIYBUITAPMEH, aKayJbl MUKCEIbJACPMEH KOHE TOMEH KOHTPACTICH CUIATTaNIafbl.
Kympicta Kasy OKYpPriHIIUIEp MEH KOJiK KypalJapblHbIH OpTYpial Kelle
KaFalapelHa TYCIPUITEH KECKIHACpIH KAaMTUTBIH  MaMaHJIaHIbIPbUIFaH
JIEpEeKTep JKUHAFbl KalbINTacThIpbUIAbl. biprekcizmikti Tyzery (NUC) Men
ructorpammanbl aganTuBTi Tericrey (CLAHE) omictepiH KaMTUTBIH €Ki Ke3eH/Il
QIBIH aja OHJIEY aJIrOPUTMI YCBHIHBUIALIL. OJMICTIH THIMIUITIH Oarajiay YIIiH
YOLOvVS apxutektypacbl KOJJAHBULABI. JKCIEPUMEHT HOTHXKENepl YChIHBUIFaH
tociaig PSNR  kepcerkimnin 18,4%-ra, SSIM wmoniH 12,6%-Fa apTThIpyFa,
connaii-ak mAP@0.5 Merpukacbl OOWBIHIIA KOJIK KYpaJJapblH TaHy IQJITIH
0,87-re xoHe kasy O>KYypriHmuiepai TaHy nomairin 0,79-ra fgeitin kerepyre
MYMKIHIIK O€peTIHIH KOepCeTTl. O3IpJIEHreH MNalluIailHHBIH HaKThl YaKbIT
PEXKUMIHE )KYMBIC ICTEUTIH aya paiblHa TOyEJC13 MOHUTOPUHT KOHE YIIKBIIICHI3
KOJIIK XKYyMenepiHae KoJIaHyFa kapaMIbl €KeH1 TJIEICH/I1.

Tyiiinai ce3gep: SWIR-kamepa, KpICKa TOJKBIHABI HHPPAKBI3BUT JHAIIa30H,
KECKIHAEpAl aiablH ana eHaey, Oiprekcizmikti tysery, CLAHE, YOLOVS,
oOBeKTUIepAl TaHy, KoMIbIOTEepaiK Kepy, InGaAs, aya paiiblHa TOyenci3
MOHHUTOPUHT.
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COLLECTION AND PREPROCESSING OF DATA FROM SWIR
CAMERAS FOR TRAINING A NEURAL NETWORK FOR OBJECT
RECOGNITION

Abstract. This paper addresses the problem of collecting and preprocessing
data acquired from SWIR cameras for training a neural network to recognize
objects under limited-visibility conditions. The relevance of the study is
oOycnoBinena the high informativeness of short-wave infrared images in fog,
smoke, and low-light environments; however, such data are affected by InGaAs
sensor noise, defective pixels, and reduced contrast. A specialized dataset
containing images of pedestrians and vehicles captured in various outdoor
conditions was created. A two-stage preprocessing pipeline was proposed,
including non-uniformity correction (NUC) and contrast-limited adaptive
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histogram equalization (CLAHE). The YOLOVS8 architecture was used to evaluate
the effectiveness of the proposed approach. Experimental results showed that the
method increased PSNR by 18.4% and SSIM by 12.6%, while improving object
recognition accuracy up to 0.87 mAP@0.5 for vehicles and 0.79 for pedestrians.
The results demonstrate that the developed pipeline can be applied in real-time all-
weather monitoring systems and autonomous transport solutions.

Keywords: SWIR camera, short-wave infrared range, image preprocessing,
non-uniformity correction, CLAHE, YOLOVS, object recognition, computer
vision, InGaAs, all-weather monitoring.
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PA3BPABOTKA UHTETPAIIMOHHOI' O IIPOI'PAMMHOI'O MO YJIA
A1 OPTAHU3AIINA BE3OITACHOI'O XPAHEHHWSI 1 OBMEHA
JAHHBIMHN HA OCHOBE BJIOKYENH

AHHOTAIUSA. B umemsix (¢ukcauuM JAaHHBIX B MHTEJUIEKTYaJbHOU
AHTHKOPPYIIIMOHHON CHCTEME 3aIluThl WHGOPMAIMU WU BaTUIAIUU yIeOHBIX
JTOCTHKEHHUM, a Takke O(HUIMaTbHBIX JOKYMEHTOB CTYJIEHTOB W BBITYCKHHUKOB
BY30B M BOCHHBIX YyueOHbIX 3aBeaeHud PecnyOmuku Kazaxcran paspaboran
porpaMMHbIii Moayib. B cratbe paccmorpena texHonorust 0nokdeitH Ethereum
Ha ocHoBe oOo3peBarens Blockscout, koTopelil (pukcupyeT AeTaiu TpaH3aKIUU B
TECTOBOM ceTH. MccnenoBaTenbCKOW TIpyNmoW IPENCTaBlIeHA IPAKTHYECKas
peanu3anusi CHCTEMbl XpaHEHHs OO0pa30BaTEIbHBIX JOKYMEHTOB Ha 0aze
OsoK4eifHa. 3amuch CIYXHUT MOJITBEP)KJIEHUEM YCHEIIHOTO BBITIOJHEHHUS] CMapT-
KOHTPAaKTa, MNpPEJHA3HAUEHHOIO Ui Tepelayd aKaJeMUYeCKOro TPaHCKPHUIITA.
Hcnonp30BaHue TECTOBOM CETH IMO3BOJISIET BEPUPUIMPOBATH APXUTEKTYPY
pellieHusi, MUHUMU3UPOBaTh M3IEPKKU Ha 3Tane pa3pabOTKU W TrapaHTUPOBATbH,
YTO  K&XJbI  TPAaHCKPUNT TMOJYy4YaeT YHUKAJIbHBIM, KpUNTOrpaduyecku
3alIUIICHHBI OTTHUCK B MyONWYHOM peecTpe. Takke B cTaTbe MPHUBEACH
oubsmorpaduueckuit 0030p KacaTeiabHO TpuMeHeHHs OnokdeidiH Ethereum B
chepe 06pazoBaHus.

Takum oOpa3om, TPEIIOKEH CEPBUC, BBI3BIBAEMBIN B mporiecce paboThl Ha
MopTajie CTyJEHTa WU BBIMYCKHWKA C TPUMEHEHHUEM TEXHOJIOTUH OJIOKYEIH,
peanu3oBaHHBIN ¢ momoibio  obOo3peBatenss  Blockscout Ha  s3bIke
nporpammupoBanus Solidity.

KiawueBble cioBa: OjokueiiH, Ethereum, cmapt-konTpakt, Blockscout,
TpaH3aKIUH.

Bsenenmne.

brnokueitn — wHGOpMAIMOHHA TEXHOJOTHSI, CIOCOOHas 00eCIeunTh
0e30macHOCTh MHPPACTPYKTYphl Tepefadyd M XpaHeHus AaHHbIX [1]. Brokueiin
Ethereum  paspabathiBaeT  3(PEeKTUBHBIE  CMApT-KOHTPAKThl,  KOTOpPbHIE

B3aMMOJICUCTBYIOT C JPYTUMH CMapT-KOHTPAKTaMU JJisi TPHUHATHS PELICHUH,
XpaHEeHUs JaHHBIX U OTIpaBKH 3dupa ApyruMm mnosb3oBaTensm [2]. IlepcnekTua

65


https://doi.org/10.56132/2791-3368-2026-2-66-65-74
mailto:olgaussatova@gmail.com

66

UCIIOJIb30BaHUS OJIOKYEHH TpaH3aKIMOHHBIX CUCTEM, 3aKJIF0UAETCS B TOM, UTO OHH
0 CBOEH Mpupo/ie 6osee HaIeKHbI, UeM MpeAbIayIInue pemenus [3].

B snoxy pa3BuUTHS pa3iIMYHBIX MOIICHHMYECKUX aTaKk B TJIOOAJIbHOW CETH,
AHTUKOPPYIIIMOHHBIX PUCKOB, UCITOJIH30BAHUE TEXHOJOTUH OJOKYEHH BO MHOTHX
ouu(poBaHHBIX OOJACTAX UYETOBEUECKON ACSITENPHOCTH IMO3BOJISET IMPEOJOJIETh
BCEBO3MOJKHBIC HEBEPHBIC JICHCTBHSI 3JI0YMBIIIJICHHUKOB.

K nmpumepy, aBTopsl [4] npeanararoT pelieHrne UCIONIb30BaHus OJ0KUYeiiHa, ¢
YCTpaHEHHEM HEOOXOAMMOCTH TICHTPATTU3AIINH, YTO OTKPBIBACT MyTh K JIOBEPHUIO U
0e30macHOCTH B OTHOIICHWW IM(POBBIX YYETHBIX AaHHBIX. HWMHbopmarms o
cepTuUKaTax HAJCKHO XPAHUTCA B CMApT-KOHTpakTax Ha Onokuerine Ethereum,
YTO TIO3BOJISIET ABTOMATU3UPOBATH MPOIECCHl MPOBEPKH ISl  MOBBIIICHUS
3 PEKTUBHOCTH.

brnokueitn Ethereum mmpoko BHeapsieTrcss B oOpaszoBaTenbHYIO chepy
nesitenbHOCTU. K ciOBY, B Tpyaax [S] uccienyercss BO3MOKHOCTb MCIIOIb30BaHUS
omokueiina FEthereum juisi  pa3paOoTKM HAJIeKHOM CHUCTEMbl Ha OCHOBE
HEB3aMMO3aMEHSIEMbIX  TOKCHOB, BBINYIICHHBIE YHUBEPCUTETOM. TOKEHBI
MPEACTABISIIOT COO0M 3a4ETHBIE €IUHULIBI MOJIYJIEW, BBIAAHHBIE €ro (PaKyJIbTeTOM
U TpUHAJICKANIME CTYJIEHTaM II0CJ€ BBINOJHEHUS TPeOOBAHM MOIyJed B
CUCTEME YIIPaBJICHUS 3a4€THBIMU €IMHULAMU. J[elleHTpann30BaHHOE PHUIIOKEHHUE
NFT-merit pasmenieHo B MexiaHetHou ¢ainooit cucreme (IPFS) B BuIe
JEUEHTPAIN30BAaHHON CETHU y3JI0B.

Panee Haieil uccienoBaTenbCKOW rpymmnoi ObU1 mpoBeaeH 0030p miargopm
OJIOKUEHH-TEXHOJIOTUN, KOTOpbIE TPUMEHSIOTCA C  LENbI0  TMOBBIIICHUS
0C30IMaCHOCTH JIaHHBIX TIOCPEJCTBOM Iepeauyd IM(pPOBBIX aKTUBOB 0e3
[EHTPAJIBHOTO aMUHUCTpaTopa. JlaHHoe uccienoBanue npejaraeT yHUKaIbHYO
MEePCIEKTUBY, MPENOCTABIsIA TEXHUYECKOE CpaBHEHHE OJIOKYEHH-TIaThopM ¢
TOYKM 3pPEHUST TEOPUU CO3JaHUs eAuHOM UH(poBoN TMIATGOPMBI BBICIIETO
oOpa3oBaHus JUIsl TIOBBIIICHHUS HAJIEKHOCTH XPAHMMBIX JI@HHBIX W CIIOCOOOB
Bepu(dUKAIMU X TOMITUHHOCTH. Cpelld UMEIOIUXCsl OJIOKYEHH-TEXHOJIOTUN ISt
MIPOBE/ICHMS] CPABHUTEIBHOIO aHajiu3a BBIAEJIEHBI CIEAYIOIIMe IUIaT (GOpMbI —
Ethereum, Solana, Algorand. Ha ocHoBe OuOnmorpaduyeckux uccieqoBaHUl U
CPaBHUTEIBHOTO aHANIM3a YCTOMYMBOCTU MPEACTABICHHBIX OJOKYEHH-TIaTGopM
npeaioKeHbl KitoyeBblie aneMeHTsl SWOT-ananuza. Pe3yiabTaThl CpaBHUTEIBHOTO
aHajM3a onmy0JIMKOBaHBI B CTaThe [6].

[IpoBeneHHbI aHAIU3 MOAYEPKUBACT BAXHOCTb AJCKBATHOW S3BIKOBOM
MO/IJICPIKKHU IS KITFOUEBBIX aCTIEKTOB Pa3pabOTKH CMapT-KOHTPAKTOB: YIPABICHUS
aKTUBaMH, B3aUMOJICUCTBUS MEXKIy KOHTpAaKTaMW M 3arpaTamu. B wacTHOCTH,
CHeIMaIn3upOBaHHbBIC a0CTPaKIMU Ha YpPOBHE THUIIOB ISl CO3/IaHUS AKTHUBOB,
oOMeHa WMU U pabOThl C HUMHU SBISIIOTCA (YHIAMEHTAIBHBIM 3JIEMEHTOM
MIPEIOTBPAICHUST PACTIPOCTPAHEHHBIX OMMMOOK U YSI3BUMOCTEH, TAKMX KaK MOTEPs
aKTUBOB, JJBOMHOE PACXOJIOBAaHUE CPEJCTB WM HECAHKIIMOHUPOBAHHBINA MEPEBOI.
B npyroii, HO CBA3aHHON YYETHOW 3alIMCHU BCTPOECHHAs ITOAJAEPKKA OIPEACICHHBIX
dbyHkIui 6a30Boi 1IaTGOPMBI (HANIPUMEpP, MOJIB30BATEIBCKUX TOKEHOB) MMEET
pelaroliee 3HaueHue s ooecreueHus 0e3onacHocTy U d3pPpekTuBHOCTH. C TOUKH
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3peHHs  TOTEHLMala pelmieHus MnpodjeM, C  KOTOPbIMH  CTaJKHUBaeTCs
oOpazoBartenbHbIil cekTop Ethereum u3Becten cBoeit QyHKIIMOHATBHOCTHIO CMAPT-
KOHTPAKTOB, KOTOpas MO3BOJISET CO3/1aBaTh JCLEHTPATN30BAHHBIC MTPUIIOKEHUS U
aBTOMATHU3HPOBATh CJIOKHBIE pabouKe MPOIIECCHI.

Takum o6pazom, npoBeaeH 0030p Ondmorpadun Mo NPUMEHEHUIO OJIOKYEHH
Ethereum, a Takxe o paHee MPOBEEHOMY CPaBHUTEIHLHOMY aHAIU3y OJOKYEHH-
mwiatrpopm Ethereum, Solana, Algorand BbISIBIEHBI OCHOBHBIE MapaMeTphl B
pamkax SWOT-ananu3a 6okueiH-miatgopM [6].

N3 0030pa uMErOmUXCcs pelIeHH Ha PBIHKE, MCCIEeN0BATEIbCKONW TPYIIIONf
NPUHATO pelieHre o0 ucnonb3oBaHuK OnokuelH Ethereum, KOTOpBINA MO3BOJIUT
obecrieynTh Oe30MacHOe XpaHeHHe CepTUPHUKATOB, aTTECTaTOB, TUIIOMOB U IMETh
HAJIMYMe JIOCTOBEPHOTO, OTKPBITOTO M EAMHOTO XpaHWIUINA KaHIWAATOB C
HOJTBEPKICHHBIMU 3HAHUSMU.

MaTtepuaJjbl 1 METOIBI.

B kauecTBe MarepmasioB B JaHHOM HCCIEAOBAHWHU, KaK OIKMCAHO BBIIIE,
WCIIOJIb30BaHa  TEXHOJIOTHS omoxkueiiH Ethereum ¢ npumeHeHueM B
oOpazoBatenbHOM cekTope Pecnybnuku Kazaxcras.

Ha mnpexacraBneHHoM ckpuHIIOTe (pUCYHOK 1) oToOpaxeH wuHTepdeiic
ob6o3peBatens 610k0B Blockscout, hukcupyrommii AeTanu TpaH3aKIMKd B TECTOBOM
ceTH (testnet). JlaHHas 3amKCh CIY>KUT MOATBEPIKICHUEM YCIICITHOTO BBITIOJIHEHUS
CMapT-KOHTpPAKTa,  MPEIHA3HAYCHHOTO  JUIi  Mepeladyd  aKaJIeMHYeCKOTro
TpaHnckpunta. Blockscout — mporpamma-o6onouka mns sxocuctembl Ethereum.
JlanHas mporpamma-o00JI04Ka PEeI0CTABISET OTKPHITHIN UCXOTHHK.

[1) Blockscout
Transaction details
@ Blockchain >

= 0Oxea774a39f0e4bdfafl8539d501191e6510a39a9c8af4311e6b60416f53a78ece
% Tokens >

Details Token transfers Internal txns Logs State Raw trace

i AP > This is a testnet transaction only

Transaction hash 0Oxea774a39f0e4bdfaf18539d501191e6510a99a9c8af4311e6b60416f53a78ece
Status and method © Success
Block 991

Timestamp (® 3dago | Jan 29 2026 18:08:00 PM (+05:00 UTC) | Confirmed within <= 15 secs

From

To

Value OETH

Transaction fee 0.00023338906768281 ETH

Gas price 0.00000000100000029 ETH (1.0000

Gas usage & limit by txn 233,389 \ 236,409 == 98.72%

Gas fees (Gwei) Base: 0.00000029 | Max: 1.000000326 | Max priority: 1

Burnt fees ¢} 0.00000000006768281ETH

Pucynok 1 — JlanHbIe TpaH3aKIUH
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[IpencTaBineHHBII CKPUHIIOT JEMOHCTPUPYET MPAKTHUYCCKYIO pPeaTru3alluio
CHUCTEMBbl XpaHEGHHS 0O0pa3oBaTeNbHBIX JOKYMEHTOB Ha 0Oa3ze OJlokuciiHa.
Hcronp30BaHWe TECTOBOM CETH IO3BOJISCT BEPUPHUIIMPOBATH aAPXUTEKTYPY
perieHusl, MUHUMH3UPOBAaTh U3MICPKKHA HA JTarne pa3pabOTKH W TrapaHTHPOBATH,
9TO  KaXIbI  TPAHCKPUIIT TIOJyYaeT YHUKAIBHBIH, KpUNTOrpapuIeCcKu
3aIUIIEHHBIN OTTUCK B IMTyOJIMYHOM pEecTpe.

PaccmoTpuM  TeXHHMUYECKHE MMapaMeTphl TPaH3aKIMH, IPEICTaBICHHBIC B
Tadymue 1:

Tabnuua 1 - TexHuueckue napameTpbl TpaH3aKIUU

HazBanue JenctBue Onucanue
Nnentudukar | Oxea774a39f0e4bdfaf1853 | YHukaneHbiii  Xom  oOecrieunBacT
op 9d501191e6510a99a9c8af | Heu3MEHHOCT, U MPOBEPSIEMOCTD
TpaH3aKIUH 4311e6b60416f53a78ece. | 3amucu B paclpeieICHHOM PeecTpe
Cratyc Success Onepanyd 3aBepuieHa yCHenHo, 4YTo
HCTIOJTHEHUS MOATBEPKIACT KOPPEKTHOCTh
JIOTUKY CMapT-KOHTPAKTA
Bpemennas Tpanzakuus Bpemsi moaTBep:KIEHUS COCTaBHIIO
METKa 3adukcupoBaHa 29 sHBaps | MEHee 15 CEKYyHJ, 4TO
2026 rtoma B 18:08:00 | cCBUAETENBCTBYET 0 BBICOKOM
(UTC +05:00) MIPOIYCKHOM CITOCOOHOCTH CETH Ha
MOMEHT BBINOJHECHHUS
Anpecatsl From: AJipec OTIpaBUTEIIS/ MHULIUATOPA
0xb9bOEbd2Bc5760cAc82
S581fdFC41936e6E6cD150
To: Anpec CMapT-KOHTPAaKTa
0x6983B17198e¢9C3d6¢c41 | TpaHCKpUNITOB
1FB6BadC7C476c¢D0838
E2
Oxonomuueck | Value (ITepenannas | OTO0 XapakTepHO Uil TpPaH3aKIUN
ue croumocts): 0 ETH. BbI30Ba (YHKIUNA KOHTPAKTa, TJIE
MoKa3aTenu OCHOBHOM NIEJNIbIO SIBJISIETCS 3aIUCh
WM U3MEHEHHUE JIaHHbIX (Iepenaya
TPaHCKpUNTa), a HE (PUHAHCOBBIN
IepeBO/I

3a TEeXHUYECKUI aHalu3 COOBITMM TpaH3aKIMU OTBe4YaeT pasaen Logs,
KOTOPBIN IEMOHCTPUPYET HU3KOYPOBHEBYIO (prikcanuio qaHHbIX coObiTus (Event),
VHULAPOBAHHOTO CMapT-KOHTPAKTOM 1o aapecy
0x6983B17198e9C3d6c411FB6BadC7C476cD0O838E2. Dt morm  ciyar
HEU3MEHSEMbIM JI0Ka3aTeIbCTBOM TOT0, YTO OINpeAeSieHHbIe JaHHble ObUIN
yCHemHO 00paboTaHbl JOTUKOM KOHTpaKTa (PUCYHOK 2).



Lo
Transaction details
= Oxea774a39f0e4bdfafl8539d501191e6510a99a9c8af4311e6b60416f53a78ece
Details  Tokentransfers Internaltxns Logs  State  Rawtrace
To see accurate decoded input data, the contract must be verified. Verify the contract here

Address @ 0x6983B1719829C3d6C4TIFBEBAICTC476cDOB3BE2

o
>
[=]
<
m

Topics 0 Oxfel8c84aba9622c89f9fb267039b264fcfb2ab599ed213a948ee0551188d41e5

Data
0x000000000000000000000000000000000000000000000000000000000016f4f30000000000000000000000000000000000000000000000000000000000000020000000000000000000000000

000000000000000000000000000000000002¢4f5000000000000000000000000000000000000000000000000000000000000204000000000000000000000000000000000000000000000000000
000000000000020000000000000000000000000000000000000000000000000000000000000004000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000216900000000000000000000000000000000000000000000000000000000000002bc000000000000000000000000b3b0ebd2bc576

Ocac82581fdfc4f936e6e6cd150

Pucynoxk 2 — Bxianka Logs

CrtpykTypa j0ra COCTOUT U3 TEMBI U CHIPBIX JAHHBIX, IPH 3TOM:

— Topics (Tewmsr): [lone Topics[0] comepKUT XdII CUTHATYPHI COOBITHSA:
Oxfel18c84aba9622c89191b267039b264fctb2ab599ed213a948ee0551188d41e5. B
apxutektrype EVM (Ethereum Virtual Machine) 3ToT uaeHTudukatop no3BossieT
BHEIIIHUM MPHIOKEHUSIM M HUCCIEIOBATENAM OJHO3HAYHO OIPEIEIUTh, Kakas
byHKIMS cOOBITHS OblIIa BHI3BaHA, JIaXKE €CJIM UCXOIHBIN KOJ KOHTPAKTa CKPBIT.

— Data (Csipbie nannsie): Ilosne Data cogepXUT OCHOBHYIO COJIEpKATEIbHYIO
YacTh TPAHCKPUIITA, 3aKOAMPOBAHHYIO B LIECTHAAIATEPUYHOM (opMarte.

Ucnons3oBanue coObiTuil (Events) u pazgena Logs siBasiercst HanOosee
3 PEeKTUBHBIM CIIOCOOOM XpaHEHHS <«JOKa3aTeJbCTB» B OJjokueiline. Bmecto
JIOPOTOCTOSIIIIET0 XpaHEHUsI BCEro TEKCTa TPAHCKpUIITa B cocTtosHuu (State)
KOHTpaKTa, CUCTEMa T€HEpHUpYeT JIOr. DTO OOECHe4yMBaeT MPOBEPIEMOCTb U
IKOHOMHUYECKYIO I(P(HEKTUBHOCTh. TO €CTh 3amucCh JaHHBIX B JIOTHM 3HAYUTEIIHHO
JIelIeBye, YeM B XpaHWIHIe (storage) KOHTpakKTa, YTO KPUTHUYECKHA BAKHO IS
MacIITaOMPyEMBbIX aKaIeMHUUECKIX CHCTEM.

AHanu3 BXOJHBIX JaHHBIX U TapaMeTpoB BbizoBa (Raw Input). Ha ckpunmoTe
(pucynok 3) mpencraBieHno mnoje Raw Input, comepskainee mecTHaaaTepuaHbIA
kon (Hex), koTopslii ObLT MepeaH CMapT-KOHTPAKTy B TeNie TPaH3aKIHUU. JTH
JTAHHBIE OMPEEIISIOT, KAKYIO ONEPAIMIO BBIMOJIHIET KOHTPAKT U KaKU€ MapaMeTpbl
(1aHHBIE TPAHCKPUIITA) B HETO 3aMKMCHIBAIOTCS.

Ucnons3oBanue cranmapra EIP-1559 u nmepenaua nanueix B opmare Raw
Hex moaTBepknaroT, 4To cucTeMa paboTaeT Ha ypoBHe mporokoija EVM 6e3
nocpeaHuKoB. KogupoBaHue TpaHCKPHUIITA HEMTOCPEACTBEHHO BO BXOJHBIC JaHHBIE
TpaH3aKIMKU TapaHTUPYET, YTO MH(OpPMALIUS CTAHOBUTCS YacThIO UCTOpUM OJIOKA.
JIroboe wu3MeHeHuEe B JaHHBIX TPAHCKPUIITA TPHUBEIET K HM3MEHEHHUIO XdIIa
TpaH3aKIMK, YTO JeJlaeT TOMJEIKY JOKYMEHTa (PU3WYECKH HEBO3MOXKHOU B
paMKax BBIYMCIUTEIBHOW MOIIHOCTH CETH.
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Gas usage & limit by txn 233,389 \ 236,409 wm— 98.72

Gas fees (Gwei) Base: 0.00000029 [ Max: 1.000000326 | Max priority: 1
Burnt fees {4 0.00000000006768281ETH

Other Txn type: 2 (E 59) | Nonce: 4267 | Position: 36
Raw input Hex v

0x516¢7dd9000000000000000000000000000000000000000000000000000000000016f41900000000000000000000000000000000000000000000000000000000000000200000000000000000

00000000000000000000000000000000000000000002¢4f500000000000000000000000000000000000000000000000000000000000020d0000000000000000000000000000C

00040000000000000000000000000000000000000000000000000000000000000000

000021690000000000000000C

3000002bx

Pucynoxk 3 — Coipsie nannbie (Raw Input)

Pe3yabTarhl 1 00Cy:KIeHHE.

B xome wuccnenoBaHus MO PEUIEHUIO HCCIEAOBATENILCKOW TIpyNNbl, Kak
OTMEUYEHO BBIIIE MCHOJb3yeTcd TexHoyuoruss OnokueiiH Ethereum. [lannas
TEXHOJIOTHSI peajn30BaHa Ha sa3bike Solidity.

Pucynok 4 — @parmMeHT KoJ1a TpaCHKpHUIITA



Solidity — 3TO s3bIK pOrpaMMUPOBAHUS JJIsl CO3/IaHUSI CMAPT-KOHTPAKTOB
Ha OJIOKYEHHaX, COBMECTHUMBIX C BUPTyaiabHOU MamHoM Ethereum (EVM).

[IpencraBnennplii kKoga Ha s3bike Solidity peamusyeT ACIEHTPaTU30BaHHOE
XpaHWINIIE TPAHCKPUITOB C MHTErpanueil cuctemsl posnesoro aocryna (RBAC).
Jloruka KOHTpakTa pasJeleHa Ha TpPU YPOBHS: YIPaBICHHE JOCTYIIOM,
CTPYKTYPUPOBAaHHE JTAHHBIX U HEU3MeHsieMast (PUKcaIust COOBITHH.

ApXuTeKTypHas JIOTHKa cMapT-KoHTpakTa TranscriptStorage. KonTtpakr He
SBJIIETCSI aBTOHOMHBIM, a B3aMMOJIEUCTBYET C BHEIIHUM MOJYJIEM YIpaBJICHUS
possimu yepe3 untepdeiic IRBAC. Henocpenctsenno momudukatop onlyRole
UCIIOJIb3YETCsl Il OTpaHUYEHHs IOCTyNna K KpuTudueckuM ¢ynkuusim. Hanpumep,
bynkuust saveTranscript TOCTyNHa TOJBKO IMOJB30BaTENsIM € poJsibio "issuer"
(opranuzanus-3MHUTEeHT), a oOHoBIeHHe aapeca RBAC — tonpko "admin", 4yro B
CBOIO O4Yepeqb TrapaHTUPYET OE30MacHOCTh M TOJBKO aBTOPHU30BAHHBIE y4UeOHbIE
3aBEJICHUS] MOTYT BHOCHUTb 3aITUCH B PEECTD.

JIst onTHMM3AIMU XpaHEHUs W TOMCKa HWCIOJIB3yeTCs] KOMOWHHPOBAHHBIN
MOJIXO/:

1) O0vexktr Transcript rpynnupyer 10 KIOYeBBIX TOJIEH, BKJIOYas
uneHtTuukaropsl (transcriptld, universityld, studentld), akanemuueckue ycnexu
(totalMark, ects) u Mmeramannsie otnpaBureins (addedBy).

2) XsmupoBaHHas uHAekcanusa - (pyHkuus getKey, koTopas reHepupyer
YHUKAJIBHBIN K04 THUMa bytes32 myTeM XdIIMpoBaHus Tapbl universityld u
studentld ¢ ucnons3oBanuem anroputma Keccak-256.

3) Xpanunuiie mapping -BC€ TPAHCKPUNTHI CTYJIEHTAa COXPAHSIOTCA B
JTUHAMUYECKU MaccuB Transcript, JOCTyHn K KOTOPOMY OCYIIECTBIISIETCS IO
CTCHEPUPOBAaHHOMY KIIFO9Y. OTO TO3BOJISIET A(PPEeKTUBHO MacITabupoBaTh
CUCTEMY JIJIsl XpaHEHHUS BCEW UCTOPUHU O0yUCHHUS.

Oynkuus  saveTranscript  BBINOJHSIET IOCIEI0BATEIBHOCTh  JIEHCTBUH,
rapaHTHPYIONIMX LEJIOCTHOCTh JaHHbIX: Bamupauus, Mannumanvszanus, 3anuch B
peectp, Owmuccusi coObiTus (Bw3oB coObiTust TranscriptSaved, KOTOpBIit
reHepupyet te cambie Logs, BuiuMbIe B OJIOKUEHH-IKCILIOpEpE).

Cesa3p koja ¢ naHHbiMu OnokdveitHa (Logs & Input). Korma BbeI3biBaeTcs
saveTranscript, mapametpsl (ID, omleHku u T.A.) ynakoBbiBatoTcsi B Hex-cTpoky,
KOTOPYIO MBI BUIMM B JieTalisax Tpanzakuuu. Coowitue TranscriptSaved nyonupyet
BCE 3allMCaHHbIE JJAHHBIE B JIOTH OJIOKYEHHA. ITO co37aeT N30BITOYHOCTD: JIaHHKIE
XPaHATCS U B COCTOSIHUU KOHTpaKTa (IJ1s1 padoThl KO/Ia), M B Jiorax (Jis JAemeBon
U OBICTPOI Bepu(PHUKaIIMK BHEIITHUMU CHUCTEMAaMH ).

3akirouenue.

PeanuzoBanHast Ioruka 0OecTeyuBaeT LEIOCTHOCTh (Uepe3 HEU3MEHAEMOCTh
0JIOK4eiiHA), aBTOPCTBO (Uepe3 MpUBA3KY K msg.sender) U Mpo3pavyHOCTh (Uepes
nyOoauyHble  COOBITHS).  XOUIMPOBAaHME  UACHTU(PHUKATOPOB  IO3BOJISET
CTPYKTYpUPOBaTh JaHHbIE 0€3 pPaCKpBITHA CBA3CH MEXAy HHMH BO BHEIIHHX
MOMCKOBBIX MHJIEKCaX, YTO TMOBBIIIAET YPOBEHb MPUBATHOCTU CHUCTEMBI. B
pe3yibpTaTe JAaHHOTO WCCJEAOBAHMS CHPOCKTUPOBAH M pa3paboTaH MOJIYJib
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OporpaMMbl  JUIS  HMHTCIUICKTYalbHOW  IJIATGOPMBI  JACLIEHTPAIN30BAHHOTO
U(GPOBOIo peecTpa JaHHBIX CTYACHTOB M BBITYCKHUKOB OPraHU3aluii BBICIIETO
IOCJICBY30BCKOTO  00pa3oBaHUs B CYIIECTBYIOHICH  mudpoBOr  cpefe
MuHHuCTepCTBa HAYKH | BBICIIET0 00pazoBanus PecryOmmku Kazaxcradn Ha OCHOBE
omoxuerina Ethereum.

®dunancupoBanue. [lannoe uccrnenoBanue (puHancuposasoch Komurerom
HayKu MuUHHCTEpCTBa HAyKH U Bbiciiero obpaszoBanus PK (mporpammuo-1ieneBoe
¢unancupoBanne Ha 2024-2026 romet WPH BR24993014  "Pazpabotka
MHTEJUIEKTYaJbHOW AHTUKOPPYIIMOHHOM CHCTEMBI 3allluThl HHQOpMALUH U
BaJIMJIAllUU PE3yJIbTaTOB YYEOHBIX AOCTIXKEHUH M O(QUIUAIBHBIX JOKYMEHTOB
CTYJECHTOB U BBIITYCKHUKOB By30B PK".
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BJIOKYENH HETT3IHAE KAYIIICI3 CAKTAY )KOHE JEPEKTEP
AJIMACY YHIITH UHTEI'PAIUAJIBIK ITPOI'PAMMAUJIBIK MOAYJbB/I
I3IPJIEY

AHaaTrna. AKnaparThl KOPFAyIblH 3UATKEPIIK ChIOAMIAC >KEMKOPJIBIKKA
Kapchl JKyMeciHlle NepeKTepAl TIpKey >KoHE OKY JKETICTIKTEpiH Balujaanusiay,
coHnaii-ak Kazakcran PecrmyOmukachIiHBIH )KOFapbl OKY OPBIHIAPHI MEH 9CKEPH OKY
OpPBIHAApPBI CTYJEHTTEpPl MEH TYJEKTEPIHIH pecMHU KY)KaTrTapbl MakKcaTblHIa
OarnmapiamManblKk  MOAyJb  o3ipieHal. Makanaga  Ethereum — blockchain
TexHoJorusichl blockscout MIONFBINIBIHA HETI3ACNTEH, OJI TpPaH3aKUUsS Typasbl
MOJIIMETTEP/I1 ChIHAK JKEJCiHe Tycipeai. 3epTTey ToObI OJIOKUEHH HeT131HIe O1IiM
Oepy KyXXaTTapblH CaKTay >KYHEeCIH MPaKTUKaIbIK 1CKe achIpylbl YChIHbL. JKa30a
aKaJeMUSIIBIK TPAHCKPUNT Oepyre apHalfaH aKbUIIbl KETICIMIIAPTTHIH COTTI
OPBbIHIAJTFaHBIH pactaijbl. CeIHak JKEJTICIH naaiany MIEITIMHIH
apXUTEKTYpachlH TEKCEpyTe, 93IpJiey KE3CHIHJAET! IMIBIFBIHIAPABI a3alTyFa >KOHE
opOip TPAHCKPUNT KOFAMIBIK Ti3iumimzae Oipereil, KpunTorpausiablK KOpFajaraH
ocep alyblH KaMmTamachl3 eTyre MYyMKIHAik Oepeni. Conpaii-ak, Makajianga
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Ethereum  OnokueiiHiH  OutiM  Oepy  cajachlHIa  KOJJaHyFa  KaThICTHI
OouoorpadusUIBIK 10Ty OeplITeH.

Ocpinaiiia, solidity Oarmapmamanay TtutiHAe blockscout MIOMFBIIIBIHBIH
KOMETIMEH JKY3€re achIPbUIATHIH OJIOKUYCHH TEXHOJIOTHSCHIH KOJJIaHa OTBIPHIIL,
CTYIICHT HEMece TYJEK MOPTAIbIHIA KXYMBIC iCTey OapbhIChIHAA NIAKBIPHUIATHIH
CEPBUC YCHIHBUIIBI.

Tyiinai ce3gep: Onokueitn, Ethereum, cwmaprt-konTpakr, Blockscout,
TpaH3aKIUsIIap.
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DEVELOPMENT OF AN INTEGRATION SOFTWARE MODULE FOR
SECURE STORAGE AND DATA EXCHANGE BASED ON BLOCKCHAIN

Abstract. In order to record data in the intellectual anti-corruption
information protection system and validate academic achievements, as well as
official documents of students and graduates of universities and military
educational institutions of the Republic of Kazakhstan, a software module has been
developed. The article discusses the Ethereum blockchain technology based on the
Blockscout browser, which records transaction details on the test network. The
research group presented a practical implementation of a blockchain-based
educational document storage system. The recording serves as confirmation of the
successful execution of a smart contract designed to transfer an academic
transcript. Using the testnet allows you to verify the architecture of the solution,
minimize costs during the development phase, and ensure that each transcript
receives a unique, cryptographically secure impression in the public registry. The
article also provides a bibliographic overview of the use of the Ethereum
blockchain in the field of education. Thus, a service is proposed that is invoked
while working on the student or graduate's portal using blockchain technology,
implemented using the Blockscout browser in the Solidity programming language.

Keywords: blockchain, Ethereum, smart contract, Blockscout, transactions.

Hocrynuaa: 04 utonst 2026 rona
PenensupoBana: 08 urons 2026 roga
Ipunsra: 12 uronsa 2026 roga


mailto:jannayess@gmail.com

FTAXP 81.93.29 — Crossref
https.//doi.org/10.56132/2791-3368-2026-2-66-75-85

K.T. Aarasei!, E.JK. 9aimxkan'?, K.C. Cakan'?
nstitute of Information and Computational Technologies CS MSHE RK,,
Anmatsl, Kazakcran
2Farabi University, Anmatel, Kazakcran
E-mail: ayerkebulan19@gmail.com

VERKLE-KYPBLLIBIMJIAPHI YIITH TOCTKBAHTTBIK TOPJIBI
BEKTOPJBIK MIHAETTEMEJIEPII KYPY

Anaarna. Makanaga KBAaHTTBIK JKOHE  KMOEPHETHKANBIK  KayllnTep
KarJalblHIA JKYMBIC ICTEWTIH OCKEpU >KOHE apHailbl MakcaTTarbl KOpFaliFaH
TapaTbUIFaH aKNapaTThIK JKYHeNep YIIiH AEepeKTepliH ayTeHTU(UKAIMSICHIHBIH
MOCTKBAHTTHIK KYPBUIBIMAAPBIH KYpy Moceneci KapacTelpbuiaiasl. Herisri Hazap
JoNeNieMe  KYPBUIBIMAAPBIHBIH — BIKIIAMIBUIBIFBIH,  JIOKQJIBIBI  YKaHAPTYIBI
KOJIIAybl dKOHE KBAHTTHIK IA0YybUIIapFa TO3IMIUIIKTI KAMTAMachl3 €TETIH TOPJIbI
BEKTOPJIBIK MiHAEeTTEMenepre HerizaenreH Verkle arambin a3ipaeyre OarbITTa FaH.
Minpertemenep xoHe nadmenaeMe MOIU(UKAIMAIAPBIH aFallThl TOJIBIK KaiTa
ecenTeMell OpbIHayFa MYMKIHJIK O€peTiH >KaHapTyJapAbl JIOKalbJbl Tapary
OMICIHE epeKIle Hazap ayJaapbliaabl. Y CHIHBUIFAH TOCLT JEPEKTEPHl >KaHAPTY
KE31HJIE €CEITEeYy IIbIFBIHIAPBIHBIH TOMEHICYIH KaMTaMachl3 €Te/ll KOHE IIEKTEYJIl
€CenTey pecypcTapbl MEH TYpPaKChl3 OaljaHbIC apHajmapbl >KaraaibIHIa
TapaThUIFAH AaKMapaTThl CaKTay IKYWeNepiHIH >KYMBIC ICTEy THIMAUIIIH
apTThIPAJIBI.

Tyiiinai ce3gep: mnocTkBaHTTHIK Kpunrtorpadus, Verkle aramibl, TOpIBI
Kpunrorpadus, KuOepKayirnci3aik, SCKepu OailiaHbIC Kyhenepi.

Kipicme.

AKNapaTThIK TEXHOJOTHUSIIAPABIH KapKBIHABI JaMy 3aMaHBIHIAa MEMIICKETTIK
OCKEpH KOHE apHaibl KYIITIK KYPBUIBIMIAP YIIIH aKmapaTThl KOpFaybl >KOHE
OHBIH KAYINCI3AITiH JaMbITy MaHbI3ABl KamaMm Oousibi TaObuiaapl. KBaHTTHIK
KOMITBIOTEPIICP/IIH Taiiaa 601a 6acTaybiHa OAIaHBICTBI 9CKEpIIepAl OacKapy YIIiH
KOJJIAaHATHIH 3aMaHayH aKMapaTThIK XKyienep, KoprairaH OaillaHpiC apHajIapbiH
JKOHE Tara J1a 60acka MaHbI3Abl WHOOKYPHUIBIMIAP/GI 3aMaHFa cail TaMbITy ©3€KTI
6o oThIp [1].

Ochl yakbpITKa J€HiH KOJIaHBICTA OOJBIN KEITeH alIrOPUTMICP HETi31HEH
YIAKEeH caHaapabl (akTtopuzamnusigay JKOHE aKbIpJAbl KEHICTIKTE JAUCKPETTI
gorapudmaey CHSKTBl  €CeNTepiH KubIHAbIFAa cyieHeni. bipak ounpai
kpunrorpadusuiblk — anroputmiaep lop  anropuTMmaepi  CHSKTBI  KBAHTTBHIK
aNropuTMIEpre ocana OoJIbIT TadbLIaabl. AJl, OV ©3 Ke3eTi1H1e YITTHIK KayIrncCi3aiK
’KOHE KOpFaHBIC cajachlHla AaKMapaTThIK JKyHenep apHachlH NaljalaHbIIl
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xabapnama anmacyra Kayin TeHaipeai. COHABIKTaH /1a, KBAHTTHIK KOMITbIOTEPJIEP
apKbUIbl IaOybUIAapFa Aa Oepik OOJIBITT KeJeTIH MOCTKBAHTTBHIK aIrOpUTMIEPIl
JAMBITY MaHBI3]IbI OOJIBIN OTHIP [2-4].

Kaszipri kpunrorpadusHbIH HET13r1 MaKcaTTapbIHBIH O1pi peTiHE TapaThlUIFaH
aKIMapaTThIK O KYHENepAeri YJIKEH KeJeMHai JepeKTEepAiH TYTaCThIFBI MEH
KYIIASUTBUTBIFBIH  KAMTaMachl3 €Tyl atayra Oomamel [5, 6]. Mynmail moceneHi
menryze, CoHFbl ke3mepi Verkle arampiH KommaHy kem 3eprreninm kyp. Verkle
araibl JEPEKTEPIiH TUECUTITIH JQJENIeyAe BIKIIAMIBl >KOJI YCHIHAIbBI KOHE O
Merkle aramisIHbIH JKETUIAIPIITeH HYCKAChI O0MbIN Ta0buIaaAb [7-9].

ATanFaH KYpBUIBIMHBIH HET13I1 €PeKIIeNiri — BEKTOPJBIK MIHJAETTeMeNIep/Il
naijanaHa OTBIPBIN aFallThIH OYKLI KYpbUIBIMBIH alllllaii-aK 3JIMEHTTIH aFaiika
THECUNITH  nonenned  amanbl.  JKorapel Ja  aranraHaai, KOJJIAHBICTAFbl
MiHACTTeMeIepaiH ko0l Oonamakra OEpIKTIIIKTI KaMTaMachl3 eThed Kaiy
MyMKiHairi xorap. Con cebenti, Verkle aramibiHa €Hri3yre THIMAI BEKTOPJIBIK
MIHIETTEMEIEPIH jKaHa KOJIIaphIH KapacThIpy KakeTTiiri apryaa [10, 11].

Ocpiran  OaiJIaHBICTBI  KPUNTOTPAPUSIIBIK  OEPIKTLIIK, JQJIeAeMeNepIiH
BIKIIIAMJIBIFBI KOHE €CEITey OHIMIUII apachlHIarbl TEME-TEHMAIKTI KamMTaMachl3
€TETIH BEKTOPJIBIK MIHAETTEMENIECPAIH TUIMJ1 TOPJbl CXEMaJIapblH J3ipJey ©3€KTi
FBUIBIMH MIHJET OOJIBIIT TaObLIAIbI.

JlepekTep KYpbUIBIMBIHAA ayTeHTU(UKalMsIay canacblHaa OipkaTap
3eprreyiiep Kyprizutyae. [12] KymbicTa KapachITPbUIBII OTBIPFAH HETI3T1
MakcaTTapbl JQJIEJIeMe KOJIEMIH KIIIPEUTy, 3JIEMEHTTIH KYpbUIbIMFa THECUIITH
TIONIEIICY JKOHE €CENTey >KbUIAMIBIFBIH apTThIpy. ¥3aK YaKbIT OOWbI OJIOKYEHH
CUSAKTBHI ayTeHTH(HUKaIus KypbuibiMaapsl Merkle aramrapblH KOJJaHBINT KeJel
[6]. YaKpIT ©6TKEH CaiibIH aKmapaT KeJieMi apThIl KeJlel, COHABIKTAH JIQJICIIeMe
KYPBUIBIMBI J]a CHI3BIKTBI ©CYTE aNblll Kenedl. bys o3 ke3erinne, yJIKeH KeJeMeri
KyrenepaiH THIMIUTIH ToMeHaeTenl [7].

[11] Mmakanaga KeIMYIICIIK MIHJIETTEMENIep MEH OMCBHI3BIKTBI OcHHeneymep/Ii
kongaHatelH KZG wmingerremenep (Kate—Zaverucha—Goldberg commitments)
naiianadpiiagel. by cxeMena ga 3JEMEHTTIH THECUIIrT MEH JoJIeNIeMEHIH
BIKIIAM JKOJIbl YCBIHBUIFaH. bipak OyJl cXemMa MOCTKBAaHTTHIK OEpIKTIIIKTI
KaMTaMach3 eTneimi. KBaHTThIK KOMIBIOTEpJIep KoJaaHbicKa eHreH ke3zae Illop
ANTOPUTMIHE KapChl TYpa aIMakiIbl.

Marepuajgap MeH Tacijaep.

3eTTey KYMBICBIH/IA TOCTKBAHTTHIK KpUMITOTpadusiia KOJTAHBUIATHIH TOPIBIK
omicTep KOMAAHBULABL. Heri3ri Hazap TOPABIK €CenTepiH KypAeHiIiriHe
aynapeuiabl. TOPIBIK €CenTep Kasipri YaKpITTa KBAHTTBHIK AJITOPUTMIEP apKbLIbI
memiamenal gen ecenreneni. Con cebenTi TOPIBIK €cenTep Y3aK Mep3iMre
KpUNTOTpadUsIIbIK KOPFaybl KAKET €TETIH JKyHeJep YIIH MaHbI3Ibl HEeT13AepIiH
Oipi OOJIBIT CaHaJIA b,

TopJbIK 9miCTEP MEH TOPJBIK KYPBUIBIMAAPIbI KOJIAHYIBIH 0acThl cebedl —
KBaHTTBIK €CENTEY Kypaljapbl JaMbIFaH >KaFdaija J1a JCPEKTEPiH TYTACTBIFbI
MEH KaylICi3/IriH KaMTaMachl3 €Tyl. Ocipece YIKEeH KeJeMIeri J1epeKkTep/il cakTay



o)

Kyhenepinae  KOHE — ayTeHTU(UKAIMs  KYphUIBIMIAphIHAA  KJIACCHUKAJIBIK
KpUNTOTpapUsIbIK  OMICTEPIIH OpHBIHA TOCTKBATTHIK TYPAKTBUIBIFBI  Oap
TOCUIACP/Il KOMTaHy KKETTUIITT apThII 6apa ®aTsIp.

Verkle aramrapeinga opOip TyiliH OipHelne Kepiii 3JeMEHTTEPACH TYpaThIH
BEKTOP apKblIbl cunarTanaasl. OCkl BEKTOPABIH MOHIEP] MIHAETTEME KYPY Ke31H]Ie
KoJanpiagpl. TOpIBIK SIicTep MEH KypbUIBIMAApAarbl MIiHAETTEME CaKuHa
HEMECe MOJYJb YCTIHJEr anreOpaiblK KYpbUIbIM apKblUibl Oepineni. Mbicaisl,
ecernTey Keyieci CakMHaaa KYpri3uryl MyMKiH:

R, = Z,[x)/(FCO),

MYHJIAFbI, § — cakuHa Moayni, an f(x) — n mopexerni xenmymenik. Cakuna
KOIMYIIETIKTEPMEH KYMBIC ICTeyTe JKOHE OJIap.ibl MOIYJIb apKBIIbI BIKIIIAM TYpJIE
KOpCeTyre MyMKIHJIIK Oepei.

MinzaerreMe Kypy Ke3iHJE alllblK MaTpHla, KYIHsS BEKTOpP JKOHE KaTellik
BEKTOpbl Nainanananel. JKanmel Typre Oy OallaHbic TOMEHJAET OPHEKIIEH
cUnarTajiaabl:

C= A-s+e(modq)

MyHmarel, A — ambBIK mapaMeTp peTiHAe albHATBIH MaTpui@a, S —
KO3 PUIIMEHTTEPIIH KACBIPbIH CaKTalaTblH KYIHA BEKTOpPbI, all € — KaTeJiK
BEKTOpHI. KaTesnik BEKTOPhI MIHJIETTEMEH] TIKEJICH allbill KOOJAaH KOPFalIbl dKoHE
TOPJIBIK €CEeITIH KYpAEIUTIriHe CyHleHeTiH Kay1rnci3aiK KACHETIH
KymeiTeai.3epTTeyile  MaTeMaTHKalIblK  MOJETBACY JKOHE  CalIbICTBIPMAJIb
KpuntorpadusuiblK Taljay KOJIIAHbUIABL. O3IPJCHIeH CXEMaHbIH THIMJIUIITH
Oaranmay YIIiH OJ OMCBHI3BIKTBHIK OCHHENeyre HETI3IEeNTeH JOCTYPIl BEKTOPIBIK
MIHJIETTEMEJIEp MEH TUCKPETTI JIOTapu(dMIIIK ecenTtey KypACHUIIriHIH O0JKaMbl
CaNBICTRIPbULIBI.  CallbICTBIPY KpUTEpHUIIepl OOJBIN  JoNeNeMernep oJemi,
MIHJIETTEME JKOHE  TEKCepy  OlepalysiiapblHbIH  €CenTey  KYPACJNLIIri,
TCBHIMAJITAHATBIH JIEPEKTEP/IIH KOJeMi JKOHE KBAHTTHIK IIaOybUIIapFa TO3IMILTIK
JIEHT el KapacCThIPBUIIBI.

HoTu:kenep MeH TajkbliayJap.

JKyMBICTBIH HETI3r1 FBUIBIMU >KaHAIbIFBl Verkle aramibiHIa MOCTKBAHTTHIK
MIHJETTEMENEPl JIOKAIBAbl JKaHAPTY oJici Oobin Tabbutanbl. Kymbicta Oip
TapMaKTBIH ©3repyl TYOIp >KOJBIHBIH op JACHTeHiHIer1 O1p MO3UIUSHBIH JIOKATbIbI
e3repy Tiz0eri peTinae KapacTeipbuiansl. Keiibip Tyiinge [ mo3uius e3repcin. by
MO3MIMSIHBIH €CKi XJINTeJAreH MoHI @;. JKama XomirenreH MoH @; . OnapasiH
apachIHJAFbl alBIPMAIITBUIBIK § MOy apKbLIBI OepiIe/Ii.

A, = a;"— a; (mod q).

TyiiHHIH €CKi MIHIETTEMEC1 KeIeciiel Typre ue:
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C=4r+a,U, +--+aU,+ -+ a,U, (mod g).

[-o1 Mo3WLUsANa ©3repiC €HreHHEeH KeliH »kaHa MiHzerremenep ecki a;U;
. r .
YJIECTiH OpHBIHA kaHa a; U; yieci 6011y Kepek.

C'=Ar+a,U +--+a;,'U + -+ a, U, (mod q).

Kana >xoHe ecki MIHJIETTEeMEHIH albpIpMalIbUIBIFRI TEK O1p MO3UIMAAAH FaHa
TOYe/Ii:
C'—C=a;,'U;,—a;U; (mod q).

C = (a;,'— a;)U; (mod q).

A; aypICTBIpFaHHAH KeHiH 013 JIOKaIbIbI )KaHAPTY (HOPMYJIACHIH aJaMbI3.
C'=C+ AU, (mod g).

byn ¢dopmyna yceiHBUIFAaH OICTIH e3eri Oousblll  TaObutanbl. On  Oip
MO3UIIUSIHBl ©3TePTKCHHEH KEHIH TMO3WIUSIIBIK YJIeCTepAiH OapiblK CyMMAachiH
KaiiTa ecenTeyiH KaKeTi KoK ekeHiH kepcereni. Ecki minmerremeni amsim, 4;U;
O1p TY3€Ty YJECIH KOCY JKEeTKIIIKTI.

Byn Tocin ToONBIK KalTa ecenTeyieH epekiieleHeal. ToJbIK KaiTa ecenrtey
TYHIHHIH OapiblK MO3ULUJIAPBIH KaWTajgaH eHzeiai. JIokalbabl *KaHApTy TEK
©3rePTUITCH MO3UIUSIHBI OHICHII.

XKanaptynel TyOipre Taparty.

Verkle arambiHma >KambIpakThIH ©3repyl TEK COJl KambIpaKTaH Tyoipre
JeHiHT1 )KoIFa acep ereni. O Ko Kesecieit O0IChIH:

Vg, Vy, e, Ug.

MyHAa, Vp TYOlp TyHiHi Oonbim TaObutambl. Vg TYHIHI  ©3repreH
JKarbIpaKkTapbl KaMTuabl. [lapak MoHIH ©3repTKeHHEH KEHWiH ajljbIMEH TOMEHTI
TYHIHHIH TaIlchlpMachl kaHapThutaapl. ColaH KeWiH OChl TYHIHHIH JKaHa
TarchIPMAacChl aTaJIbIK TYHIHIET1 Oip MO3UIIMSIHBIH )KaHa MOHIHE aifHaAIa/Ibl.

ATaIbIK TYHIH YIIIH Kargai e3repicci3 Kamaapl. Tek Oip MO3HIus e3repe,
COHJIBIKTaH (popMyJia KaiTaiaH KOJAaHbLIaIbl.

C,'=C,+ AU (mod q).

Y nepicti TyOipre Aeiin KalTanalTeiH 601ambi3. Hotmxkecinae xaHa TyOipIIik
MIHAECTTEME Iaima Oonamel. A, OWI JKOJIJaH TBIC TYHIHIAEDP ©3repMeri.
CoHbpIKTaH, OJapIbIH MIHACTTEMENepl Kaita ecenrenmeiai. bynm mpuHImn
KAHAPTYBI €Ki JIEHTeiIe JTOKaIbIbl CUIATTaiabl. bipiHIIiAeH, 01 TYWiH aschiHaa
’Kacananpl, SFHA TEK Oip MO3Wmus FaHa e3repeai. EKiHIIIEH, 01 aFaliThiH
IIIHET] JOKaIbJbl ©3repicTi OuAipeai, MyHaa Tek Oip »Kojmarsl TyHiHAep FaHa



e3repeai. O3repTUIreH KallbIpaKTaH TyOipre JeWiHr1 >KaHAPTYIbIH JIOKAJIbJIbI
Tapajy cXxemachl CypeT-1 J1e KopCeTireH.

c©

SN

¢t

|
|
s |
|

|

C(l)

U

7Nt

1 cypet — Verkle arambiHarsl sKaHAPTYIBIH JIOKATIBIbI TAPATY CXEMAacChl

Konawl nonenaeyre acepi.

Jlokanbabl )KaHAPTY 9/1C1 KOJIbI AAJIETACYIH IYPHICTHIFBIH CAKTAYbl KAXKET.
On yuin «kyarep» (witness) Vi-mi xapacteipy MaHp3apl. Erep amanarteia I-mi
TIO3HIIUSI ©3repce, OHIa Kyarepe a;R; yieci %ok,

V= Z a; R; +r (mod q).
j#i

ConppiKTaH, OYJ1 MO3ULIMS YILIH T Kyarep e3repicci3 Kainybl MyMKiH. Tekcepy
JKaHa MIHIETTEMEMEH JKOHE JKaHa a,’ MOHIMEH OpbIHAATA/IbI
C' = AV, + a;'U; (mod q). Erep 6acka t mo3uuuschl e3repce oHe I MO3UIUACHI
alpUIca, OHAA [ MO3UIMSCHI YIIIH Kyarep JOKajbIbl TYPIE >KaHAPTyFa OOkl
V.'=V, + AR, (mod q). Byn xaHapTy COHBIMEH KaTap Kyorepii TOJBIK KaiTa
ecenTeyi KaxeT erneiai. On TeK e3repTUIreH MO3UINS albIPMAIIBUIBIFBIH JKOHE
KbicKa R TynGelineni nainananansl.

CoHApIKTaH YCHIHBUIFAH OJIC TEK MIHACTTEMEHI KaHAPTYbIH FaHa
Koimamaiiapl. OJ  COHBIMEH KaTap JIOKQJIbIbl AallbUTYJapJblH TEKCepUTyiH
caktaiiapl. byn path proof ymin manbp3nel. Verkle aramibIHIaFbl 5KOJ JIOKATbAbI
anbLUTyIap T130€riHEeH Typaibl.
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JlokambIbl JKaHAPTY/IBIH MATEMATHKAIBIK MBICAJIBL.

JIeMOHCTpalUsIIBIK MBICANIBI  KapacThipailblk. IllaFbiH mapamerpiep Tek
apudMeTHKaHbl TeKcepy YIOiH KojjaHpuiaael. Oxap  KpUOTOrpadusuIbIK
TO3IMIUTIKKE apHaJIMaraH.

Bapnbik ecenteynep q = 17 momyni GOMbIHINA KYPTI3UICIH jKoHE TYHIiHIE
k = 3 nosunuscer Oap.

Ampik A = @ %) MAaTpPULIACBIH JKOHE T" = (i) YKACBIPYIIBl BEKTOPJIAPBIH

Gepincin. Onpa, Ar = (; f) @ — Gg) (mod 17),

[To3unumsutapAbIH alIbIK BEKTOPIJIAPHI Keleciie 00ma b

=), w-() n-()

Ecki xomrenren momzepi @, =3, @, =7, da; =4 Goucein. OHma ecki
mingerremenep C = Ar + a, U, + a,U, + a;U; (mod 17) ey Gonanpi.
Cangap/ipl OpHBIHA KOUBII, YJIECTEP/Il CCEITEHIK.

C= Gg) +3 @) +7 (‘3}) +4 G) (mod 17),

s0,= (). 70 (29).0, = ().

Conpa cymmacsl, C = Gg) + (g) + @?) + (240) = (gg) (mod 17).

) .. 4 ..
Monynre kentipreHHeH keiiH C = ( 3 ) anamMbI3. EHOl eKiHIN MO3UIIUSHEI

e3repreTin 0onambi3. Ecki MoHI @5 = 7 -re TeH, ai jkaHa MOHI a,' =12 -re Ten.
AitsipeiMuapst, 4, = a,' —a, =12 -7 =5 (mod 17).
Y ChIHBUIFAH 9Jic OOMBIHINA JKaHA MIHACTTEME JIOKAIBABl TYpPJE €CenTeme/,
C'=C+A,U, (mod 17).
14

Canyiap/isl OpHBIHA KOSATBIH Goncak, C' = ( 3 )—i— 5 (g) (mod 17).

Tysety yneciu ecenreiiik 5U, = @g)

Onna, €' = (134) + @g) - Gg) (mod 17) anamss.

Mogynbre kentipreHseH keiin, C = (?)

Kana mingerreMe TYHIHII TOJBIK KalTa caHaMaii-ak ajblHABL. TeK ecki
MIHJIETTEME KoHE Oip TY3eTy YJeci KOJIIaHbLIIbI.

Mpeicangan KepiHIN TypFaHlaid, YCBIHBUIFAH OJICTIH aWbIpMAIlIbUIBIFbI
ecenrey KejeMiHae Oonbinm  Typ. Jlokampabl skaHApPTYChI3  JKarJgalbIHIA,
TyliHgepain  Gapielk  MiHzerTemenepi @ Ui, a,'Us,, aUs, ..., a, U, xaiita
ecenTeneTin 0oica, yeoHbUIFa dicre Tek A;U; ecenrrenei.

Y mno3uuusibl KIIMIKEHTail MbICall YUIIH aWbIpMalllbUIbIK a3 KepIHEe/l.
Tapmakrany koadpdunmenti xorapsl Verkle TyiiiHi yunH Oy allbIpMalIbLIIbIK
aliTapibikTaii 6onansl. Erep Tyiiinge Kk = 256 nosunms 6oica, OH1a TONBIK KaiiTa
ecernrey O0apJiblK 256 yiecTi Kaiita eHAeyll KaXeT eTedl. JIokalbapl KaHapTy TEeK
O1p MO3UIIUSIHBI OHIEY A1 KAKET €TeIl.



o)

¥ ChIHBUTFaH TOCUIIH FHUIBIMU JKaHAJBIFbI.

3epTTeyiH FBUIBIMH KAHAJIBIFBI BEKTOPJBIK MIHAETTEMENEpre Topiap
TEOPHUSCHIH KoJijaHa oThIpbin Verkle aramibl yimriH >KaHapTYyAbl JOKaJIbIbl TapaTy
oniciH Kiprizy Oonbin TaObutagel. backa omicTeplieH Tarbl €peKIIeNiri, KYMBIC
TUHAMUKAQJIBIK PEKUMII KapacTelpaabl. MyHmai xarmaiga Oip JKambIpaKThIH
MOHIH ©3repTy TYOIp KOJIBIHIAFbI JIOKAJIBAbI )KaHaAPTYyJIap Ti30eTiHe aifHaIa bl

OpOip KON TYHIHIHAE >XaHAa MIHAETTEME €CKi MIHJIETTEMEHI TaiijgaiaHa
OTBIPBIN KeJieci popMyia OOMBIHILIA €CeNTENEI1:

C,'=C,+ AU (mod q).

¥YChIHBUTFAH 9[IC TYWIHHIH OapJiblK MO3ULMSIIAPBIH TOJBIK KaiiTa caHayabl
oonaeipmaiiael. O skaHa TYOIPJIIK MIHAETTEME MEH aFallThIH >KaHAPThUIFAH KYHl
apachIHIaFbl OalIaHBICTHI cakTalibl. OJ COHBIMEH KaTap, JOKaIbIbl JoJICIIEMEH1
anry OeJTiHIH JYPHICTHIFBIH KOPCETE/].

3epTTey KOPBITHIHABUIApHl Verkle araIibIHBIH MOCTKBAHTTBHIK KYPBLIBIMBIH
BIKIIAMJIa JIQJIEIIEMENIep MEH JIOKAIbAbl XKAaHAPTYAbl TaiiajlaHa OTBIPHII Kacay
MYMKIHJITIH KepceTel. KypbUIBIMHBIH HEri3rl apThIKIIBUIBIKTAPBIHBIH Oipl —
JUCKPETT1 JiorapdM KHUBIHABIFEI MEH OWCBHI3BIKTBI OciiHeneyep/l KoJIaHaThIH
KpUNITOTpaUsIIBIK PUMUATHUBTEpAeH Oac TapTy. OHBIH OpHBIHA 3aMaHayH,
OoJamakTa 1a OEpIKTUTIKTI KaMTaMachl3 €TETIH 9/IICTEP/Il KOJIJIaHy.

Y CBIHBUTFAH CXEMaHBI JEPEKTepal ayTCHTH(PUKANMUIAYABIH €H KOIl TapaJiFaH

KYPBUTBIMIAPBIMEH CATBICTRIPY KecTe 1-11e KeNnTipiireH.

1 kecte — AyTeHTHU(pUKALMIIAY KYPbUIbIMIAPBIH CATBICTBIPY

Kacuerrep Mepxkn KZG KonpausicTarel | ¥ ChIHBUIFaH
aramel HETI31HAET1 | TOPJIBIK cxeMa
Verkle BEKTOPJIBIK
araribl MIHJETTEME
IToCTKBaHTTHIK, 4 ) Kok 46 4 )
OCpIKTLIIK
Honenneme TemeHn Korapsel Oprama JKorapsl
BIKIIAM/IbUTBIFBI
Cenimai Kok Ho Kok Kok
MHULIHATA3AIAS
KKETTLIIr
Jlokanpapl )KaHAPTY [minapa [minapa Mekreymi TounbIk
MYMKIHIIT1
Verkle- Kok Ha [exTeymi Ha
KYPBLIBIMBIMEH
yisteciMIIiiri
BHCBI3BIKTHI Kok Ho Kok Kok
OeitHeney i KoJaaHy
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Kecrenen xepininm Ttyprangair, Merkle arambl na xom  GyHKIUSIAPIbI
KOJITaHY apKbUIbI MMOCTKBAHTTHIK OCPIKTUTIKTI KaMTaMachl3 €TKEHMEHJE aKmapar
KoJieMI HeMece arallThlH OWIKTII apTKaHJa THIMCI3 OOJIBIN Kajdybl MYMKIiH.
ConbiMeH Oipre, JOKalbJbl >KaHAPTY MYMKIHZIT i€ CaJbICTBRIPMAibl TYpAC
toemeHzey. Kecre 2-me kpunrorpadusuiblK KAcHETTEpPl CalbICTHIPMAIBI TYpIE
OepinreH.

2 kecte — Kpunrorpadgusiiblk cunaTramManap/ibl CalbICThIPY

Cunarramanap KZG-nerizaeri TopabIk ¥ chIHBLIFaH

Verkle BEKTOPJIBIK cxema
cxemajap

Kayincizaik Herisi | Juckperti Ring-LWE / LWE | Ring-LWE
jorapuhm

[lopa Kok No Nos

ITOPUTMIHE

TYPaKTBLIBIFBI

bIKmaM1bLIIbIK Korapsl Opraiia Korapsl

JIokanb bl [exTeymi Irinapa ToabIK

KaHAPTY

ITocTtkBaHTTBUIBIK | JKOK Ho Ho

Kecte 2-me kenTipuireH MomiMeTTepre KapaWTbiH OoJicak. ¥ ChIHBUIFAH
CXeMaHbIH OlpKaTap apThIKIIBUIBIKTAphIH Kepyre OoJsanbpl. Atam aWTKaH[a,
BIKIIAMBLIBIFBI JKOFapbl, JOKAJIbIbl >KAHAPTYJAPbl TOJBIK >KOHE MOCTKBAHTTHIK
KACHETTepre ue.

bonamak  >KyMbICTap HEMece  ajjarbl  3€pTTEYAIH  MEepPCIEeKTUBAJIbI
OarbITTapbIH aTail KeTenIK:

- JIOJIEeTIEME OJIIEM/IEPIH JKOHE alllbIK TapaMeTpliep/il OHTalIaHABIPY;

- Topra HerizaenreH Verkle araiibiH anmaparThIK iICKE acbIpy;

- HOJIIK KapUsUIaHbIMIAp Ikl 931pJiey.

KopbITbIHABI.

XKympicTa ockepu JKOHE apHabl MakcaTTaFbl TapaTbhUIFaH KOpPFaJIFaH
aKMmapaTThIK  JKyWenepJe  KoJiJaHyFa  OaFbITTalifaH  TOPJIbI  BEKTOPIIBIK
MiHAETTeMesepre HerizaenreH Verkle aramibIHBIH TMOCTKBAHTTHIK KYPBUIBIMBI
ycoibUTFaH. KZG MiHgeTTeMenepine *oHe AUCKPETTI JJorapu(MHIH KYpASTUIIriH
OopKayra HETr131eIreH KOJIJaHBICTAFbI Verkle KOHCTPYKIUSITIapbIHAH
albIPMAaIIbUIBIFBI, YCHIHBUIFAH TOCUT OCNTI1 KBAaHTTHIK IIa0ybUIIapFa TO3IMILTIKTI
KamTamachkl3 eTeTiH Ring-LWE kpunrtorpadgusiabik IpUMUTHUBTEPIH Maii1anaHabl.

3epTTeyaiH TPAKTUKAJIBIK MaHBI3ABLIBIFEI — O3IPJCHTCH CXEMaHbl KeJeci
KYPBUIBIMIAp/Ia KOJIIaHy MYMKIHJIITiHE OailIaHbITHI:

— KOpFaJIFaH dCcKepu OalIaHbIC Keiepi;

— TapaThUIFaH dCKepJiepl Oackapy Kyiuenepi;

— MaHBI3JIbl 00BEKTIIEPAl KUOEepKopray HHGPaAKYPbUIBIMIAPHI;



— KOpFaJIFaH BEIOMCTBOAPAJIBIK ©3apa iC-KUMBLT KYHeepiHe;

— Oapnay akmapaThlH CaKTayabIH TapaThUIFaH KYHEICPiHIH TapaTybl.

¥ ChIHBUIFAH TOCUI1 KBAHTTBIK €CENTEy KaTepiepiHe KoHe Ka3ipri 3aMaHFbl
KPUNTOAHAIN3 KypajjapblHa TO3IMIUIIKTI Tajgalm €TeTIH MepCIeKTUBAIbI
KHOCPKOPFAHBIC JKOHE KOpFalFaH JCPEKTEp alMacy JKyHeslepiHjae KoJaaHyFa
0oJ1aIbl.

Aarbic. 3eprrey xymbicTapel KP FOKBM AkxkmaparTelk koHE ecenrtey
TexXHoJorusuiapel MHCTUTYThIHTA AP23488112 «Verkle arambl HeriziHze
KBaHTTHIK TO3IMII IMUMPIBIK KONTaHOA CXEMAChIH KYpPy KOHE 3epTTey» K00achl
asICBIH/Ia OPBIHIAIBI.
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Abstract. This paper addresses the problem of constructing post-quantum
authenticated data structures for secure distributed information systems operating
under potential quantum and cyber threats. The primary focus i1s on the
development of a Verkle tree based on lattice vector commitments, providing
compact proof structures, support for local updates, and resistance to quantum
attacks. Particular attention is given to the local update propagation mechanism,
which enables modification of commitments and proofs without full recomputation
of the tree. The proposed approach reduces computational overhead during data
updates and improves the efficiency of distributed storage systems operating under
limited computational resources and unstable communication channels. The
proposed scheme can be applied in secure distributed storage systems, cyber
defense infrastructures, and protected communication environments requiring post-
quantum security guarantees.
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HOCTPOEHHUE PEIHETOYHBIE BEKTOPHBIE KOMMUTMEHTDI
JJIAA VERKLE-CTPYKTYP

AnHoTamusi. B  cratee paccMarpuBaeTcs mpoOjieMa  MMOCTPOCHHS
MOCTKBAHTOBBIX ~ CTPYKTYp ayTeHTH(PUKAUWK JaHHBIX IS 3al[UIIEHHBIX
pacnpeneneHHbIX MH(GOPMAIMOHHBIX CHCTEM BOEHHOTO M CIEHHUAIBHOTO
Ha3HA4YeHMsI, (PYHKIMOHUPYIOIIUX B YCIOBUSX MOTEHIUAIbHBIX KBAaHTOBBIX U
kuOepHeTnyeckux yrpo3. OCHOBHOE BHHMaHHUE yjaensercs paspaborke Verkle-
JiIepeBa Ha OCHOBE PEIIETOYHBIX BEKTOPHBIX KOMMHMTMEHTOB, O00ECIEUMBAIOIIEIO
KOMIIAKTHOCTb JI0KAa3aTeJIbCTBA-CTPYKTYP, MOJACPKKY JIOKATBHOIO OOHOBJIEHUS U
YCTOMYMBOCTh K KBaHTOBbIM arTakaM. Oco0oe BHUMaHHE YAEJIEHO METOAY
JOKAJIbHOTO  PaclpoOCTpaHEHUsT OOHOBJIEHMH, MO3BOJIAIOIIEMY  BBINOJHATH
MOAM(PUKALNIO 0053aTeNIbCTBO U JI0KAa3aTeNbCTBA O€3 MOJHOT0 MepecyeTa JIepena.
[TpennoxeHHBIH TOAX0A 00ECIeYBACT CHMYKCHHE BBIUMCIUTEIBHBIX 3aTpaT MpHU
OOHOBJIEHMM JIaHHBIX W TOBBIMAET 3P(HEKTUBHOCTh (PYHKIMOHUPOBAHUS
pacmpesieieHHbIX CHCTeM XpaHeHUs WHQOpPMAIMM B YCIOBUSAX OTPAaHUYCHHBIX
BBIYHCIIUTEIBHBIX PECYPCOB U HECTAOMIIBHBIX KaHAJTIOB CBS3H.

KirwueBble cjoBa: T1ocTkBaHTOBasi kpunrorpadusi, nepeBo Verkle,
pemieryartas kpunrorpadusi, KubepOoe30macHOCTh, BOCHHBIE CHUCTEMBI CBSI3H.
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PA3PABOTKA GIS-OPUEHTUPOBAHHOM METOJUKHU
HPOI'HO3UPOBAHMUA 30H ITAJAEHUSA OTAEJAIOHINXCA
CTYNEHEW PAKETBI-HOCUTEJIS

A”HoTauus. B cratee paccmarpuBaercs GIS-opueHTHpOBaHHAs METOAMKA
MPOTHO3UPOBAHUS 30H MaJCHUS OTIEIAIONIMXCS CTYNEHEH pakeThl-HOCUTENSI Ha
OCHOBE HHTErpalid JE€TEPMUHHUPOBAHHOTO  MOJICJIMPOBAHUS  TPACKTOPHH,
CTOXaCTUYECKOTO aHajiu3a HEOMPEACIEHHOCTH M IPOCTPAHCTBEHHOM OICHKHU
pucka. Ilpemmaraemplii MOAX0a OOBEAWHSACT JETHO-TEXHUYECKHE IapaMeTpPhI
CTYIIEHU, METEOPOJIOTUUECKHE JaHHBIC U T€ONMPOCTPAHCTBECHHYIO MH(OOPMAIIMIO B
paMKax eIMHON BBIYUCIUTEIBHON CXEMbI, 00SCIIeUNBAIOIICH pacuéT HOMHUHATBHOM
TpaekTopuu, (POPMHUpPOBAHHE BEPOSTHOCTHOM OOJACTH TAJACHUS M IOCTPOCHHUE
undpoBbIX KapT pucka. [Ins Bepuduxanumm nogxona ObUIM PaCCMOTPEHBI TPHU
CIIEHApUsI, Ppa3IMYaIOIIMECs MAcCOM CTYNEHH, CKOPOCThIO BETpa U YyTIJIOM
OT/IeJICHHs. BBIMOMHEHO CpaBHEHHE KJIACCUUYECKOW OalNIMCTUYECKON MOJIeNH,
croxacTuueckor moaenu Monrte-Kapino u Mojenu ¢ 3JieMEHTaMu UCKYCCTBEHHOTO
MHTEJIJIEKTa U MallMHHOTO oOy4eHusd. [lokazaHo, 4TO MPUMEHEHUE COBPEMEHHBIX
METOJIOB MO3BOJIIET CHU3UTh CPEAHION OIIMOKY MpOrHo3a a0 60 M, YMEHBIIUTH
CTaHJAPTHOE OTKJIOHEHUE 10 25 M U COKpAaTUTh JOJII0 BbIXOJA 3a MPEaeiibl
6e3omnacHoil 30HBI 110 1%. [IpocTpaHCTBEHHBI aHAIM3 pPHUCKA TOKa3al, YTO
HanboJsiee YSI3BUMBIMU SIBJISIFOTCS TEPPUTOPHH C BHICOKOM TUIOTHOCTHIO HACEICHUS
M Hagu4yueM KpuTudeckod uHpacTpykTyphl. IlomydeHHble pe3ynbTaThl
MOJTBEPXKAAIOT, YTO HHTETpalUs TPAaCKTOPHOTO MOJICIIMPOBAHUS, aHAJIN3a
HeornpeAaen€HHOCTH W GIS-MHCTpYMEHTOB MOBBIIIAET TOYHOCTh MPOTHO3a U
MPAKTUYECKYI0 3HAYMMOCTh CUCTEMBI MJI1 MOAJEPKKU MPUHITUS PEIICHU Mpu
obecrieyeHUr 0€30MaCHOCTH KOCMUYECKHUX 3aITyCKOB.

KiroueBble  ci10Ba:  pakeTa-HOCHUTENb,  OTHEIAIOMIASACA  CTYIICHb,
IIPOTHO3UpOBaHUEe 30H mnazaeHus, GIS, croxacTuueckoe MOIECIMPOBAHUE,
MPOCTPAHCTBEHHAs OlIEHKa pucka, metoq Mounrte-Kapino, AI/ML.
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BBenenue.

[loBbilIEHWE TEMMOB Pa3BUTHUS a’POKOCMHYECKOM OTpacid UM POCT
KOJIMYECTBA MYCKOB PaKET-HOCUTENEH O00yCIaBIMBAIOT PACTYIIYIO MOTPEOHOCTH B
TOYHBIX, TUOKUX U MaCIITa0MPYEMBIX CHUCTEMaxX OLIEHKH PHUCKOB, CBSI3aHHBIX C
MajIeHUEM OTICISAIONMXCS JacTed pakeT. OCOOCHHO Ba)KHOW CTAaHOBUTCS 3ajiaya
ONEPATUBHOIO OMPEJICICHUS 30H BO3MOKHOT'O TTOPAKEHUSI HA TOBEPXHOCTH 3eMIIU
Y UHTErpalli ATUX JIAaHHBIX B CHCTEMBI MOJJECPKKU PEIICHUM, padoTaronue B
peXKHUME pEealbHOrO0 BpEMEHH. BMmecTo TpagullMOHHBIX METOJOB pacuéra
TPaeKTOPHil, OCHOBAHHBIX Ha KJIACCUYECKOM OarIMCTUKE, BCE Yallle MPUMEHSIOTCS
rUOpUHBIE TEXHOJOTUM, BKJIIOYAIONIME OSJEMEHThl MAIIMHHOTO O0y4YeHus,
aJalTUBHOTO MOJIETUPOBAHMS ¥ T€OMH(GOPMAIIMIOHHOTO aHAJIU3A.

B pa6orte [1] npeacTaBieH 0030p COBPEMEHHBIX CUCTEM pa3jielieHus u copoca
B A3POKOCMHMYECKHMX amIaparax ¢ JIEeTAIbHBIM CpPaBHUTEIIBHBIM aHAIU30M
3G (HEKTUBHOCTH PA3NUYHBIX KOHCTPYKTUBHBIX pemieHuil. Ocoboe BHUMaHUE
YAEJIECHO MAaTeMaTUYECKUM MOJICIISIM MOBEICHUS OTIEIISIIOIIMXCS YacTed MOCIe
paclerieHus, a TakXKe aJalTUBHBIM MOJX0JaM K O0eCHedeHHUI0 Oe30MacHOCTH,
Bkimrouass npuMeHeHne [UC i OLEHKM 30H NOTEHUHAIbHOW OMACHOCTH.
[TomuépkuBaercs BAXKHAA poJb MEPCIEKTUBHBIX MAaTEPUAJOB,
IIEKTPOMEXAHUYECKUX CUCTEM M aJTOPUTMOB YIPABICHUS PU CHUKEHUHU PUCKOB
aBapuiHbIX cutyanui. CtaThs [2] NOCBSIIEHA BCECTOPOHHEMY MAaTEMaTHYECKOMY
HCCIIEIOBAHUID TPACKTOPUU CTYIEHEM pPaKeT II0CiIe OTHACICHUS C YUYETOM
adpoAMHAMUYECKUX (AKTOPOB M BO3JEHUCTBUA MeTeoycioBuil. B pabote
npuMmeHsiercss  cuctemMa  auddepeHnranbHbIX  YPaBHEHUM,  YUUTHIBAIOIIAs
W3MEHEHHE MAacCChl, COMPOTHUBJICHHE BO3AYIIHON Cpelbl U OOKOBOW BETEp, UTO
oOecrieuynBaeT JOCTOBEPHOE MOJCIUPOBAHUE NBWXKEHHUS O0BEKTOB. KiroueBbIM
AJIIEMEHTOM KCCIICIOBAHUS SIBIISIETCS KAIMOPOBKA MOJENEH MO JaHHBIM MPOIIIBIX
MyCKOB, a TakXK€ OIIEHKa BEPOSATHOCTU MOMAJaHUsi OOJIOMKOB 3a MPEESIbl 30HbI
oe3omnacHoctu. PaccMarpuBaroTest moxoabl K GOPMUPOBAHUIO KApPT 30H MAJICHUS C
WHTETpalyeil B OTEYECTBEHHBbIE T'eoMH(GOPMAIMOHHBIE CHUCTeMBI. [lomyueHHbIe
pPE3yJIbTATHI COTJACYIOTCA C AKCIIEPUMEHTAIIBHBIMU TAHHBIMH, YTO TOATBEPKIACT
BBICOKYI0 TOYHOCTh M MPAKTUUYECKYI0 MPUMEHUMOCTb pa3pabOTaHHOW METOJIMKHU
IpY ONEPATUBHOM IIaHWpoBaHUM. [IpegycMoTpeHa KOMIUIEKCHAs CHCTEMA
OTIOBEIIEHUS ¢ aBTOMATUYECKOW TeHepaled KapT M PEKOMEHJAlUM I CIIykKO
6e3omnacHocTu. B mybOnukanuu [3] mpencTaBiieH MOTYKOJIWYECTBEHHBIN alTrOpUTM
OIICHKH PUCKOB TMOBPEXKIACHUS HA3€MHBIX COOPYXEHHM 00soMKamu pakert. Jlis
YIIYUIICHHS TOCTOBEPHOCTH PACYETOB MPUMEHSETCS WHTErpalus 0aTMCTUYECKIX
CUMYJIAIIMA C  TEOMH(DOPMAIMOHHBIMH  CHCTEMaMH, 4YTO  OOecTeunBacT
JTUHAMUAYECKOE OOHOBJIICHHE 30H pHUCKAa C YUYETOM TEKYIIUX METEOJaHHBIX U
HaBUTAIMOHHOW nH(popManuu. OnucaH MOAXO0] K MPOCTPAHCTBEHHO-BPEMEHHOMY
MO/JICJIUPOBAHUIO: IPOTHO3UPYETCA HE TOJBKO KOOPAMHATHI BO3MOXKHOIO MaICHUS,
HO W BEPOSTHOCTH MOSBJICHUSI OMACHOTO 00OBEKTA, a TaAKKE BPEMEHHBIC PAMKH €T0
nosiieHus. [IpuBeneHbl pUMEpPBbl MPAKTUUYECKOTO MPUMEHEHHUS Ha KUTaAMCKHUX
KOCMOJIpOMaxX, a TAaKK€ PEe3yJbTaTbl CPAaBHEHUS C TPAJAUIMOHHBIMU MOEISMHU.
OTMeuaeTcsi Ba)KHOCTb MCIIOJIb30BaHUSl AJAlTUBHBIX METOIUK, IO3BOJISIIOLINX
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ONEPATUBHO BHOCUTH KOPPEKTUBBI B PACUETHI P U3MEHEHUN TPACKTOPHUH IMOJETA
Wi MeteoycioBuil. B uccnenoBanun [4] mpemsiokeH KOMIUIEKCHBIA TMOJIXOH K
OLICHKE YTPO3bl Il HAcelIeHHs] M OOBEKTOB HH(PPACTPYKTYpPHI CO CTOPOHBI
00JIOMKOB  pakeT, OCHOBAaHHBIHI Ha  OOBEAMHEHUH  OATUCTUYECKOTO
MOJICTUPOBAaHUSA M MPOCTPAaHCTBEHHOro aHanmu3za B cucremax GIS. C
HCIIOJB30BAaHUEM TIEPEIOBBIX T'€OMH(POPMAIIMOHHBIX TEXHOJIOTUM CTPOSITCS KapThl
BEPOSATHBIX 30H TAJICHUS, a TakKXKe pa3pabaThIBalOTCA CIEHAPHBIE MOJIENN
CHWXeHUus yliepba. B pabore peasiv3oBaH aqropuT™M AMHAMUYECKOTO Mepecyera
TPaHUIl 30H PUCKA C YUYETOM aKTYyIM3UPOBAHHBIX TPACKTOPUN U METECOCBEIACHHUI.
OddexkTuBHOCT METONAa NPOWJUIIOCTPUPOBAHA HA TNpUMeEpax (PaKTUYECKUX
IIyCKOB, MPOJEMOHCTPUPOBABIIMX BO3MOYKHOCTh AaBTOMAaTUYECKON TEHEpAIUU
OTIOBEIIICHUM IS TPaXkIaH U OpraHoB ynpasienus. B padote [5] paccmarpuBaercs
MOJICTUPOBAaHUE JAWUHAMUKHU PpA3[ECICHUS CTYNEHEH C YYETOM MHOTOCBSI3HBIX
B3aMMOJICUCTBUM, TEPEXOJHbIX SBICHUHM U a’poJMHAMUYECKUX (HaKTOPOB.
[Toka3zaHo, YTO HCHOJIb30BAHHE AJANTUBHBIX AJITOPUTMOB U METOJI0B MoHTe-
Kapiio 1o3BoOJIIET yYUTHIBATH HEONPEAECIEHHOCTA HAYyajdbHBIX YCIOBUW U
dbopMUpOBaTH  BEPOSITHOCTHBIE  30HBI  BO3MOXXHOTO  MaJeHUSI  OOBEKTOB.
[Tonyuennsie pe3ynbTaThl uHTErpupytorcs B ['MC, 4uyro oOecneunBaer
BO3MOKHOCTh IPOCTPAHCTBEHHOTO AHAJIM3a PHUCKOB M NPUMEHEHHE MOJEIU B
cHUCTEMax MOJJEPKKU pemieHuil. B craTee [6] ucciienyercss BIMSHUE CIIyYalHBIX
OOKOBBIX Harpy30K B COIUIC HA IMHAMUKY PAKEThI MIPHU MOJIETE HA MaJIbIX BHICOTAX.
Jns onmucaHusa CIy4yalHOrO CMEIICHUSA JIMHUU OTPbIBA MOTPAHUYHOIO CIIOS H
CBSI3aHHBIX C HMM YIJIOBBIX U TOCTYIATEIbHBIX OTKIMKOB PAKEThl HUCIIOJIb3YETCS
nporiecc OpHinreiina—YnenOeka. [lokazano, 4To mpejioKeHHas aHATUTHYECKas
MOJIEJIb XOPOIIO COIJIaCyeTcsl C pe3yJbTaTaMd BBICOKOTOYHBIX YHCIICHHBIX
pacy€ToB M MO3BOJISIET OMPENEIUTh MPAKTUYECKUE CIOCOOBI CHIKEHHUS YTIIOBBIX
OTKJIOHCHHUN U TIOBBIIICHHUS JeMII(UpPOBaHUSA TIOCIE MPEKpalleHuss OOKOBBIX
Harpy3ok. B paGore [7] mnOpemyokeH CTOXaCTHUYECKUH TOAXOJ K aHalu3y
TPACKTOPHI PAKETHBIX JJIEMEHTOB IO BO3JICUCTBUEM CIyYalHBIX OOKOBBIX
Harpy3oK ¢ ucrnoJib3oBaHueM mnpouecca OpHiureiiHa—YneHnoeka. IlokazaHo, yTo
YUET CIyYalHBIX a3POJUHAMUYECKUX BO3MYILIECHHUI MO3BOJISIET TOYHEE ONMKCHIBATH
pacnpenesieHne BO3MOXHBIX TOUYEK NAJCHUS M OLIEHUBATh PUCK OTKJIOHEHUM
TpaeKTOpuHu. ABTOPBI MOJYEPKUBAIOT BAXXHOCTh BKJIFOYEHHUS TakuxX 3((PEeKToB B
CUCTEMbI paHHEro MNPeayNpeKIeHUsT M KOHTpossl Oe3omacHOocTH monéra. B
WCCJICIOBAHUM [8] TPeI0oKEeH MHTETPUPOBAHHBIN MOAXO K OLIEHKE PUCKOB JJIs
HaceleHusT M OO0BEKTOB WHEOPACTPYKTYpPhl, OCHOBAHHBIM HA COYCTAHUU
oammuctudeckux mogeneit u ' MC-texnonoruit. C moMoIb0 TpOCTPAHCTBEHHOTO
aHaiM3a CTPOATCS KapThl TMOTCHIUMAIBHBIX 30H TajeHUs (parMeHTOB W
pa3zpabaThIBalOTCs ClieHapuu CHUWXKeHus ymepba. IlpemcraBinen anroputm
JVHAMUYECKONW KOPPEKTUPOBKU T'PAHUIL] 30H OMACHOCTH C YYETOM IOCTYIAKOIIEH
uHOpMAIIUU O TPACKTOPUM JBWIKEHUS W MeTeoycioBuil. PaccmarpuBaetcs
peau3yeMOCTh ABTOMATUYECKOM TE€HEpPALMU OINOBEIICHUM I JKUTENIEn U
YIOJHOMOYEHHBIX opraHoB. B  pabore [9] ngeranbHO  aHamU3HpyeTCs
B3anMoOJIelicTBHE ¢ 0a3aMH JaHHBIX 3€MJIENOJb30BaHMS, TO3BOJISIONIEE YUUTHIBATh



CTENEHb 3aCTPOMKHM M pACIONIOKEHUE OOBEKTOB IMOBBIIIEHHOW 3HAYMMOCTH.
[TpuBoasiTcss kpuTepun OIEHKH 3(H(PEKTUBHOCTH MOJECH, a TaKKe METOIbl HX
MPOBEPKM Ha OCHOBE MpakTH4eckux peanuzaunuii. B padore [10] mpeacrapieHa
MaTeMaTH4ecKass MOJIeJib JMHAMUKH MHOTOKPATHOTO pa3JeleHUsl CTYIEHEH,
YUYUTHIBAIOINIAS a3pOJAMHAMUYECKUE MapaMeTpbl, BHYTPEHHUE B3aUMOJACHCTBUS U
BHemHUE (akTopel. [lokasaHo, 4TO HACTpOWKa MOACIH TOJA PEabHBbIC METEO- U
MOJETOBbIE  JJAHHBIE TMO3BOJISIET MOBBICUTH  JOCTOBEPHOCTH  OMNpPEACICHUS
KOOpAMHAT  mnaacHusA. [lomydeHHble  pe3yibTaTbl  BU3YAIU3UPYIOTCA B
reoruH(OpPMaIMOHHOM CHCTEME M MOTYT MPUMEHATHCS B CUCTEMaX MOJICPKKH
pELIECHU IPY AKCILTyaTallK ITyCKOBBIX KOMIUIEKCOB. B craTthe [11] npencraBnena
pa3paboTaHHas ¥ TPOTECTUPOBAHHAS MOJENb IMPOTHO3UPOBAHUS 30H IMAJCHUS
yckopuTened ¢ yd4étoM (akTtudeckoro mpoduiis BeTpa U adpOJMHAMHYECKHX
(bakTOpoB Ha pa3IUYHBIX BbICOTaX. /[ TOYHOTO OIpeAesieHUus TPACKTOPUU B
peaIbHOM BPEMEHHU MPUMEHSIOTCS aJlallTUBHbIC (DUITBTPHI, OCHOBAaHHBIE HA TAHHBIX
pamapoB © COyTHUKOB. HMHrerpammss mnonydeHHbIXx pe3ynbratoB B [HC
oOecrieurBaeT BO3MOKHOCTb  MCIOJIb30BAHMS MOJIEM JIJIi  OIOBEIICHMUS,
OpraHU3allid Ha3e€MHBIX MEPOINPUITHI U MOBBIIICHUS JTOCTOBEPHOCTH IMPOTHO3A.
B pabote [12] ananu3upyeTcs HHTETrpalusl pacuéToB OATMCTUUECKUX TPACKTOPUM
C reomH()OPMAIIMOHHBIMM CHUCTEMaMU C 1EJIbl0 (POPMHUPOBAHUS 30H MAJICHUS
CTylleHel  pakeT W  ux  obOimomkoB. IlokazaHo, d4YTO  coyeTaHHe
reONPOCTPAHCTBEHHOIO0  aHallu3a C METEOJIaHHBIMU U jJemMorpaduyeckoin
uHpopmarueit 1aéT BO3MOXKHOCTH CO3/7aBaTh WHTEPAKTUBHBIE KapThl yIpo3 U
reHepUpOBaTh ABTOMATUYECKUE OTUYETHI /ISl CIIy )0 oOecriedeHus: 6ezonacHoctu. B
pabore [13] aHanu3MpyOTCAd TMOAXOAL K aJalTUBHOMY YIPABICHUIO U
ONTUMHU3AIMA TPACKTOPHUM MHOTOCTYNEHYAThIX PAKET, HaIpaBICHHbIE Ha
YMEHBIIIEHUE BEPOATHOCTH NaJCHUS U MOBBIIIEHUE TOYHOCTH JOCTABKH MOJIE3HOTO
rpy3a. Ilpumensitorcsi THOpUIHBIE METOJbI, OOBEIUHSIONINE TPATUIUOHHOE
MOJICJIMPOBAHUE, TEXHOJIOTMU MAIIMHHOrOo o0yuyeHus u uHterpauuio ¢ ['UC. B
cratbe [14] paccmarpuBaercs co3gaHue aBTOMAaTU3UpoBaHHbIX GIS-cucrtem nis
MPOTHO3UPOBAHUSI 30H TMAJCHUSI CTYNMEHEH pakeT Ha KocMoapomax Poccuwu.
ABTOpBI UHTETPUPYIOT OAJTUCTUYECKUE PACUYEThI, MPOCTPAHCTBEHHBIN aHAIU3 U
BU3yaJIM3alMI0, YYUThIBasE peiabed MECTHOCTH, UCIOJIb30BaHUE 3eMelb U
MeTeosiaHHbIe. [1okazaHo, 4To mojgo0Hast MHTErpaus o0ecneurBaeT ONepaTUBHOE
OOHOBJICHHE KapT U OTYETOB B PEKUME PEATHHOTO BPEMEHH, a TAKXKE MOBBIIIACT
3G ()EKTUBHOCTh  B3aMMOJICUCTBUSI MEXIy pa3IMYHBIMH  BEJAOMCTBaMH. B
yccienoBanun [15] mpeacraBiaeH MeETOJ OILEHKH YIpo3bl Uil HAaceIeHUS W
00BeKTOB MH(MPACTPYKTYPHI MPHU MAJCHUU OOJIOMKOB PAKET C HCIOIH30BAHUEM
CTaTUCTUYECKOTO aHanu3a, moaenupoBanuss Moure-Kapno u I'HC. [Toka3ano, uro
BKJIFOUCHHE PE3yIbTaTOB MOJCIHUPOBAaHUS B IU(POBBIE KapThl IO3BOJISET
OTIEPAaTUBHO BBISIBISATh 30HBI C HAWOOJBIICH BEPOSTHOCTHIO TMOPAXKEHUS U
MPUMEHSITH MMOJYyYCHHBIC JaHHBIE Il OpraHU3allMu dBaKyallUOHHBIX JelcTBUN. B
ctatbe [16] mpencraBieH o0030p KOHIENUUM HUGPOBOTO JBOWHHMKA U €0
NpUMEHEHUsI B KUOEpPU3NUECKUX MPOU3BOJICTBEHHBIX cucTeMmax. [lokazaHo, uTo
nu(ppoBble JBOWHUKM HCHOJB3YIOTCS I MOJEJIMPOBAHUSA, MOHUTOPUHTA B
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pearbHOM BpPEMEHU, ONTHUMHU3ALUMU U TMOIAECPKKUA MPUHATHS PEIICHUH Ha BCEX
JTanax >KU3HEHHOro 1ukiIa. B kHure [17] mnpencraBaeHO MNPaKTUYECKOE
pykoBozcTBO 1o padore ¢ QGIS (Quantum geographic information systems) kak
OTKpBITOM TeOMH(pOPMAIIMOHHON maTgopmoii. PaccmaTpuBaioTcs OCHOBHBIC
byHKIIH CUCTEMBI, BKJIIOYAst UMIIOPT JTAHHBIX, BU3YyaIN3aIIHIO,
MPOCTPAHCTBEHHBIN aHAIIU3 U CO3/JaHUE MHTECPAKTUBHBIX KapT. JlaHHBI UCTOYHUK
MoJIe3eH Kak MeToaudeckas 0asza mis mpumeHeHuss GIS-uHCTpyMEeHTOB B 3amadax
KapTUPOBAHUS W TIPOCTPAHCTBEHHOU OIleHKM pucka. B padorte [18] omenuBaercs
yrpo3a JijIsl HaceJeHus cTpaH riodanpHoro FOra, 00yciaoBlIeHHAs HEYTPABISIEMbIM
NPOHUKHOBEHUEM BEPXHHMX CTyNEHEH pakeT M HX O0O0JIOMKOB B armocdepy.
[Ipennaraercst BBeI€HHE HOPMATUBHO-IIPABOBOT'O PETYJIUPOBAHUS, HAIIPABIEHHOTO
Ha MpeAoTBpalleHue cOOEeB IMPU KOHTPOJIUPYEMOM BO3BpalleHUH 00BEeKTOB. B
pabote [19] mpuBenén o630p moxeneit 1D/3D (MOCAT, SOLEM wu nap.) ¢
JETANbHBIM  PACCMOTPEHUEM  alTOPUTMOB  PACHPOCTpaHEHUsI OOJOMKOB U
CTAHOBJICHUSI KOPEUCKOW MHKEHEPHOM KOCMHYECKOW WIKOJbl. B uccienoBanuu
[20] mnpencrtaBieHa (PU3UKO-dKOHOMHUYECKAass MOJENIb 3arpsi3HEHUS HU3KOM
OKOJIO3€EMHOM OpOMUTBI, CBUIETEILCTBYIOIIASE O BEPOATHOCTH HACTYIUICHUS
cunapoma Keccnepa B nmepuoa ¢ 2035 mo 2048 roa mpu OTCYTCTBUM MEp IO
CHIDKEHMIO pUCKOB. B pabGote [21] mpemyioxkeHa maTeMaThueckas MOJIEIb
TpaeKTopuil chepruyecKuX KOCMUUYECKUX OOJIOMKOB Pa3HBIX Pa3MEpOB C YUETOM
CONPOTUBJICHUSI aTMOC(hEPHI, MPU ATOM 3HAYUTEIbHAS YaCTh apaMeTpOB MaJcHUs
PacCCUUTBHIBAECTCS. AHAIUTHUYECKHU. B wuccnenoBanuu [22] npencraBieHa
MaTteMaTU4ecKas MOJENb JBYXYpPOBHEBOI1 3a1a4n KOMMMUBOSIKEPA,
MpeaHa3HAYeHHAas JUIsl COCTABJIEHUS IJIaHA MUCCHI MO JTUKBUIAALNNA KOCMUYECKHUX
O0OJIOMKOB, TPU 3TOM Il pacuéra MpUpAIICHUS CKOPOCTH AV M ONTUMHU3AIMH
TPACKTOPUU MPUMEHSIOTCSI HEHPOCETH ITyOOKOTO OOYUYEHHS M METOJIbI O0yUEHUS C
nojkpersieHueM. B uccrnenoBanun [23] u3ydaroTcss MOACIMPOBAHUE M aHAIU3
X0Jla pa3lieJICHHs] CTYNEHEN ABYXCTYNEHYAThIX MHOTOPA30BBIX PaKET-HOCUTENEH.
Ocoboe BHUMaHUE yAENAETCS TUHAMUKE OTHOCHUTEIBHOTO JIBMXKEHHUS 3JIEMEHTOB
MOCJie OTIEJICHUs, OLIEHKE YCTOMYMBOCTH XOJa Mpollecca, a TaKXKe BIUSHUIO
a’pOJIMHAMUYECKUX TMapamMeTpoB Ha Oe3omacHocTh Tmosi€ra. B cratbe [24]
paccMaTpuBaeTCs MOJEIUPOBAHWE MHOTOCTYIEHYATOW JUHAMHUKU pPa3/iefieHUs ¢
IIPUMEHEHUEM METoJa YpaBHEHUM cBsa3ed. EE 3HaueHune 3akmroyaeTcs B
MOBBIIIIEHUA TOYHOCTH Y4E€Ta B3aUMOJIECHCTBHUS OTACIISIONIUXCA DJIEMEHTOB B
nepexogHol mepuod. B wuccinenoBaHum [25] W3YyYEHBI a3pOJMHAMUYECKHUE
CBOMCTBa TIpollecca OTACJICHUS IEepBOM CTyNmeHW pakeTrbl Ares [, co3gana
COOTBETCTBYIOIIIAsl CIIpaBoyHas 0aza MaHHbBIX 1Jis pacu€ToB. [IpoBen&HHbIN aHaN3
JEMOHCTPUPYET BIUSIHUE a’pOJMHAMHYECKUX T[OKa3aTeleil Ha TPaeKTOPUKY
JBIDKYIIUXCS 4YacTeW pakeThl Iocie otaeleHus. B pabore [26] mpoaomkeHO
HCIIOJb30BaHME METOJIa YPAaBHEHUUN CHUJI CBSA3U IPU PEUICHUU 3a7ad pa3ieicHUus
CTyTeHel pakeTbl-Hocutensi. [lokazaHa BO3MOXKHOCTH 00Jiee TOUHOTO YHCIECHHOTO
MOJICJTUPOBAHUS B3aMMHOTO JIBMKEHUS CTYIEHEM M OIEHKH HaAEKHOCTH HX
paznenenus. B pabore [27] anamuszupyercs npuMeHeHue metona Monte-Kapio
OpU  NOPOCKTUPOBAHWU  PAKETBI-HOCHUTENII U MPOBEPKE  COOTBETCTBUSA



YCTaHOBJICHHBIM TpeOoBaHUsIM. OCHOBHOM BKJIaJ MCCJIEIOBAHUS 3aKIIIOYAETCS B
MOKa3e TOro, Kak BEPOSITHOCTHOE MOJICTIMPOBAHUE IIOMOTAET YYUTHIBATH
HEOMNpeAeIEHHOCTH TMapaMeTPOB M OIEHMBATh JUAMAa30H BO3MOXKHBIX HCXOJIOB.
HNccnepoBanne [28] NOCBAIMIEHO aHAIW3Y PHUCKOB M HEOINPEICIEHHOCTEN,
OOYCIIOBJIEHHBIX  HENPEJHAMEPEHHBIM  MPOHUKHOBEHHUEM  HCKYCCTBEHHBIX
KOCMHYECKUX OO0BEKTOB B armochepy 3emun. B pabore paccMmarpuBaetcs
BEPOSITHOCTHASI MPUPOJIa UX MAJCHUSA, a TaKkKe (haKTOPbI, OKA3bIBAIOIINE BIUSHUE
Ha JIOCTOBEPHOCTb PpPacy€ToB YpoBHS yrpo3bl. B cratee [29] npusenén
CTATUCTUYECKUN aHAU3 HEKOHTPOJIUPYEMBIX BXOJOB KOCMUYECKUX alIapaToB U
pPaKeTHBIX CTyIeHel B aTMocdepy 3a nociiennee Aecsatuierue. MceneqoBanue naér
BO3MOKHOCTh BBISIBUTH OOIIME TEHACHIIMH, YAaCTOTY MOJOOHBIX HHIIMJACHTOB, a
TaK)kK€ OCOOCHHOCTU pacIpe/iefieHus CBSI3aHHBIX ¢ HUMU pUCKOB. CtaThs [30]
MOCBSIIIIEHA YTpo3aM, CBS3aHHBIM C BO3BpAIlIEHUEM CITyTHUKOBBIX CHCTEM B
atMocepy, ocoOeHHO Ha (oHE yBeIUYeHHs OOBEMOB KPYITHBIX OpOHUTAIbHBIX
TPYIIIIUPOBOK. B wuccnepoBanuu [31] mogHMMaeTcss BONPOC OLICHKU W
MUHUMU3AIUN YTPO3, CBA3AHHBIX C HEKOHTPOJUPYEMBIMUA MOBTOPHBIMH BXOJaMU
HMCKYCCTBEHHBIX KOCMHUYECKHX Te€JI, C Y4Y€TOM TEKYyIIUX U TMEepPCIEeKTUBHBIX
TEHJCHIIUM pPa3BUTUI KOCMHYECKOM oTpaciu. B cratee [32] aHanusupyercs
BJIMSIHUE BO3BpAIEHUSI KOCMHYECKUX OOBEKTOB Ha OE€30MaCHOCTb BO3YIIHOTO
MPOCTPAHCTBA, BKJIIOYAs HEOOXOJMMOCTh BPEMEHHOTO 3aKpPbITUSI OMPEACIEHHBIX
30H. YKa3bIBaeTCsl, YTO OMACHOCTh MaJCHUSI KOCMUYECKUX OOJIOMKOB KacaeTcsi He
TOJIbKO Ha3€MHBIX 00bEKTOB MHGPACTPYKTYPhI, HO U aBHAITMOHHOTO JIBUYKEHUS.

[lenpr0 MAaHHOTO WCCIENOBAHUSA SIBJISETCS pa3padoTKa apXUTEKTYphl U
0a30BBIX Momysell MHOrodyHkimoHaibHoro GIS-pecypca ans mporHo3upoBaHus
30H MAaJEHUs OTAENSIoIMXCs yactel paker. [Ipemyaraemas MoJeiap OCHOBaHAa Ha
COUETAaHWU OAJUTMCTUYECKUX, CTOXAaCTHUYECKUX M aJallTUBHBIX TIOJXOJOB C
KapTorpaduuecKum MOJIETTUPOBaHUEM, ABTOMATUYECKOU reHepanuen
TEeMaTUYECKUX KapT U BO3MOXXHOCTBIO MOCIEAYIONIEH MHTErpalli ¢ BHEITHUMU
CUCTEMaMH, BKJIOUYas IUIaTPOpMbl MOHUTOPHHTA, UHU(PPOBBIE JIBOWHUKHU
TEPPUTOPUM, METEOPOJOTUUECKUE CEpPBUCHI, a Takke HWHPOPMAIIMOHHO-
aHAJTUTUYECKUE CUCTEMBI CTY>KO rpak IaHCKOMW 3aIUThI.

Martepuajibl 1 METOAbI.

[Ipennaraemass ~ Meroguka  oObeAWHSET  (QU3MYECKH  OOOCHOBAHHOE
MOJICIUPOBAHUE TPACKTOPUHU, CTOXACTUYECCKUN aHAIM3 HEOMPEACIEHHOCTH |
MPOCTPAHCTBEHHYIO OIIGHKY pucka Ha ocHoBe GIS B pamkax enuHOMI
BBIYHMCIIUTEILHOM CXEMBbl TPOTHO3UPOBAHUS 30H TMAJEHUS OTICISIONIUXCS
CTYTICHEW PaKEThI-HOCUTENSI. B OTiMYMe OT MCKIIOYUTENIEHO KapTorpaduueckoro
MO/AX0/a, JaHHAs CXEeMa Ha4yMHAeTCs C (PU3MYECKUX TapaMeTpoB OTICICHUS
CTYIICHH W aTMOC(EPHBIX YCIIOBHM, JaJiee BBITIOJHICTCS Pacy€T TPaeKTOPUHU C
y4€TOM  a’pOAMHAMHUYECKHX  BO3MYIICHHWM, TIOCIE€  YEro  Pe3yibTaThl
MOJCIUPOBAHUS  TepefaloTcss B TCOMH(POPMANMOHHYIO  cpeay Ul
MPOCTPAHCTBEHHOI'O aHalIW3a, 30HUPOBAHMS pUCKA U MOAJAEPKKUA TPUHATHS
peUIECHUM.
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BxoaHble naHHBIE, UCTIOJIB30BAHHBIE B MCCJICIOBAHUMU, OBLIM pa3/eieHbl Ha
TPU TPYIIBL: JIETHO-TEXHUYECKWE W KOHCTPYKTHBHBIC IapaMeTphl CTYIICHH,
METEOpOJIOTUYECKHE TapaMeTpbl U T'eONPOCTPAaHCTBEHHbIE AaHHBIE. B mepByio
TpyNIy BXOIWIM Macca OTICNSIOMIENCS CTYNEHH, HadajdbHas CKOpPOCTb, YTOJl
OTJICJICHUA, XapaKTepHas TIUIOMAah IOMEPEYHOTO CEeYeHUs U KOd(P(UIIUEHT
a’pOIMHAMUYECKOTO COIMPOTUBIICHUS. Bo BTOpYIO Tpymiy BXOIWIH CKOPOCTb H
HAIpaBIICHUE BETPa, IUIOTHOCTh BO3/AyXa U aTMOC(EpHbIE yCIOBUS, BIUSIIONINE HA
TPAaCKTOPUIO  CHIDKeHUs. B Tperpio  rpynmy  BXoawau  HU(pOBBIC
KapTorpauueckue CIIOM, OMHCHIBAIOIIUE HACEIEHHBIE MYyHKTHI, TPAHCIOPTHBIC
KOpUAOpPBI, THUAporpaduuecKkue OOBEKThl, aIMUHHCTPATUBHBIC  TPAHULIBL,
IUIOTHOCTH HACENICHHUS U KPUTUYECKYIO HHPPACTPYKTYPY.

[lepen MonenrpoBaHMEM BCE MPOCTPAHCTBEHHBIE CIIOM OBbUIM MPUBEIEHBI K
€IMHON cucTteMe KOOpAMHAT M 3arpyxeHsl B GIS-cpeay B Buae BEKTOPHBIX U
pacTpoBBIX HA0OPOB JaHHBIX. OJTal MpPeIBAPUTENIbHON 00pabOTKK BKIOYAI
BaJMJALMIO  JIaHHBIX, YyJaJCHHE  HEMOJIHBIX  3aluceld, HOpPMaJIU3aLUI0
TEMaTUYECKUX aTpuOyTOB M NPOCTPAHCTBEHHYIO TMPUBSA3KY Pa3HOPOJHBIX
HMCTOYHUKOB. JlaHHBIM »dTam oOecrneuynBall COIVIACOBAHHOCTh MOCJEAYIOIIEro
YHCIEHHOTO MOJICJIUPOBAHUS M CHIDKAN BIMSHUE OIMMOOK BXOJHBIX JAaHHBIX Ha
MPOTHO3UPYEMbIE 30HBI TIaICHUS.

Input Data

« Flight Parameters
« Meteorological Data

* Geospatial Data

Physics Based S Stochastic ) GIS Analysis = Decision
B [rajectory Modeling Uncertainty Analysis and Spatial Overlay Support

Pucynox 1 - O6mias cxema npejjiaraeMoil METOJIUKH MPOTHO3UPOBAHHUS 30H
MaJICHUS OTICISIOIINUXCS CTYIIEHEN paKeThI-HOCUTEIA

Ha pucynke 1 mpencraBiena oOmas cxemMa TNpenjaraéMod METOJIUKU
IIPOTHO3UPOBAHUS 30H IMAJCHUS OTACIIOIINUXCA CTYNEHEH pPaKeTbIl-HOCUTEIS.
CxeMa oObeoUHSET TpPU TPYINIbl HCXOIHBIX JAHHBIX — JETHO-TEXHUYECKUE
napameTpbl, METEOPOJIOTMYECKUE TaHHbIE U T€ONPOCTPAHCTBEHHYIO MH(GOPMALIHIO
— ¢ Tocieayrouiel mpeaBapuTeabHON 00pabOoTKOM, (PU3HKO-MAaTEeMaTHYECKUM
MOJEIUPOBAHUEM TPAEKTOPUHU, CTOXACTUUYECKUM AaHAIM30M HEONPENEIEHHOCTH,
GIS-aHanmm30M M MOAAEPKKOM NMPUHATHSA pelieHnd. Takas CTpyKTypa OTpa)aer
MOCJIeI0OBAaTEIbHOE MpeoOpa3oBaHUE PAa3HOPOAHBIX HCXOJHBIX JAaHHBIX B
IIPOCTPAHCTBEHHBIE OLICHKH PUCKA, KOTOPBIE MOTYT HCIIOIB30BATHCA I aHAIU3a
0€30MacCHOCTH 1 OTIEPATUBHOTO MJIAHUPOBAHUSI.



Structure of input data
for predicting rocket stage drop zones

Flight and Technical Meteorological Geospatial Data
Parameters Parameters
* Stage Mass * Wind Speed * Populated Areas
« Initial Velocity « Wind Direction e Transport Corridors
. Separation Ang|e o Air Density & Hydrographic Features
* Cross-sectional Area « Atmospheric Conditions * Administrative Boundaries

* Population Density

* Drag Coefficient e
¢ Critical Infrastructure

Pucynok 2 - CTpykTypa BXOJIHBIX JaHHBIX, HCTIOJIb3YEMBIX IS IPOTHO3UPOBAHUS
30H NaJCHUS OTACISAIONINXCSA CTYNIEHEW PAKEThI-HOCUTES

Ha pucynke 2 npeacrtaBieHa CTPYKTypa BXOJHBIX JAHHBIX, HMCIOJb3YEMBIX
JUTSl IPOTHO3UPOBAHMS 30H MaJCHUS OTIACISIIOIIUXCS CTYIEHEW paKeThl-HOCUTEIS.
Bce ncxoaHble JaHHBIE pa3/iesieHbl HAa TPU OCHOBHBIE TPYIIIbI: JIETHO-TEXHUYECKUE
IapameTpbl, METEOPOJIOTHYECKUE IMAPAMETPhl U T'€ONPOCTPAHCTBEHHBIE JAHHBIC.
Takast cTpyKTypa ITOKa3bIBa€T, YTO TOYHOCTH ITPOTHO3UPOBAHUS ONPEIEIAETCS HE
OJHUM HaOOpPOM TMapaMeTpoB, a KOMIUIEKCHOW HHTerpanueil (u3nyeckux
XapaKTepUCTUK  CTYNEHHU, aTMOCPEPHBIX YCIOBMA M  MNPOCTPAHCTBEHHOU
uH(OpMAIUU O TEPPUTOPHUH.

JleTepMUHUPOBAaHHASI MOJENb TPAEKTOPHUH.

JIBr>KeHUE OTIENMBILEHCS CTYNEHH PaKeThbl MOCJIE OTIAEICHUS ONMUCHIBAIOCH
JETEPMUHUPOBAHHON AMHAMHUYECKOM MOJENBIO, YUUTBHIBAIOIIEH CUIY TSKECTH U
a’pOAMHAMUYECKOE COMPOTUBJIECHUE B YCIOBUSAX OOkoBoro Berpa. CocTosiHHE
00bEKTa 3a/1aBajOCh BEKTOPOM TMOJOXKEHUSI T1(t) U BEKTOPOM CKOpPOCTH V(t).
TpaekTopus pacCUUTHIBAIACh OT MOMEHTa OTAENIECHUS 10 NePEeCcCeUeHUss 00bEKTOM
MTOBEPXHOCTH 3€MJIH.

Onpenensoiye ypaBHEHUSI MOTYT ObITh 3alMCAHbI B BUJIE:

dr/dt = v, (1)
m-dv/dt = m-g + Fa, (2)

rJie m -Macca OTJEJMBIICICS CTyNEeHU, g - BEKTOP YCKOPEHHUsS CBOOOIHOTO
najieHus, a F_a-cuina a3poagnHaMU4eCcKOTO COPOTUBIICHUS.

Fy = —05-Cp-p(h)-S-|v — v, |- (v — v,), (3)

rne Cp — xoa¢dumment conportusienus, p(h) — MIOTHOCTH BO3ayXa Kak
¢yHkus BeICOTHI h, S — XapakrepHas miomaab, a vy, — BEKTOP CKOPOCTH BETPA.
TakuM 00pa3oM, OTHOCHUTENIbHAs CKOPOCTh Te€jda IO OTHOLIEHUIO K aTMocdepe
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Qs

YUUTBIBAJIACh SIBHO, YTO MPUHUMUIIUAIBHO Ba)XXKHO JJIsl IPOTHO3UPOBAHUSA OOKOBOTO
CHOCA ¥ KOHEUHBIX KOOPJHUHAT IaJICHUS.

JIETEpMUHUPOBAHHOE PEIICHUE JaHHOM CHUCTEMBl II03BOJISUIO IOIYYUTh
HOMHMHAJIFHYIO TPACKTOPHIO U 0XKHIaEMYI0 TOUKY MaJeHUs Ui 3aJaHHOrO Habopa
HAYaJIbHBIX U aTMOC(HEPHBIX YCIOBUH.

Trajectory T Thrust

Altitude

G

First Stage

Launch Point “Q,,

< Distance Impact Point —>|

PucyHok 3 - JlerepmMuHHpOBaHHAs MOJAENb TPACKTOPHUH MOJIETA OTAEIAIOIECCS
CTYIIEHU PAKEThI-HOCHUTEIIS

Ha pucynke 3 mpencrtaBiieHa AETEPMUHUPOBAHHAs MOJEIb TPACKTOPUU
MoJETa OTIETSAIOMICICS CTYIIEHN pakeTbl-HOCUTENA. CXeMa WILTIOCTPUPYET paCcUET
JBYDKEHUST O0BEKTa OT TOYKM CTapTa IO MPEeArojiaracMoll TOYKW TaJeHUsi C
Y4ETOM OCHOBHBIX IMapaMETPOB TPACKTOPUH, BKIIOYAs NAIBHOCTb, BBICOTY U
XapaKTEpHYI0 OaUIMCTUYECKYH0 Jyry Tmosi€ra. Takod MOAXOoJ —MO3BOJSET
OTPEICIUTh HOMHUHAJIBHYIO TPACKTOPUIO [IBMKEHHUS CTYNEHU MPU 3aJaHHBIX
HayaJlbHBIX YCIOBUAX U MCIOJIB30BATh €€ KaK 0a3y Juisl JAJIbHEUILEro aHallu3a 30H
MaJIeHUs U OLICHKU PUCKa.

CroxacTrueckoe MOJEIHPOBaHNE HEOTPEIEIEHHOCTH.

[TockonbKy peanbHOE CHW)KEHHE OTACHSAIOIIMUXCA CTYNEHEW 3aBUCHT OT
HEOMpPEACIEHHOCTH adPOAMHAMUYECKUX, METEOPOJIOTMYECKUX IMapaMeTpoB U
HAaYaJIbHBIX YCIIOBUH, JCTEPMHHHPOBAHHAS MOJEJIh OblIa paciiupeHa ¢
MCIOJB30BaHUEM CTOXAaCTHYECKOIO MOJAEIUpoBaHus. B mpemnaraemoil cxeme
HEONpeNeNEHHBIE TMapaMeTpbl, TaKhe KaK CKOPOCTh BeTpa, Kod(PUIMEHT
CONPOTHUBJIEHUS, YTOJ OTHAEJICHHUS M HadallbHasi CKOPOCTh, PACCMATPUBAIKNCH KaK
CIIy4aiiHbI€ BEJIMYMHBI B TIpeiesax (PU3NYeCKu JOMyCTUMBIX TUATMIa30HOB.

JIJ1st KaX10T0 MPOTOHA MOJICTUPOBAHUS j OPMUPOBAJICS BEKTOP MapaMeTPOB

Xj = [my,Cp,],0;,ve,, v, i), (4)

a COOTBETCTBYIOIAs TOYKA MaaeHust (X;, ¥;) ONpPENENANach C IOMOLILIO

pemarens Tpaekropuu. Ilocie N MNOBTOPHBIX MOJAEIMPOBAHUN  CpelHUE
KOOPAMHATHI NaJ€HUsI OLIEHUBAIUCH KaK



Xmean — I:lXN] - X X (5)
Ymean = (l!N] - L X (6)
a TMCIIepPCUU KOOPAMHAT PACCUUTHIBAIUCH 1O (hOPMYJIaM:
oy = VIA/N)-Z(X — Yimean )] 7)
oy = VI(L/N) - (X — Yinean)?] (8)

Takas mpoueaypa mo3Boisia GopMHpPOBaTH BEPOSTHOCTHYIO 30HY MaJCHHUS
BMECTO OJHOM JIETEPMUHUPOBAHHOM TOUYKU. Kpome TOro, BEpPOSTHOCTH BBIXOJA
CTYTICHU 3a MpeJIeIbl 3aJJaHHON 0€30MMacHOM 30HbI OLICHUBAJIACh KaK

Poue = Nowe /N, 9)

rae Nyt — 9MCIO CMOAEIMPOBAHHBIX TPACKTOPHH, U KOTOPHIX TOYKH
NajieHusl OKa3aJluChb BHE JIONyCTHUMOW oOmactu. Takoe BepOSITHOCTHOE
NIPEICTABICHUE SIBIIAETCA O0Jiee MOAXOASAIINM JJIsl ONEPATUBHOIO IJIAHUPOBAHUS
0€30I1aCHOCTH, IIOCKOJIbKY OHO SIBHO OTPAXKaeT HEONPEAEIEHHOCTb.

\1
\\ Nl
v\

\

P AN |
o\ SLa
\

\

7777777 Uncertainty Area

Sty \

S
Q

< Monte Carlo Simulations ——————— Impact Point|

Pucynok 4 - Cxema cTOXacTUH4eCKOT0 MOJICIMPOBAHUSI HEOTTPEAETIEHHOCTH
TPACKTOPUHU OTIEIISIIOLICUCS CTYTIEHN PAKEThI-HOCUTEIS

Ha pucynke 4 mpencrtaBieHa cxeMa CTOXAaCTHYECKOTO MOJCIUPOBAHHMS
HEOTPECAEHHOCTH TPACKTOPHH OTACIISIONICHCS CTYIEHW pPaKeThI-HOCHUTENs. B
OTIIMYME OT JACTCPMHHHPOBAHHOTO ITOJX0Ja, 3/IeCh TMOKa3aH HAaOOpP BO3MOKHBIX
TpacKTOpHii, (OPMHPYEMBIX TIPH MHOTOKPATHBIX pacy€TaX C BapbHpPOBAHHUEM
WCXOJIHBIX MapaMeTPOB, YTO MO3BOJISAECT OTPA3UTh BIUSHUE CITy4ailHBIX (DaKTOPOB U
BHEIITHUX BO3MYyIIeHH. Takas mMonens AaéT BO3MOXKHOCTb OMPENETUTh 00JacTh
HEONpeeIEHHOCTH BO3MOYKHOTO MaJICHUsI CTYNIEHU W MCIIONBh30BaTh €€ 1yisi Ooee
pPEAIMCTUYHON OIIEHKH PHUCKAa M TMOCIEAYIOLIEr0 MPOCTPAHCTBEHHOTO aHAlIM3a B
GIS-cpene.
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IIpocTpaHcTBEHHAs OLeHKa prucka Ha ocHoBe GIS.

Ilocne 4YHMCIEHHOTO MOJECIUPOBAHUS pACCUYUTAHHBIE TOYKM MAaJCHHUS U
BEPOSITHOCTHBIE 30HBI pacceuBaHus IepeHocwmch B GIS-cpeny. 3arem
BBINIOJIHSJICS ~ INPOCTPAHCTBEHHBIM  OBEPJIEMHBIM  aHauM3 I OLEHKH
B3aNMOJICUCTBUS IIPOTHO3UPYEMBIX 30H ITaJICHHUS c ySA3BAMBIMH
TEPPUTOPUAIBHBIMA OOBEKTaMH. B YacTHOCTH, NOJy4YEHHBbIE 30HBI MAJCHUS
IIEPECEKAUCh €O  CHOAMM  IUIOTHOCTM  HACEICHMs,  3€MIICHOJIb30BaHUSA,
TPAHCTIOPTHON MHQPACTPYKTYPhl, HACEIEHHBIX MYHKTOB U KPUTHUYECKU Ba’KHBIX
OOBEKTOB.

JUIsT paH>KMpOBaHUs OIACHBIX TEPPUTOPHUI HCIIOJIB30BAJICS HHTETPAJIBHBIN
IPOCTPaHCTBEHHBIN [TOKA3aTeNb PUCKA B CIEIYIOIIEM 0000IIEHHOM BUIE:

Ry = B-(w;-D; + w, -G + wy- L), (10)

rae R; — mokasarens pucka mis 3086l i, B— npornosupyemast BeposTHOCTS
nmajgcHusl B 3TOW 30He, D; — motHOCTh Hacenmenws, C;— wWHAMKATOp HamWUMs
KPUTHYECKONH HUHPPACTPYKTYPBHI, Li— ¢akrop 3emienonb30BaHMs M
HKOJIOTUYCCKON UYBCTBUTEIBHOCTH, a Wy, W3, W3 — BECOBBIC KO3(PPHUITUEHTHI,
OTPAXKAIOIIUE OTHOCUTENbHBIA BKJIAJl KaXXJOTO KOMIIOHEHTa. Takas 3amuch
MO3BOJIsIa MEPEUTH OT MPOCTOrO MPOTrHO3a KOOpAMHAT K Oojiee MpaKTUYECKON
HMHTEPIPETAlNKU TEPPUTOPUATHLHON OMTACHOCTH.

HUroroM naHHOrO »Tama SBISJICA HaOOp UU(POBBIX TEMAaTHUYECKUX Kapr,
OTOOpaXaIIINX 0KUJAAEMbIE TOUKH MaJCHUS, BEPOSITHOCTHBIE KOHTYPbHI U KJIACCHI
TEPPUTOPHAIBHOTO pPHUCKA. OTU KapThl UCIOJb30BAINCH KaK OCHOBA s
BU3yaJIbHOTO  aHain3a, (OPMHUPOBAHUS TPEAYNPESKICHUA H  TOAJICPKKH
MPOPMIAKTUIECKUX MEPOITPUSITHH.

[IporpammubIil pabouuii Ipoiiecc U MOAYJIbHAsI CTPYKTYypa

C Touku 3peHHs pean3aluu MpeAJIoKeHHash METOJMKa ObLla OpraHU30BaHa
KaK TIOCJIEIOBATEIbHOCTh MATH (YHKIMOHATBHBIX MOMIYJIEH: BBOJ JaHHBIX,
npeaBapuTesibHas 00padoTKa, MOJCIUPOBAHUE TPACKTOPUHU, MPOCTPAHCTBEHHBIN
aHaJu3 pUCKa W BU3yanu3alius/popMupoBaHue oT4€ToB. MOayns BBOJA coOUpa
JaHHble U3 (DAMJIOB, CEHCOPHBIX CHUCTEM, BHEIIHUX 0a3 JaHHBIX M OO0Ja4YHBIX
cepBUCOB. MoJlysib MpelBapuUTEIbHOM 00pabOTKH MPOBEPSI COTJIaCOBAaHHOCTh U
MOATOTABJIMBA JIaHHBIC JUIsl YMCICHHBIX pacuéroB. Moayib MOAEIMPOBAHUS
peanu30BbIBA ICTEPMUHUPOBAHHBIC U CTOXACTUYECKUE MOjieu TpaekTopuu. GIS-
MOAYJb aHajdW3a BBIMOJHSUI MPOCTPAHCTBEHHOE HAJIOKEHHUE, 30HHUPOBAHUE
OMAacCHOCTM U BBIYUCJICHUE T[IOKa3aTeliel pucKa. 3aKIIOUUTENIbHBIA MOIYib
dbopmupoBan KapThl, TpapuKd U aHATUTHUYECKHE OTUYETHI IS KOHEUYHBIX
MOJIb30BATEIIEH.

Takas MomynbHas CTPyKTypa OOECMeYMBAET paCHIMPSIEMOCTh CHUCTEMBI U
MO3BOJISIET MHTETPUPOBATh €€ C BHEIIHMMHU METEOPOJOTMUYECKHMH CEpBUCAMU,
1IM(POBLIMU IBOWHUKAMU TEPPUTOPUINA, CUCTEMaMH OIOBEIIEHUS U TuIaThopmaMu
MoHUTOpUHTa. Kpome TOro, oHa mMOBBIIAET BOCIPOU3BOIUMOCTH, MOCKOJBbKY



KK dTam padodero Imporiecca MOKET ObITh HE3aBUCHMO IPOBEPEH U
OOHOBIJIEH.

Input Data | Data_ = Trajectqry = RISkA - Output Prediction
Processing Calculation Evaluation Report
Modular Structure
Weather Model Geospatial Model Risk Analysis

* High Risk

« Weather Model 5 * Geospatial Model 5

« Transport Corridors * Administrative Boundaries * Medium Risk

* Hydrographic Features * Low Risk

PI/IC}/HOK 5- HpOI‘paMMHaH IIOCJICAOBATCIbHOCTD 06pa6OTKI/I AaHHBIX 1 MOAYJIbHAasA
CTPYKTYpa CUCTCMBI IIPOTHO3UPOBAHH:A 30H ITAACHUA OTACIIATOIMINXCA CTYHeHeﬁ
PAKCTBI-HOCUTCIIA

Ha pucynke 5 mpejcTaBiieHa NporpaMMHas Mociae0BaTeIbHOCTh 00pabOTKH
JJAHHBIX W MOJyJbHAs CTPYKTypa CHCTEMbl TMPOTHO3WPOBAHUS 30H MaJACHUS
OTHEJISIONIUXCSL CTYNEHEN paKeThl-HOCUTEINsl. BepXHsisi 4acTb CXEMbI OTpa)kaeT
OCHOBHOM pa0ouMil mpoiiecc, BKIYAIOIUN BBOJ IaHHBIX, UX 00pa0OTKy, pacyéT
TPAGKTOPUU, OLIEHKY pHUCKa W (OPMUPOBAHHE HTOTOBOTO MPOTHOCTHUYECKOIO
oTy€ta. HuMXKHSIS 4YacTh TMOKa3bIBA€T MOJAYJIBHYIO OpPraHU3allMi0 CHUCTEMbI, B
KOTOPOM BBIZICIICHBI OT/ICIIbHBIC OJIOKM METEOPOJIOTHYSCKOr0 MOCIUPOBAHUS,
r€ONPOCTPAHCTBEHHOTO aHaIM3a U OIIEHKU PUCKA, B3aUMOJCHCTBYIOIINE MEXKIY
co0oli B paMKax eIUHON BEIYUCITUTEIILHON CPE/IbI.

CpaBHuUTEIBHAS OIICHKA MOJIEICH MPOTHO3UPOBAHHS.

s oneHku 3¢h@dOEKTUBHOCTH TPEIIOKESHHOW CXEMBl OBLUIM COITOCTaBIICHBI
TPU TIOAXOJa K MOJCIMPOBAHUIO: KjaccUuyeckass OayulMCTHYecKass MOJECIb,
CTOXacCTHYECKass MOJeldbh Ha OcCHOBe MeTona Monte-Kapio u momens ¢
AJIEMEHTaMM  HMCKYCCTBEHHOTO  HWHTEJUIEKTa U MAIIUHHOTO  OOyYeHUs,
UCIIOJb3yeMas JUIsl aJanTUBHOTO YTOYHEHMS Pe3ybTaToOB IMporHo3a. CpaBHEHUE
MPOBOAWIOCH IS HECKOJBKUX PEMpPE3CHTATHUBHBIX CIEHAPUEB C Pa3IMYHbIMU
3HAYEHUSIMH MaCChl, CKOPOCTH BETpa W yrja OT/ACJICHHUS.

OCHOBHBIMH KPUTEPUSMH OIIEHKHM OBbUIM CpeaHss omubka TPOrHO3a,
CTaHJApTHOE OTKJIOHEHHWE OIMMUOKHM W TPOIEHT CiIy4aeB, B KOTOPBIX
MPOTHO3UpYEeMasi TOYKa TMaJeHUs BBIXOJWJIA 3a TMpeAesibl 0e30macHOW 30HBI.
Toueunas ommOKa MPOTHO3a OMPEAEISIACH KaK
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A = ‘V[[I:Xpred - Xrefjhz + (}rpred - yresz]l (11)

T1€ (Xpreds Yprea ) — HPOTHO3UPYEMBIE KOOPAUHATHI TOYKH HNAJEHUS, & (Xref,
Vyef) — OTQJIOHHBIE KOOPAMHATHI, MOJY4YCHHBbIE M3 0a30BOro CIEHApus WIU
HaONIOAATENbHBIX JaHHBIX. OTOT TIOKAa3aTellb MO3BOJIUI BBINOJHUTH IPSIMOE
KOJIMYECTBEHHOE CpaBHEHUE TOYHOCTH MPOTHO3UPOBAHUS I  Pa3IUYHBIX
MOJIXO/I0B.

Takum o00pa3oM, mpeAokeHHAss METOAMKAa OOBEIUHSIET (HU3HUECKYIO
peain3yeMoCTb, PAacCIHPOCTPAHEHUE HEONPENCIEHHOCTH M TEPPUTOPHAIBHYIO
MHTEPIPETALNIO PE3yIbTaTOB B paMkax eAuHoM GIS-opueHTHpOBaHHOW CXEMBI.
Takass uHTerpanusi MOBBIIIAET MPAKTUYECKYIO LEHHOCTh MOJENM JJIsi aHajau3a
0€30MMacCHOCTH 3aIlyCKOB, IIOCKOJIBbKY MOAEPKUBAET KaK TOUHOE TPOTHO3UPOBAHUE
TPAeKTOPHUH, TAK U COJIEPIKATENbHYIO OLIEHKY TEPPUTOPUAIBHBIX MOCIIEACTBHI.

tochastic Model
Evaluation Criteria Deterministic Model Stachastic Mo Hybrid Model GIS Model

(Monte Carlo)

Prediction Accuracy Medium High Very High High

Uncertaint Accounts . Account
. y Does Not Account o Partially Accounts .

Consideration (Probabilistic) (Spatial)

Computational

< Low Medium High Medium
Complexity

Statistical Meteorological

Full GIS Data
Distribution + Basic

Required Data Basic Data

PucyHok 6 - CpaBHUTENbHAS OLIEHKA MOJIEJIEH TPOTHO3UPOBAHUS, UCIIOIb3YEMbIX
JUISL ONIPEJICIICHUS 30H MAJICHUS OTACISIOIIMXCS CTYIICHEW paKeThI-HOCUTEIIS

Ha pucynke 6 npeacraBieHa CpaBHUTENbHAs  OLIEHKA  MOJEJEH
MIPOTHO3UPOBAHUS, UCIIOJIB3YEMBIX ISl ONIPEACIICHUS 30H MaJACHUS OTIEISIOIINXCS
CTYNEHEeW pakeTbl-HOCUTENA. B cxeMe comocTaBlieHbl JI€TepMUHUPOBAHHAS,
croxactuyeckas, ruodpuanas u GIS-opueHTUpOBaHHAS MOJAEIUW MO OCHOBHBIM
KpUTEpUsAM,  BKJIKOYas TOYHOCTb  MPOTHO3a, Y4YET  HEONPEACIEHHOCTH,
BBIYMCIIUTENBHYIO CII0KHOCTh, TpeOyemble [IaHHbIE W XapakTep MOIy4aeMOoro
pesysbrara. Takoe CpaBHEHHE TMIO3BOJISIET OOOCHOBAaTH BBIOOpP HaumOosiee
3¢ (deKTUBHOTO TOAXOJa JJIsl MPAKTUYECKUX 3aJad IMPOTHO3UPOBAHUA U
IIPOCTPAHCTBEHHOM OLICHKU PHUCKA.

Ha pucynke 7 mpencraBieHa cxema KOHTPOJ KayecTBa JAHHBIX,
IpUMEHsIEMass  Mepel  BBIIOJHEHHEM  YHCIEHHOTO  MOJEIUPOBaHUS U
MIPOCTPAHCTBEHHOI'O aHAJIN3A.



Raw Data RS Completeness R Coordinate I Attribute
: Check Consistency Check Normalization

— Outlier
Detection

Validated Data
for Modeling

PI/ICYHOK 7 - Cxema KOHTPOJI Ka4YCCTBA JadHHBIX, IIPUMCHACMAS IICPCA
BBIIIOJTHCHUCM YU CJICHHOI'O MOACIMPOBAHUA U IIPOCTPAHCTBCHHOT'O aHAJIN3ad

[TocnenoBaTenbHOCTh 3TAllOB  BKIIOYAET MPOBEPKY IMOJHOTHI JAHHBIX,
KOHTPOJIb COIJIaCOBAaHHOCTH KOOPJMHAT, HOPMAJIU3ALMIO aTPUOYTOB U BBISIBICHUE
BBIOPOCOB, TIOC]IE 4Yero QopMupyeTrcss BepU(UIHMPOBAHHBIM HAOOp JaHHBIX,
NPUTOAHBIA JJI1 MOJAENUpOoBaHUs. Takas cxeMa MOKa3bIBAET, YTO JOCTOBEPHOCTh
IPOrHO3a 30H NAJACHUS B 3HAYUTEIBHOM CTENEHU 3aBUCUT OT KadecTBa M
COIJIaCOBAaHHOCTH UCXOJIHOM MH(pOpMALIHH.

Data Collection Threat Vulnerability Risk Prionitization

x4 Risk Map

and Preparation Analysis Assessment and Visualization

Pucynok 8 - Cxema (popmupoBaHusi KapThl pUCKa HA OCHOBE MOCJEI0BATEIbHON
00pa0OTKH MPOCTPAHCTBEHHBIX M AHATUTUYECKUX JAHHBIX

Ha pucynke 8 nmpencraBiieHa cxema (OpMHUPOBAHUS KAPThl pUCKA HA OCHOBE
MocJe0BaTeIbHON O0pa0OTKU MPOCTPAHCTBEHHBIX W AHATUTUYECKUX JIaHHBIX.
Brauane BBINOJHAIOTCS cOOp M MOATOTOBKA JAHHBIX, 3aT€M MPOBOIUTCS aHAIIU3
yIpo3 M OLEHKAa YA3BUMOCTH TEPPUTOPHUM, IIOCIE YEr0 OCYIIECTBIIETCS
NPUOPUTHU3ALMS U BU3yaldu3auus pUCKOB. MITOroM NaHHOro mpouecca SBISETCS
(dbopMUpOBaHUE KapThl PUCKA, KOTOPast MO3BOJISIET HATJISIAHO OTOOPA3UTh OMACHbIE
30HBI M UCIIOJIB30BaTh PE3YyJIbTATHI JJI IPOCTPAHCTBEHHOTO aHAJIN3a U MOAJEPKKU
MIPUHSTUS PEIICHUN.

Ha pucynke 10 mnpencrtaBieHa cxema KOHTypa OOHOBIJICHHS MpPOTHO3a B
pealbHOM BpeMEHH. B Hel MmoKazaH UUKIMYECKUN MPOLECC, PU KOTOPOM HOBBIE
JAHHBIE ITOCTYNAKOT B CUCTEMY, NPOXOASAT 3Tall aHAJIW3d, WCHOJB3YKTCA IS
OOHOBIIEHUSI MOJIENH, TOoclie 4ero (OopMHUpPYEeTCs YTOYHEHHBIM mporHo3. Takas
CTPYKTypa OTpa)kaeT aJanTUBHBIA NPUHLUIN PaOOTHl CUCTEMBI M TIO3BOJISIET
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OMEpPAaTUBHO KOPPEKTUPOBATH PE3YyJbTaThl MPOTHO3UPOBAHUSA MPU HU3MEHEHHUH
BHEIIHUX YCJIOBUHM U MOCTYIUICHUH HOBOM MH(OpMAIUH.

\

Data Analysis Model Update

Updated J
Forecast

Pucynox 10 - CxeMa KOHTypa 0OHOBJIEHUS ITPOTHO3a B pE€aIbHOM BPEMEHHU

PesyabTarsl.

B pabote npuBeneHbl pe3yibTaThl MAaTEMAaTHUYECKOTO MOJICTUPOBAHUS 30H
MaJeHUs]  OTICISIONIMXCS  CTYNEHEH  paKeThI-HOCUTENS C  NPUMEHEHUEM
unrerpupoBanHoit  GIS-mmardopmel.  [IpoBea€HHBIN aHanM3 BKIOYAT TpU
BapuaHTa, OTJIUYAIOIIMXCS  MacCol  dDJIEMEHTa, YrjoM  OTACJICHUS U
METEOYCIOBUAMM. [l KaxIoro ciaydas OHNpenessiuch reorpaduueckue
KOOpPAMHATHI TOYKU TAJEHUs, pa3Mep OTKIOHEHUS U  XapaKTePUCTUKU
MOTEHIMAJIBHO OMacHOU 30HBI. [loydeHHbIE MaHHBIE CBUAETENIBCTBYIOT, UTO MPHU
Mmacce 850 kr, ckopoctu BeTpa 5 m/c u yrie 90° nmporuozupyemasi TOUKa majgeHUs
— 52.471° cau. u 76.972° B.A., oTkioHenue — 132 m. Bo BTOpoMm ciyuae, npu
Macce 820 Kr, CKOpOCTH BeTpa 8 M/c W yrie 85°, Touka MajeHus oKa3ajiach Ha
no3unuu 52.478° c.m. 1 76.964° B.11., OTKJIOHEHHE COCTAaBIJIO MUHUMAaIBHEIE 98 M.
B Ttpetbem crienapum, mpu macce 870 kr, ckopocTH BeTpa 4 M/c u yrie 92°,
KOOpJUHATHI maaeHuss — 52.465° ca. u 76.977° B.1., oTkiIoHeHue — 142 wm.
Hanbonee TounbiM okazaicsi BTopoil Bapuant. CpaBHEHUE MOJIENIEH MTOKa3ajo0, 4To
COBPEMEHHBIC TMOJXO0JIbI MPEBOCXOMST KIACCUUYECKYH0 Oa/UIMCTHYECKYIO CXEMY.
Cpennsisi ommOKka Kiaccudeckod mopaenun — 220 M, CTOXaCTHYECKOW MOJeNu
Momnte-Kapyiio — 95 M, a Mojienu ¢ UCTI0JIb30BAHUEM MCKYCCTBEHHOT'O MHTEJUICKTA
— 60 m. IIpu 5TOM BepOSTHOCTH BBIXOJIa TOUKH IMAJICHUS 3a Mpeiesibl 0€30MacHoM
30HbI ynana ¢ 12% no 1%, 4To mMOATBEPKAAET MOBBIIICHUE JOCTOBEPHOCTH H
HaA&KHOCTU TIPOTHO3UpPOBaHMs. [IpOCTpaHCTBEHHBIM aHAIM3 PHUCKA BBISBUI
HanOOJIBINYI0 YSI3BUMOCTh 30HBI C: MIOTHOCTH, HaceneHus — 340 yemr./km?,
BEPOSTHOCTh MaaeHuss — 3.7%, Hanmu4yne KPUTUIECKH BaXKHON MHEOPACTPYKTYPHI.
30Ha A XapakTepu3yeTcsi YMEPEHHbIM YPOBHEM Yrpo3bl, 30Ha B — HanmeHnee
omacHa W3-3a HU3KOW TUIOTHOCTH HACEJIeHWS W OTCYTCTBHSI OOBEKTOB
Ku3HeoOecnieueHus. J(omosHUTeNbHAS OlEHKAa pacTpeesieHns 3aTpaT MoKasana,
4YTO HamOOJBIIUNA 0O0BEM PaAcXxoJ0B MPUXOAMTCS HA 3Tan 0OpabOTKM M aHaIM3a



o)

JTaHHBIX — 0K0JI10 40%, Buzyanuzamusa — 25%, noarotoBka JaHHeix — 15%, BBOJ
uHopmaru u opopmienue otu€toB — 1o 10% kaxeiil. B mienomM, copmenieHue
JIETEPMUHUPOBAHHOTO MOJICIMPOBAHMS, CTOXACTHYECKOIO0 aHalu3a M OLCHKU
puckoB uepe3 GIS mo3BONsS€T MOBBICUTH TOYHOCTH MPOTHO30B, CY3UTh PAINYC
OITACHOM 30HBI M 00ECIIeUYUTh 00Jee 0OOCHOBAHHBIN MOAXO0/ K 3alllMTEe HACCICHUS

U UHPPACTPYKTYPHI.

Ta6nuna 1 - Pe3ynpTaThl ClieHapHOTO MOJISIUPOBAHHUS 30H MaJACHUS

Macca | Ckopoct | Yroa Hpornosupy | Hpornosupy OT1kJ10

Cuen eMas eMas

. | CTYIIeHH, | b BeTpa, | OTAeJeH ° o | HeHHe,
apui r /e st © HIMPOTA, J10JIT0TA, y

i C.III. B.J.

| 850 5 90 52.471 76.972 132
2 820 8 85 52.478 76.964 98
3 870 4 92 52.465 76.977 142

Tabnuma 1 oTpaxkaeTr pe3ynabTaThl CIICHAPHOTO MOACITUPOBAHUS 30H IaJICHHUS
OTACHSIONIUXCSA CTYNIEHEN PAKEThI-HOCUTEIISI NIPU PA3JIMYHBIX COUYETAHUSIX MACCHI,
CKOPOCTH BETpA W yIJia OTACICHHS. Y CTAHOBIICHO, YTO HAMMEHBIIIEE OTKIOHEHUE
MPOTHO3UPYEMOM TOYKM TaJeHUs] HaOMtoJaeTcsi BO BTOPOM CIEHApUU U
coctaBisieT 98 M, Torma Kak B MEPBOM M TPEThEM CLEHAPHUAX OTKIOHEHUE
mocturaet 132 m 142 M COOTBETCTBEHHO. DTO IIOKAa3bIBACT, YTO H3MCHCHHEC
HAYAJIbHBIX MMApPaMETPOB W METEOPOJIOTUYECKUX YCJIOBUU OKAa3bIBAET 3aMETHOE
BJIMSTHUE HA TOYHOCTb MPOTHO3a U MPOCTPAHCTBEHHOE IMOJIOKEHHUE MOTECHIIUATBHO
OITAaCHOM 30HBI.

Tabnuna 2 - CpaBHUTENIbHAS OLIEHKA MOJIEJIe MPOrHO3UPOBAHUS

Cpeansisi CrangapTHoe Brrxox 3a
Monaeanb pen Aap 0e30macHy10
omudKa, M OTKJIOHEHHE, M o
30HY, %
Knaccuueckas 270 65 12
OayucTHYeCcKas
Croxactuueckast (MonTe- 95 40 4
Kapo)
Al/ML-moznens 60 25 1

Tabnuua 2 AEMOHCTPUPYET CPaBHUTENbHYIO 3((EKTUBHOCTh Pa3IUUYHBIX
MOJIeJIell TIPOTHO3UPOBAHUS 30H TMAJICHUs] OTIEISIONIMXCS CTyNeHeH paKeThl-
HocuTens. Knaccuueckas OaumMcTHYEeCKasi MOJIeNb XapaKTepU3yeTcsl HauboJbIen
cpenneli ommOkor 220 M, CTaHAAPTHBIM OTKJIOHEHHEM 65 M M BBIXOJOM 3a
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0e3omnacHyo 30HYy B 12% ciiydaeB, 4yTO yKa3blBaeT Ha €€ CPaBHUTEIBHO HU3KYIO
touHocTh. (Croxactuueckass wmojeiab Monrte-Kapno obecnieunBaeT 3ameTHOE
yIIy4IlIeHHE pPe3yJbTaTOB, CHUXas CpEAHIO OmuOKy 10 95 M, a HaumbOoiee
BBICOKYIO TOYHOCThH TIOKa3biBaeT AI/ML-mMonenb, ajis KOTOpOW CpemHsisi OmmnoOKa
coctaBisier 60 M, cTaHZapTHOE OTKJIOHEHHME — 25 M, a J0Ji BbIXOoAa 3a
Oe3omacHyo 30Hy yMeHbIaeTcs 10 1%.

Tabnuna 3 - [IpocTpaHCTBEHHAs! OIIEHKA PUCKA 110 30HAM

BepositHocT | Kpurnueckas
ILiioTHOCTH YpoBeHb
3ona , | b TaJeHus, | HHPPACTPYKTYP
HaCeJICHUS, YeJI./KM % a pucka
A 150 1.2 Jla Cpennuit
B 30 0.2 Her Huzkuit
C 340 3.7 Ja Bricokuii

Tabmuma 3 orpaxaer pe3ysibTaThl MPOCTPAHCTBEHHOW OICHKM PHUCKA IS
Pa3IMYHBIX TEPPUTOPUAIBHBIX 30H C YUYETOM IJIOTHOCTU HACEJICHUSI, BEPOSITHOCTH
MajJieHus] U HaJu4yus KpUTHUYECKOoW wuHGpacTpykTypsl. Haumbosee ys3BUMOMN
sBisiercs 30Ha C, rae npu MmiIoTHOCTH HaceneHus 340 4en./KM?> M BEpOSTHOCTU
nageHust 3.7% ypOBEHb pHCKa OIpEHensieTcs Kak BBICOKMHA. 30Ha A
XapaKTepu3yeTcsl CPEeIHUM YpPOBHEM pHCKa, Torja Kak 30Ha B, umeromnas
HaUMEHBINYIO0 IUIOTHOCTh HACEJICHHS W MUHHMAJIbHYIO BEPOSTHOCTh NaJeHUS,
OTHOCHUTCS K 30HE HU3KOI'O PUCKa.

Tabnuua 4 - Pacnipenenenrie BBIYMCIUTENbHBIX M OPTaHU3AMOHHBIX 3aTpaT

dran JoJus 3arpar, %
BBoa naHHbBIX 10
[IpenBapurenbHas 0OpaboTKa 15
AHanu3 AaHHBIX U MOJICIUPOBaHUE 40
Busyanuzanus 25
DopMHUPOBAHUE UTOTOBBIX OTYETOB 10

Tabmuma 4 MOKa3bIBACT  PACHPEACIICHHE  BBIYMCIUTEIBHBIX U
OpPraHU3alMOHHBIX 3aTpaT MEXKAy OCHOBHBIMH JTamamMu pabOThl CHUCTEMBI
nporHo3upoBanusi. Hambombias g0 pecypcoB MPUXOIUTCS Ha dTAll aHAIHM3a
JAHHBIX W MOJICIUPOBaHUsI, KOTOPhIM cocTaBisgeT 40%, 4To Moau€pKUBaET €ro
KJIIOUYEBYIO poib B (OPMUPOBAHHHM TOYHOTO TporHo3a. CyIliecTBeHHass YacTh
3aTpaT TakXKe CBsA3aHa C BU3yalIM3alue pe3ynbTaToB — 25%, Torja Kak BBOJ




JaHHBIX W (QOPMHUpPOBAHUE HUTOrOBBIX OT4€TOB TpeOytor mno 10%, a
npeaBapuTenbHas oopadoTka 3aHumaeT 15% obmero o6véMa padorT.

Tabmuma 5 - O600uIEHHAs] HHTEPIPETAIHS TOTYUYCHHBIX PE3YJIbTATOB

Ioka3zaresb PesyabTar

Hanmenriee oTKkII0HEHNE Cuenapwmii 2, 98 m

Haunbonwimee otknonenue | Cuenapwii 3, 142 m

Haubosee Tounas Moaenb Al/ML-Mmomenn

Haubonee ysI3BUMAst
TEPPUTOPHS

3oua C

OCHOBHOI  pecypCcOEMKHIA

—— Ananms JaHHBIX 1 MOJACIIMPOBAHHNC

CHmwxenue omuOku mporHoza 1m0 60 M wu
[IpakTuueckuii 3 ekt COKpallEeHUE paJnyca OMacHOM 30HBI IPUMEPHO Ha
25%

Tabnuna oboOmaeT 5 KiItOUYEBbIC PE3YyJbTAThl UCCIEAOBAHUS U IO3BOJISIET
BBIJICIUTh HauOoJiee 3HAUYMMBbIE BBIBOABI IO MPEIJIOKEHHOM METOAMKE
MPOTHO3UPOBAHUS. Y CTAHOBJIEHO, YTO HAMMEHBIIEE OTKJIOHEHHE MOJIYyYEHO BO
BTOPOM CILIEHApUUW U cocTaBisieT 98 M, Torna kKak HauOoJiblliee OTKIOHEHHE
HaOMIOMaeTcsi B TPeTheM clieHapuu u jocturaetr 142 m. Hawubonee TouHoM
okazanack AI/ML-moznens, a Hanbosee ysI3BUMOM TEPPUTOPUEH TTO COBOKYITHOCTH
daktopoB ompenenena 3o0Ha C. Kpome Toro, mokazaHo, uro Haubosee
pPECYpPCOEMKHUM HTAllOM SIBISIETCS aHAIW3 JaHHbIX M MOJEIMpPOBaHUE, a
paKkTUYeCKuil 3PHEKT MPUMEHEHUS METOJIUKHN BBIPAXKAETCS] B CHUKEHUU OITMOKHU
nporHo3a A0 60 M W COKpallleHMH paauyca MNOTEHIMAIbHO OMAacCHOM 30HBI
npuMepHO Ha 25%.

Ha pucynke 11 1noka3aHO UW3MEHEHUE  BEIWYMHBI  OTKJIOHEHHUS
MPOTHO3UPYEMOM TOYKM TaJeHUS 1O TPEM pPacCMATPUBACMBIM CIICHAPHSIM.
MuHuMaabHOE 3HAYE€HHE OTKJIOHEHMsI HaOJoJaeTCss BO BTOPOM CIIEHApUM U
COCTaBIIIET OKOJIO 98 M, TOrma Kak B IEPBOM U TPETbEM CIEHAPHUAX OTOT
nokasarenb Bo3pactaer 10 132 u 142 m cooTBercTBeHHO. Takasi 3aBUCMMOCTD
yKa3bIBa€T Ha TO, YTO BTOPOM clieHapuil o0ecreunBaeT Haubosee OIaronpusTHbIC
YCJIOBHSI ¢ TOYKHM 3pPEHHS TOYHOCTH IMPOTHO3a, TOTJAa Kak TEPBBIA U OCOOCHHO
TPETUIl CIIEHApUl COMPOBOXKIAIOTCS OOJBIINM MPOCTPAHCTBEHHBIM pPazOpocoM
pE3YJIbTATOB.
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110
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Pucynok 11 - I3meHeHne BeTMYMHBI OTKJIOHEHUS TPOTHO3UPYEMOU TOUKH
MTaJICHUS IO TPEM PAaCCMATPUBAEMBIM CLIEHAPUAM

Scenario 2
52.478 4

52.476 A

52.474 A

52.472 A
Scenario 1

Latitude, °N

52.470 A

52.468 -

52.466 -
Scenario 3

76.964 76.966 76.968 76.970 76.972 76.974 76.976
Longitude, °E

Pucynok 12 - IIporHo3upyembie KOOPJIUHATHI TOUEK MAJCHUS 1151 TPEX CIIEHAPUEB
MO/JIEITUPOBAHUSA

Ha pucynke 12 npeacraBiieHbl IPOrHO3UPYEMbIE KOOPIANHATHI TOYEK MMaJCHUS
Uil TPEX CLEHApUEB MOJAEIMpOBaHUA. BUIOHO, 4TO cueHapuil 2 COOTBETCTBYET
HamOoJee CEBEpHOMY IIOJIOKEHUIO TOYKM MaJeHHs, TOTJa Kak cleHapuid 3
PACIIOJNIOKEH FOKHEE OCTAJIBHBIX, A CLHEHapuil | 3aHHMaeT NPOMEKYTOUHOE
MOJIOKEHUE. Takoe pachpeneneHue MNOATBEPKIAET, YTO HU3MEHEHHE HCXOIHBIX
[MapaMeTpOB MOJEIUPOBAHUS NPUBOOUT K CMEIICHUKD TOYKM MaJACHUS B
IPOCTPAHCTBE, YTO HEOOXOJUMO YUYUTHIBATh MPU MOCTPOEHUU KApT PHUCKA H
ONPENEJICHUH I'PAHULL IOTEHIIMATBHO OMACHBIX 30H.
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Pucynok 13 - I3ameneHue cpeaHei ommoOKy MPOrHO3UPOBAHUS IS Pa3IMUIHBIX
Moeen

[=2}
(=}

Ha pucynke 13 mokazaHo uW3MEHEHHE CpeAHEN OIMMOKH MPOTHO3WPOBAHUS
JUISL pa3iaudHbIX Monened. HawuOosbiiiee 3HavyeHwe omuOku Habmomaercs y
KJIaCCUYECKOM Oa/IMCTHYECKOM MojelM U cocTtaBiager 220 M, Torga Kak
cToxacTudeckass mozenb Mounte-Kapio cHmwxkaer €€ no 95 M, a AI/ML-monens
oOecrieunBaeT HAWIYUIIUd pe3yiabTaT — Okoyio 60 M. DTO CBHUIETEIBCTBYET O
TOM, YTO MPUMEHEHUE COBPEMEHHBIX BEPOSITHOCTHBIX W MHTEJUICKTYaIbHBIX
METOJIOB CYILIECTBEHHO TMOBBIIIAET TOYHOCTh TMPOTHO3a IO CPABHEHUIO C
TPAIUIIMOHHBIM 0ATUTUCTUYECKUM TMOJIXOA0M.
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Pucynok 14 - CpaBHeHHE CTaHIAPTHOTO OTKJIOHEHUS OLUMOKHU JUIsl TPEX
MO/JIEJIEN TIPOTHO3UPOBAHUS

Ha pucynke 14 mnpeacraBieHO CpaBHEHHUE CTaHAAPTHOIO OTKJIOHEHMS
oMok JUIsl TpEX MoJenei mporHosupoBanusa. Kiaccuueckas Oamivcthyeckas
MOJICNIb XapaKTepU3yeTcsl HauOOIBIIUM Pa30pocoM pe3ysbTaToB — 65 M, Torna
KaK JUIsl CTOXacTH4Yeckorn Mojenu MoHTte-Kapiao 3TOT moka3zaTeinb CHUXKAECTCS 10
40 M, a gns AI/ML-moaenn gocTuraeT MMHHMAJIBHOIO 3HadYeHHs 25 M. OTo
MOATBEPAKIAET, UYTO COBPEMEHHBIE METOJbI HE TOJBKO TMOBBIIIAIOT TOYHOCTH
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MpOTHO3a, HO U oO0ecrneynBaloT OOJBIIYI0 YCTOWYUBOCTh U CTAaOMIBHOCTH
pE3yIBTATOB MOJIECIUPOBAHUS.

Cases, %

Classical Stochastic Al/ML
Ballistic (Monte Carlo) Model
Model

Pucynok 15 - Jlons cnydaeB, B KOTOPBIX POTHO3UPYEMasi TOUKA aJICHHS
BBIXOJIUT 32 Mpeielibl 0€30MacHON 30HbI, JIJIS Pa3IMYHbIX MOJIEICH

Ha pucynke 15 nokaszana a07s ciy4yaeB, B KOTOPBIX IPOTrHO3UpPYyEMasi TOUKA
MajeHUsT BBIXOTUT 3a Tpeaesibl 0e30MacHON 30HBI, JUISI Pa3IMYHBIX MOJEIICH.
MakcumanbHOE 3HAYCHHE HAOI01aeTCs Y KIIACCUIECKON OATUCTUIECKON MOIETTH
u coctaBiser 12%, Torma kak ajisi croxactuuecko monenu Monte-Kapio stot
nmokasatenb CHmwkaercs 10 4%, a muas AI/ML-monemn — 1o 1%. IlomydeHHbie
pe3yJbTaThl MOJATBEPKIAIOT, YTO KMCIOJIb30BAHUE 0O0JIee COBEPILICHHBIX METOJIOB
MOJICJTUPOBAHUS 3HAUUTEJIPHO TOBBIIIAET HAAEKHOCTh IPOTHO3a U CHHUYKAET
BEPOSATHOCTH OITMOOYHOTO OTPE/ICTICHUS OMTaCHOM 30HBI.
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Pucynok 16 - Pactipenenenue njioTHOCTHA HACEIEHHUS IO paCCMAaTPUBAEMBIM 30HAM
puckKa

Ha pucynke 16 mpeacraBieHO pacnpelesieHHe IUIOTHOCTU HaceleHHs I10
paccMaTprBaeMbIM 30HaM pucka. Hanbonbinee 3HaueHne Habmogaercs B 30He C u
coctapisieT okono 340 den./kM?, TOrAa Kak 30HAa A XapakTepU3yeTcs CpeaHei
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IUIOTHOCTBIO HacejieHust 150 uyein./km?, a 3oHa B — MuHMManbHOM, okoyno 30
yel./KM?. DTO TOKa3bIBaeT, uTo 30Ha C sBseTcsl Hambosee YyBCTBUTEIHHOM C
TOYKU 3PEHUS BO3MOXHBIX MOCJIEICTBUHN MMaJICHUS, TOCKOJIbKY BBICOKAs MJIOTHOCTh

HACEJICHNs YCWIMBAET TOTEHINAIBHBIA TEPPUTOPUAIBHBIN PUCK.
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Pucynok 17 - BeposTHOCTh mafieHNs OTACHSIONIMXCA 3JIEMEHTOB B IIpeIeIax
paccMaTpyUBaEMbIX 30H

Ha pucynke 17 mnpencraBieHa BepOSTHOCTb TMAJCHUS OTIEISIONIUXCS
AJIEMEHTOB B TIpejeiax paccMmaTpuBaeMblx 30H. Haubonbliee 3HaueHue
3adukcupoBano g 30Hel C u cocrtaBiuser 3.7%, Torma Kak JuIsi 30HBI A
BEpOSATHOCTh TMajeHuss paBHa 1.2%, a gnsga 3oHpl B — gjume 0.2%. OT1o0
MOATBEPKIAET, 4To 30Ha C siBisieTcs: HanboJiee OMacHON HE TOJIBKO IO MIIOTHOCTH
HACEJICHUS, HO M 10 BEPOSATHOCTH BO3HUKHOBEHHSI CAMOTO COOBITHS TMAJECHUS, UYTO
JOTIOJTHUTENIHHO YCHJIMBAET €€ OOIIHI YPOBEHb PUCKA.
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Pucynok 18 - Pacnipenenenue 10u 3aTpaT MEK/y OCHOBHBIMU dTaraMu paOOThI
CUCTEMbI MPOTHO3UPOBAHHUS
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Ha pucynke 18 mokazaHo pacmpenesieHHe J0JIM 3aTpaT MEXIy OCHOBHBIMU
ATanaMu paboThl CUCTEMBI IPOrHO3UpoBaHusa. HanbonbIas Harpy3ka NpUXoauTCs
Ha 3Tall aHaju3a JaHHBIX MU MOJEIMPOBAHUS, Iae 3aTparbl gocturatoT 40%, Torna
Kak BU3yaluzanusa 3anumaetr 25%, npenpapurenbHas o0padbotka — 15%, a BBOA
JaHHBIX U (OPMUPOBAHUE UTOTOBOTO OTYETA COCTABISIIOT 1O 10%. DTO yKa3bIBaeT
Ha TO, YTO LEHTPAJIBHBIM M HauboOJee PecypCOEMKUM 3JIEMEHTOM BCEH CHUCTEMBI
ABIIIETCS. HMMEHHO  BBIYHCIIUTEIbHO-aHAIUTUYCCKUN  ATal,  ONpPEAeSIOINiA
KauyeCTBO UTOTOBOTO MPOTHO3a.

3akiouenue.

Pazpaborana GIS-opueHTHpOBaHHAsT METOAMKA MPOTHO3UPOBAHUS 30H
NaJCHUS  OTHCISIIOIIUXCS ~ CTyHEHEW  paKeTbl-HOCUTENs,  OOBbEeAMHAIOIAs
JETEPMUHUPOBAHHOE MOJIEIMPOBAHUE TPACKTOPHUM, CTOXACTUYECKUM aHaJIU3
HEOIIPEJECIEHHOCTH UM IPOCTPAHCTBEHHYIO OLICHKY pucka. IlokaszaHo, drto
M3MEHEHHE MacCChl CTYIIEHU, CKOPOCTHM BETPAa U yIJla OTHAEJICHWS CYIIECTBEHHO
BJIMSIET HA KOOPAMHATHI TOYKH MAJICHHUS W BEIMYUHY OTKIOHEHUWS, a HAWIYy4llue
pe3yabTaThl JeMoHcTpupyeT AI/ML-Monens, CHU3MBIIAS CPEIHIO OMIMOKY 10 60
M U JIOJI0 BbIXOJAa 3a Mpenenbl 0e3omacHOM 30HBI 10 1%. YcTaHOBIEHO, YTO
HanOoJiee ySI3BUMBIMU SIBJISIFOTCS TEPPUTOPUU C BBICOKOU IMJIOTHOCTHIO HACEIEHUS
U KpPUTHYECKOW HHPpacTpyKTypol. Takum o00pa3oM, MOIYyYEHHBIE PE3YJIbTAThI
ITOATBEPKAAIOT, 4TO MHTETpalus TPAEKTOPHOT'O MOJETUPOBAHU,
croxactuueckoro aHaimm3a ©  GIS-omeHkm pucka TOBBIIIAET TOYHOCTH
MPOrHO3UPOBAHUS U MPAKTUYECKYIO LIEHHOCTh CHUCTEMBI IS 3a7au oOecreueHus
0€30MacHOCTH KOCMUYECKUX 3aMyCcKOB. [lepcnekTuBbl JanbHEHIIINX NCCIEI0BAHMMI
CBA3aHbl C MWCIOJB30BAHMEM [JAHHBIX B pEAJbHOM BPEMEHH, aJalNTHUBHBIM
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3bIMBIPAH TACBIFBIIITHIH BOIIHETIH CATBLIAPBIHBIH KYJIAY
ANMAKTAPBIH BOJIKAV/BIH GIS-BAFJIAPJIAHFAH DICTEMECIH
I3IPJIEY

Anaarna. Makanaaa 3bIMBIpaH TACBIFBIITHIH OOJIHETIH CaThUIAPbIHBIH
Kyjlay ailMakTapblH OOJDKayIblH TPACKTOPUSHBI JIETEPMUHUPIIEHTEH MOJEINbJEY,
OEJNTICI3MIKTI CTOXACTHKAJbIK TajAay >KOHE TOYeKeNAl KEHICTIKTIK Oaranay
uHTerpanusaceiHa HerizaenreH GIS-Oarmapianran ojicTeMeci KapacThIpbLIabl.
¥ cbIHBUIFAH TACLIT caThUIapAbIH YIIIY-TEXHUKAJIBIK napameTpJiepiH,
METEOPOIOTUSIIBIK JEPEKTEP/Il KOHE T€OKEHICTIKTIK aKnapaTThl OIpbIHFall €cenTey
ChI30achl aschbiHa OIpIKTIpel, OYJI HOMUHAIABl TPACKTOPUSIHBI €CENTeYIl, KyJay
BIKTUMAJT aliMarblH KaJBIITACTHIPYbl JKOHE TOYEKENIiH HU(PIBIK KapTajgapblH
KYPYy/bl KAMTaMachl3 €Te/l.

OJICTI TEKCepy YIIIH caThllap Maccachl, el KbUIIAMIBIFBl KoHE OeIiHy
OYpBIIIbI OOMBIHIIIA EPEeKIIeIEHETIH YIII CIIeHApUi KapacThIphUIAbl. KiacCcuKambiK
OaJIMCTUKANBIK Mojeb, MoHTe-Kapio cToXacTHKanbIK MOJENI >KOHE >KacaH/bl
WHTEJUICKT TEeH MAIIMHAJIBIK OKBITY d3JEMEHTTEpl 0ap MOJeNb CalbICTHIPHLUIIbI.
3amaHayu omicTepal KojjaHy OOJDKaMHBIH oprTama kKareciH 60 wm-re JeiiH
a3aiTyFra, CTaHAAPTTHI AyBITKYIbl 25 M-re JediH TOMEHJETyre >KoHE Kaylrci3
allMakTaH TbIC IIBIFY yieciH 1%-Fa JeillH KbICKapTyFa MYMKIHIIK OepeTiHi
KOPCETUIII.

KEeHICTIKTIK ToyeKkea Tayjaybl XajblK ThIFBI3JIIFbI KOFAphl JKOHE MaHbI3/Ibl
MH(QpaKypbUIbIMBI 0ap ayMakTap €H Ocall €KEHIH KOpCeTTl. AJIbIHFAH HOTHXKEIEp
TPACKTOPUSIIBIK MOJENbIACY/l, Oenrici3mikTi Tanmayabl >koHe GIS-kypangapbix
OIpiKTIpy OOJKAy MONAITIH KOHE FAPBIMITHIK YIIBIPHUIBIMAAPABIH KAYINCI3ITiH
KaMTaMachl3 €Ty Ke3iHJe MIEHNM KaObUIIayabl KOJaay KYWECIHIH MpPaKTUKAIBIK
MaHBI3bIH apTTHIPATHIHBIH TQJIEIICH/II.

Tyiiinai ce3aep: 3bIMBIpaH TACBHIFBINI, OOJIHETIH CaThl, Kyjay aMaKTapbiH
oomxkay, GIS, cToxacTHkanbIK MOJIETBACY, TOYEKENA1 KeHICTIKTIK Oaranay, MoHTe-
Kapno amici, AI/ML.
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DEVELOPMENT OF A GIS-BASED METHODOLOGY FOR
PREDICTING THE IMPACT ZONES OF SEPARATING STAGES OF A
LAUNCH VEHICLE

Abstract. This article discusses a GIS-based method for predicting the impact
zones of launch vehicle separating stages based on the integration of deterministic
trajectory modeling, stochastic uncertainty analysis, and spatial risk assessment.
The proposed approach combines stage performance parameters, meteorological
data, and geospatial information within a single computational framework that
enables the calculation of a nominal trajectory, the generation of a probabilistic
impact zone, and the construction of digital risk maps. To verify the approach,
three scenarios were considered, differing in stage mass, wind speed, and
separation angle. A comparison was made between a classical ballistic model, a
stochastic Monte Carlo model, and a model with elements of artificial intelligence
and machine learning. It is demonstrated that the use of modern methods allows for
a reduction in the average prediction error to 60 m, a decrease in the standard
deviation to 25 m, and a reduction in the percentage of overshoots to 1%. Spatial
risk analysis revealed that the most vulnerable areas are those with high population
density and critical infrastructure. The results confirm that the integration of
trajectory modeling, uncertainty analysis, and GIS tools improves forecast
accuracy and the practical value of the system for supporting decision-making in
ensuring space launch safety.

Keywords: launch vehicle, separating stage, impact zone prediction, GIS,
stochastic modeling, spatial risk assessment, Monte Carlo method, AI/ML.
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PROBLEMS OF IMPLEMENTING INFORMATION SECURITY
REQUIREMENTS IN INDUSTRIAL CONTROL SYSTEMS

Abstract. This article examines the key challenges associated with
implementing information security requirements in industrial control systems.
Based on the analysis of scientific publications, international standards, and
industry analytical reports, as well as on the author’s own analysis and practical
experience, the limitations of directly transferring information security
requirements developed for corporate information systems to the industrial
environment are identified. It is shown that the architectural and operational
characteristics of ICS, the priority of availability and continuity of technological
processes, and the long life cycle of industrial equipment necessitate the adaptation
of information security requirements. The role of an information security
management system is substantiated as a tool for risk-oriented adaptation of
security requirements and for the implementation of compensating security
measures in industrial systems.

Keywords: industrial control systems (ICS), information security, OT
cybersecurity, risk-based approach, information security management system,
critical infrastructure protection, defense-related infrastructure, national security.

Introduction.

Industrial control systems (ICS) are designed to monitor and control
industrial processes in real time with the involvement of an operator. An ICS
comprises hardware and software components that provide data acquisition,
processing, and transmission, as well as control of actuators at all stages of the
technological process. Industrial control systems form the basis for the operation of
industrial enterprises and critical infrastructure facilities. Unlike corporate
information systems, ICS manage physical processes in real time and are
characterized by strict requirements for availability and operational resilience. The
relevance of this issue is especially important for critical and defense-related
infrastructure. Industrial control systems are used not only in traditional industrial
enterprises, but also in facilities that support energy supply, water treatment, fuel
storage and distribution, transport infrastructure, and communication systems.
Disruption of such technological processes may affect the continuity of essential
services, the operational readiness of defense facilities, and the resilience of
national security infrastructure. Therefore, the protection of ICS should be
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considered not only as a technical information security task, but also as an
important element of critical infrastructure protection and national security.

Disruption of ICS operation as a result of information security incidents can
lead not only to economic losses, but also to equipment damage, production
downtime, and the occurrence of industrial accidents. According to an analytical
report by the Expert and Analytical Center InfoWatch, a steady increase in the
number of cyber incidents in the ICS segment was recorded in 2022-2024, with a
significant proportion of incidents involving violations of the availability of
technological processes [1]. International analytical reports also confirm changes
in the threat landscape in industrial environments. In particular, reports by Verizon
and IBM indicate an increase in attacks related to credential compromise, remote
access abuse, and exploitation of network vulnerabilities, which poses a serious
threat to industrial control systems [2], [3].

Despite the development of regulatory and methodological documents in the
field of information security, the implementation of relevant security requirements
in ICS remains a challenging task. A substantial portion of these requirements was
developed with the specifics of corporate IT systems in mind and does not fully
take into account the architectural and operational characteristics of industrial
control systems, as confirmed by both scientific publications and the provisions of
international standards [4].

The purpose of this article is to analyze the key challenges associated with
implementing information security requirements in industrial control systems and
to substantiate the need for their adaptation within the framework of an
information security management system.

The scientific novelty of this study is as follows. The paper proposes and
validates a risk-oriented approach to adapting information security requirements in
ICS, taking into account the operational and technological constraints of industrial
control systems. Unlike traditional approaches that assume a formal transfer of
information security requirements from corporate IT systems to industrial
environments, the proposed model focuses on assessing the acceptability of
security measures based on their impact on the availability and resilience of
technological processes. The novelty of the approach lies in the formalization of a
procedure for the justified deviation from certain information security
requirements, followed by the implementation of compensating security measures
within the information security management system.

Materials and Methods.

Specific Features of Industrial Control Systems as an Object of Information
Security.

Industrial control systems represent hierarchical distributed systems that
include programmable logic controllers, SCADA systems, control servers, and
industrial data communication networks. Their key characteristic is the control of
physical processes in real time and continuous 24/7 operation, which precludes the
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possibility of prolonged downtime and experimental changes to security
configurations [5].

In accordance with the recommendations of the NIST SP 800-82 standard,
the primary security objectives for industrial systems are the availability and
integrity of technological process control, whereas information confidentiality,
unlike in corporate IT systems, plays a secondary role. A similar approach is
reflected in the IEC 62443 series of standards, which define security requirements
for industrial communication networks and systems [6].

Another important feature of industrial control systems is the long life cycle
of hardware and software components. In practice, this leads to the operation of
legacy operating systems and application software, the updating of which is often
impossible without the risk of disrupting the technological process. This issue has
been repeatedly highlighted in scientific studies and industry analytical reports [7].

As a result, known vulnerabilities persist in industrial control systems, and
their mitigation requires the use of compensating security measures and a risk-
oriented approach to the implementation of information security requirements.

Key Problems of Implementing Information Security Requirements in
Industrial Control Systems.

Limitations of Software Updates and Vulnerability Management.

In corporate information systems, regular software updates are considered a
fundamental requirement of information security. However, in industrial control
systems, the installation of updates without prior testing may lead to component
incompatibility, failures in controller operation, and loss of control over the
technological process. According to industry reports by Dragos and Kaspersky ICS
CERT, a significant proportion of incidents in industrial environments are
associated with the exploitation of known but unremediated vulnerabilities, the
patching of which was postponed for technological reasons [8]. Under conditions
where timely vulnerability remediation is not feasible, organizations are forced to
compensate for emerging risks through architectural and organizational security
measures, including network segmentation, isolation of the technological
perimeter, and control of remote access.

Challenges of Deploying Antivirus Protection.

Formal information security requirements typically mandate the use of
antivirus solutions. However, the deployment of generic antivirus software in
industrial control systems is associated with a high risk of disrupting technological
processes.

Automatic file deletion, process blocking, or forced system reboots may
result in the interruption of control over technological objects, which is
unacceptable in continuous production environments. These risks are examined in
detail in analytical materials published by Kaspersky ICS CERT and Positive
Technologies [9]. Therefore, both scientific and practical studies emphasize the
need to apply specialized security solutions designed for industrial environments,
as well as to abandon automatic response modes in favor of controlled and well-
documented procedures [10].
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Insufficient Segmentation and IT/OT Convergence.

One of the most common causes of incidents in industrial control systems is
insufficient segmentation between corporate and technological networks.
According to analytical reports by InfoWatch and IBM, a significant number of
attacks propagate from the corporate segment into the industrial environment
through improperly configured network connections and remote access channels.

The convergence of IT and OT networks without adherence to industrial
cybersecurity principles significantly expands the attack surface and increases the
likelihood of compromising critical elements of technological control, a concern
repeatedly highlighted in CISA recommendations [11].

The implementation of security requirements in industrial control systems
requires not only the selection of individual technical controls, but also the correct
organization of the interaction between corporate and technological network
segments. In modern ICS environments, complete isolation of the technological
perimeter is difficult to maintain due to the need for remote maintenance, data
exchange with corporate systems, centralized monitoring, and integration with
historians and engineering workstations. Therefore, one of the key compensating
measures 1s the creation of a segmented IT/OT architecture with an industrial
demilitarized zone.

Figure 1 presents a generalized architecture in which the corporate IT
network, industrial DMZ, OT/ICS network, and field level are separated by
firewalls and controlled communication channels. This architecture prevents direct
access from the corporate network or the Internet to critical ICS components, while
still allowing controlled data exchange, monitoring, and vendor maintenance
through secure intermediate systems.

As shown in Figure 1, the industrial DMZ acts as an intermediate security
layer between the corporate IT network and the OT/ICS network. Systems such as
historians, monitoring collectors, patch servers, VPN/PAM solutions, and jump
servers are placed in this zone in order to prevent direct interaction between
external users and critical control components. Remote vendor access is routed
through controlled access mechanisms and should be accompanied by
authentication, authorization, session logging, and periodic review of active
accounts.

The OT/ICS network contains the main technological control components,
including SCADA servers, HMI/operator workstations, engineering workstations,
control servers, industrial switches, and PLC/RTU controllers. These components
interact with sensors, actuators, motors, pumps, valves, and the physical process at
the field level. Direct access from the corporate network to PLCs or field devices
must be blocked, while monitoring sensors should collect logs and security events
for further analysis. Such segmentation reduces the attack surface and supports the
risk-oriented adaptation of information security requirements without disrupting
the continuity of technological processes.

Growth of Vulnerabilities and Changes in Attack Vectors.



An analysis of recent industry reports indicates a shift in attack vectors
targeting industrial control systems. Whereas infected removable media previously
represented the primary source of threats, recent years have seen a predominance
of attacks conducted via remote access, credential compromise, and the
exploitation of network vulnerabilities. Particular concern is associated with
unmanaged and agentless devices, including programmable logic controllers and
field devices, for which the deployment of traditional incident detection
mechanisms is limited or impractical.
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Figure 1 — IT/OT architecture with industrial DMZ and controlled remote access

Human Factor and Organizational Constraints.

The human factor has a significant impact on the level of information
security in industrial control systems. According to analytical studies by Verizon
and JetInfo, up to 25-30% of incidents in industrial environments are associated
with personnel errors, insufficient staff qualification, and violations of established
operational procedures [12].

Under these conditions, systematic personnel training, regular knowledge
assessment, and the development of an information security culture within a
unified management framework become critically important.

Systemic and Organizational Causes of Ineffective Implementation of
Information Security Requirements.

An analysis of contemporary practice-oriented sources shows that the key
problems in implementing information security requirements in industrial control
systems are associated with the mechanical transfer of IT-centric approaches into
industrial environments without consideration of operational constraints. The use
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of generic security solutions, including antivirus software, active network
scanning, and strict authentication mechanisms, may lead to control delays,
SCADA system failures, and disruptions to the continuity of technological
processes.

The underlying causes of vulnerabilities in industrial control systems are
systemic in nature and stem from the multi-level architecture of industrial systems,
the long life cycle of equipment, and integration with corporate networks. Formal
models of an “isolated technological perimeter” do not reflect actual operating
conditions and result in underestimated risk assessments. Organizational
factors also play a significant role in the occurrence of incidents, particularly
insufficient interaction between information security teams and operational
personnel. Decision-making without due consideration of technological
requirements reduces the effectiveness of security measures and increases the
likelihood of procedural violations. Under these conditions, effective information
security for industrial control systems can only be achieved within a risk-oriented
information security management system that enables the adaptation of security
requirements, the justification of deviations from formal norms, and the
implementation of compensating measures without compromising the stability of
technological processes.

Adaptation of Information Security Requirements within an Information
Security Management System.

The analysis conducted demonstrates that the identified problems are
systemic in nature and cannot be resolved solely through the deployment of
individual technical security controls. Effective information security for industrial
control systems is achieved within the framework of an information security
management system adapted to the conditions of industrial operation.

An information security management system enables the implementation of
a risk-oriented approach, in which the acceptability of specific security measures is
determined by their potential impact on the technological process. When the
implementation of certain formal security requirements is not feasible, a
documented risk assessment is performed and compensating security measures are
introduced, including network segmentation, isolation of demilitarized zones,
control of remote access, and monitoring of security events.

At the same time, the practical implementation of information security
requirements in industrial control systems requires consideration of technological
constraints, as well as the prioritization of availability and continuity of production
processes. In this regard, the present study proposes and validates a model for
adapting information security requirements in industrial control systems based on a
risk-oriented approach and the principles of an information security management
system.

The proposed risk-oriented model for adapting information security
requirements in industrial control systems is presented in Figure 2.
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Figure 2 - Risk-oriented model for adapting information security requirements in
industrial control systems

Validation of the Model for Adapting Information Security Requirements in
Industrial Control Systems.

The validation of the proposed model for adapting information security
requirements was conducted based on the results of an information security audit
and a pilot project involving the deployment of monitoring and protection tools in
the ICS networks of an industrial energy facility. The study examined
technological segments of the industrial control system, including servers, operator
workstations, engineering stations, network equipment, and data communication
channels.

During the information security audit, relevant threats and vulnerabilities
characteristic of industrial control systems were identified. It was determined that
the most significant risks to ICS are associated with outdated software, the absence
of centralized backup mechanisms, the use of unsupported antivirus solutions, the
presence of unauthorized network interactions, and the potential for man-in-the-
middle attacks (ARP spoofing). The application of the proposed model made it
possible to assess the acceptability of implementing security measures with regard
to their impact on the availability and resilience of the technological process. In
cases where the direct implementation of information security requirements (for
example, the deployment of traditional antivirus solutions or software updates)
could have disrupted ICS operation, decisions were made to implement
compensating measures, including network segmentation, enhanced monitoring,
control of network interactions, and security event logging.

As part of the pilot project, a significant number of security events were
recorded within the technological network, including events with a high level of
criticality. The analysis of network traffic and system logs made it possible to
identify previously non-obvious threats, including interactions with external
networks under a formally isolated ICS architecture, as well as misconfigurations
of individual nodes.

The results obtained confirm the practical applicability of the proposed
model for adapting information security requirements and demonstrate the
feasibility of using a risk-oriented approach to protect industrial control systems.
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Results and Discussion.

As a result of the conducted study and the validation of the proposed
approach, the following key results were obtained.

First, it was established that the direct implementation of formal information
security requirements developed for corporate IT systems into the industrial ICS
environment, without taking technological constraints into account, may lead to
reduced control resilience and an increased risk of disrupting the continuity of
technological processes.

Second, a model for adapting information security requirements in industrial
control systems was developed and validated. The model is based on a risk-
oriented assessment of the acceptability of security measures and the application of
compensating measures in cases where the implementation of specific
requirements is not feasible.

Third, within the pilot project, it was demonstrated that even under a
formally isolated technological network architecture, information security events
are recorded in industrial control systems, indicating the presence of hidden
network interactions and underestimated attack vectors. This result confirms the
inadequacy of assumptions regarding the complete isolation of the technological
perimeter in the absence of continuous monitoring.

Fourth, the practical applicability of using an information security
management system as a tool for aligning information security requirements with
the operational characteristics of industrial control systems was confirmed. This
approach enables the justification of deviations from formal security requirements
and the reduction of overall risk without compromising the technological process.

Conclusion.

Within the framework of this study, the main problems of implementing
information security requirements in industrial control systems were analyzed,
taking into account the architectural, technological, and operational characteristics
of ICS. It was established that the direct transfer of information security
requirements used in corporate information systems to the industrial environment
is not always acceptable, since such measures may create additional risks for the
availability, resilience, and continuity of technological processes.

The main result of the work is the development and practical validation of a
risk-oriented model for adapting information security requirements in ICS. The
proposed model makes it possible to assess security measures not only from the
standpoint of formal compliance with requirements, but also with regard to their
possible impact on the technological process. In cases where the direct
implementation of certain requirements may disrupt the operation of an industrial
system, the model provides for justified deviation from formal norms and the
application of compensating security measures, including network segmentation,
the use of an industrial DMZ, remote access control, security event monitoring,
and logging of critical actions.



o)

The practical validation of the model based on audit materials and a pilot
project confirmed its applicability in real industrial conditions. The obtained results
revealed hidden network interactions, configuration errors, outdated software, and
other underestimated attack vectors, which confirms the need for continuous
monitoring and regular risk assessment.

Thus, the proposed approach makes it possible to adapt information security
requirements to the conditions of ICS without compromising the reliability and
continuity of technological processes. The results of the study can be used to
protect industrial enterprises, critical infrastructure facilities, and defense-related
systems.
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ABTOMATTAHIBIPBIJIFAH TEXHOJIOT'UAJIBIK ITPOLECTEP/II
BACKAPY )KYWEJIEPIHJAE AKITAPATTBIK KAYIIICI3AIK
TAJIAIITAPBIH EHI'I3Y MOCEJIEJIEPI

Anaarna. bynm  wmakamaza = aBTOMATTaHABIPBUIFAH  TEXHOJOTHSUIBIK
nporecTepAl 0ackapy KyhelepiHe aKnapaTThIK KaylIlnci3/IiK TajJanTapblH €Hr13yre
OailIaHBICTBI HETI3T1 MacelseNiep KApacThIpbUIa/ibl. F'hUIBIMU KapUsIaHbIMIAPIbI,
XaJIBIKApaJIbIK CTaHIAPTTAp/Abl KOHE CajlaJIbIK aHAJIMTUKAIIBIK eCenTepil Tajijay,
COHJIali-aK aBTOPJBIH JKEKE Tajjaybl MEH MPaKTUKAIBIK ToKipuOeci Heri3iHge
KOPIOPATUBTIK aKMapaTThIK >KyHenep YIIH o3IpJCHTeH aKmapaTThlK Kayirci3mikK
TaJanTapblH OHEPKICINTIK OpTaFa TIKeNeH KOUNpyAiH MIeKTeyJepl alKbIHIAIbI.
ABTOMATTaHJBIPBUIFAH TEXHOJIOTUSJIBIK IpolLecTepll Oackapy KyHenepiHue
aApPXUTEKTYPAJIBIK KOHE IMailajaHy epeKIIeTIKTepl, TEXHOJOTUSIIBIK TTPOLIECTEPAIH
KOJDKETIMIUTITT MEH Y3[IIKCI3 KYMBIC 1CT€y OachIMIBIFbI, COHJIali-aK ©HEPKACINTIK
XKaOJBIKTBIH Y3aK OMIPJIIK LMKII aK[apaTThIK KAayINCI3[IK TalanTapblH OelimMaeyal
KOKET €eTETIHI KepceTUlal. AKNapaTThIK KayilcCi3aiKTi Oackapy >KyHecCiHIH
KAyIlTepre HEri3AeNireH TACII apKbUIbl KayINCI3IK TaJanTapblH OeHiMaey *KoHe
OHEPKACINTIK JKyHenepe 6TeMIIK KOPFaHbIC MIapaJlapblH €HI13Yy KYpajbl pEeTIHET1
poITl alKbIHIAbI.

Tyiiinai ce3nep: eHepkocinTik Oackapy xyiuenept (ObX), akmaparteik
KayInci3aik, onepanusuiblik TexHonorusiapasiH (OT) kubepKayinci3airi, ToyeKenre
OarmapiianfaH TOCL, aKMmapaTThIK Kayinci3mikTi Oackapy JKyheci, MaHBI3JIbI
UHDPaKYPBUTEIMIBI KOPFay, KOPFAaHBIC HHPPAKYPBUTBIMBI, YITTHIK KayIMCI3/IiK.
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MMPOBJEMBI BHEJIPEHUSI TPEGOBAHUI HH®OPMAIIMOHHON
BE30OITACHOCTHU B ABTOMATHU3NPOBAHHBIX CUCTEMAX
YIIPABJIEHUA TEXHOJIOT'MYECKUMMU NTPOLHUECCAMUA

AHHOTanus. B cratbe paccmaTpuBaroTCs KIIOUEBbIE MPOOIEMbl BHEAPECHHUS
TpeboBaHuil MHOOPMAITMOHHOW OE€30MaCHOCTH B aBTOMATH3WPOBAHHBIX CHCTEMAaX
YIpPaBIEHUS TEXHOJOTMYECKUMH TporieccaMu. Ha oOCHOBE aHaimn3a Hay4YHBIX
nyOMuKaIuii, MEXIYHapOJIHBIX CTaHJAAPTOB U OTPACJICBBIX AHATUTUYECKUX
OTYETOB, a TAaKXXE AaBTOPCKOTO aHajiu3a MU MPAKTUYECKOTO OIbITA BBISBICHBI
OTpaHUYEHMs] TPSIMOro NepeHoca TpeOoBaHUN WMH(OPMAIMOHHOW O€30MacCHOCTH,
pa3paOOTaHHBIX  JUII  KOPHOPATUBHBIX  WH(MPOPMAIIMOHHBIX  CHUCTEM, B
IPOMBIIUIEHHYIO cpeny. [lokazaHo, 4TO apXHTEKTYpHBIE U HKCILTyaTallMOHHbBIE
OCOOEHHOCTH AaBTOMATH3MPOBAHHBIX CHUCTEM YIPABICHUS TEXHOJOTMYECKUMHU
MpoIeCCaMU, MPUOPUTET JIOCTYIMHOCTH W HENPEPHIBHOCTH TEXHOJOTHUYECKUX
IPOLIECCOB, a TAaKXKe JUIMTENbHBIA JKU3HEHHBIA IMKJI I[POMBIIIJIEHHOTO
o0opysoBaHusl  O0YyCIABIMBAIOT HEOOXOAMMOCTh  aJamnTaluu  TpeOOBaHMIA
uHdopmarmonHo Oe3zonacHocTH. OOOCHOBaHA POJb CHUCTEMBI  YIIpaBICHUS
nH(OPMAITMOHHONW 0€30MaCHOCThI0 KaK WHCTPYMEHTa PHUCK-OPUEHTUPOBAHHOU
amantanuu TpeOoBaHUM O€30MACHOCTH W BHEIPEHHUS KOMIICHCUPYIOIIMX MeEp
3aIIUTHI B MPOMBIIUIEHHBIX CHCTEMAX.

KawueBble ciaoBa: mnpowmbiiuieHHble cucTeMbl ynpaieHus (IICY),
uHpopmMarmoHHas 0€30MacHOCTb, KnOep0Oe30macHOCTh omepaImOHHbIX
texHosoruii (OT), pUCK-OPHUEHTHUPOBAHHBIM MOJIXOJ, CHCTEMa MEHEIKMEHTa
MH()OPMAIIMOHHOW 0€30MaCHOCTH, 3allluTa KPUTUYECKOHM HHPPACTPYKTYpHI,
o0opoHHasi UHPPACTPYKTYypa, HAIIMOHAJIbHASI O€30M1aCHOCTb.
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PA3PABOTKA Y-AECKPUIITOPA JISA CUHCTEMbI TEXHUYECKOI'O
3PEHUSA TPUBA3HOI'O MYJIBTUKOIITEPA HA OCHOBE METOJIA
KJIIOYEBBIX TOYEK

AnHoTamusi. B cratbe gaercs o00mas XapakTEpPUCTHKA TPUBSI3HBIX
MYJIbTUKONTEPOB, TPHUBOASTCS HX OCHOBHBbIC (DYHKIIMOHAJIBHBIE BO3MOXKHOCTH,
CTaBUTCA 3ajaya pa3pabOTKM  CHUCTEMbl ABTOHOMHOM  HABUTAIlUU  JUJIS
WCIIOJIb30BAHUS B OJTHOM U3 CJIOKHBIX MPOIECCOB (DYHKIIMOHUPOBAHUS TPUBS3ZHBIX
BIIJIA — ero mocagku Ha 3emmto. g pa3pabOTKM CUCTEMbl aBTOHOMHOM
HaBUTAIMU MIpejiaraeTcsi UCMOJIb30BaHUE TEXHOJIOTUH KIIFOUEBBIX TOYEK.

[IpoBenen kpatkuii 0030p AETEKTOPOB M JECKPUNTOPOB KIIFOUEBBIX TOYEK.
[Toka3zaHo, 4TO B KauecTBE ACTEKTOpPA KIIOYEBBIX TOYEK MOXKHO HCIOJIb30BaTh
nerektop FAST. OnmHako 11 TOCTPOCHHS JECKpUIITOpa ObLTa HCITOh30BaHA
MaremaTudeckas Mojienbp Mmetona W-mpeoOpasoBaHuil B 3ajayax ONTUMHU3AIUU
HEJIMHEWHBIX (DYHKIMH, KOTOpas Jierja B OCHOBY IOCTPOEHHUSI COOCTBEHHOTO
JNECKpUNTOpa KIIOYEBBIX TOUEK - ‘V-neckpunropa.

[IpuBeneHb! pe3ynbTaThl MPAKTUIECKOTO UCIIOIb30BaHus pazpaboranHoro ‘Y-
JNECKpUIITOpa JJIsi  pelIeHWs 3aJa4d  aBTOHOMHOW  HaBuranuu  BILJIA.
Pa3paboTaHHblii HOBBI METOJl OMPENCICHHS KIIOYEBBIX TOUYEK MOXKET ObITh
HCIOJB30BaH B CHUCTEMax TEXHUYECKOTO 3PEHUS NPUBA3HBIX OECHUIOTHBIX
JIeTaTeNbHBIX allapaToB JJIs PelIeHUs 3a]a4 MOCaJKU B KAUeCTBE ajJbTEPHATUBBI
mTaTHbIM cuctemam GPS.

KiroueBsie ciioBa: nipusizHoi BIIJIA, neckpuntop, aBTOHOMHAasi HABUT LM,
KJIIOUE€BAs TOUKA, TEXHUUECKOE 3pEHUE, UCKYCCTBEHHBIA UHTEIUICKT.

Bsenenmue.

OO611ast xapaKTepUCTUKA MMPUBI3HBIX MYJIIbTUKOTITEPOB.

B nocnennue roapl HAOUPAIOT MOMYJISIPHOCTH 711 TPAKIAHCKOTO M BOGHHOTO
MPUMEHEHUsI TIPUBS3HBIC MYJIBTUKONTEPHI, WM B aHIJIOA3BIYHON JIUTEpaType
«Tethered Drones». Ilpussizabie mymnbTukontepsl (IIM) — st0 OecnmmoTHBIC
JIeTaTeNbHBIC alllapaThl, KOTOPhIE COCIMHEHBI C HA3EMHOMN CTaHITUEH YNpaBlIeHUS
ruOKUM KabesneM (MIPUBSI3bIO).

XOTsl TpUBS3HBIC JAPOHBI OTPAaHWUYCHBI KaOeleM TNHTaHWsA, WMEHHO JTa
OCOOCHHOCTh B COYETAaHHMH C HWCKYCCTBEHHBIM HWHTEIUIEKTOM ¥ CHCTEMOMU
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Lo

texHuueckoro 3peHust (CT3) OTKpbIBaeT i1 HHUX YHUKAJIbHbIE HHUIIIH,
HEJIOCTYyIHBIE  OOBIYHBIM  OecnmioTHuKaMm. KabGenp  obOecneunBaer [IM
KBa3UIIOCTOSIHHOE TMUTaHUE (BpeMs I0JIeTa OTPAHMUYMBACTCS JIMIIb PECYpCOM
JIBUTATEJIEH U MOXKET U3MEPATHCSI CYTKaMH) U BHICOKOCKOPOCTHYIO, 3aIIUIIIEHHYIO
OT MOMEX CUCTEeMY ympaBieHus U nepeaaun naHHbix. CT3 mpeBpamaer Takou
KBaJpPOKONTEP M3 MPOCTOrO  «BBICOTHOTO IITAaTWBa JJIsi  KaMepe» B
WHTEJJIEKTYaJIbHbIi aBTOHOMHBINM LIEHTP MOHUTOPUHIA U aHaIuTUKU. Ha pucynke
1 mpuBeneH o0 BUJ IPUBS3HOTO MyJbTHKONTEpPA [1].

[IM umeert crenyromuye TEXHUYECKUE OCOOEHHOCTH

— MOYTH HEOTPAHUUYCHHOE BpEMsI HAXOXKJEHUSI B BO3JyXe: OJHOU W3
OOJIBIIMX TPOOJIEM aBTOHOMHOTO KBaJPOKONTEpa SIBJISIETCS CUCTEMa IMUTAHUS, B
OCHOBE KOTOPOW  HAXOOUTCS  JIMTUM-WOHHBIM WA  JIUTUN-TIOJIMMEPHBIN
aKKyMYJISITOp, 3amaca 3Heprud Kotoporo xsaraet Ha 30-40 munyt. [IM nonygaer
AIEKTPOIHEPTHIO OT HA3EMHOTO HCTOYHUKA DHEPTUM M MOXKET HaXOJIWUTHCS B
BO3JIyX€, IOKa HE UCUEPIIACTCsI MEXaHUYECKUI PECYpPC JIBUTATEIIEH;

—  3allMIICHHBINM KaHal yOpaBJCHUS U IEpelladyd JaHHBIX: YIpPaBJICHUE
[IM u nepenaya mneneBod WHMOPMAIMU OCYLIECTBISIETCS MO MEIHOMY WIIU
ONTOBOJIOKOHHOMY KaO€JIt0 BHYTPHU MIPUBS3HOTO KaOesl.

—  HUBKHMM ypOBEHb O€30MacHOCTH: MPUBSA3HON Kabelb OTrpaHUYUBACT
paauyc nosiera (06614HO OT 50 10 150 MeTpoB), u ecnu OyJET BhIBEICHA U3 CTPOS
cUCTeMa UTaHusl, BCTpoeHHas 0arapesi [IM mo3BoHUT eMy IIaBHO CECTh.

Pucynoxk 1 — O0umii Bug NpuBsI3HOTO MYJIbTHKONTEPA

OpHUM U3 KITFOYEBBIX MporieccoB GyHKIIMOHUpoBaHus [IM sBiseTcs mporiecc
nocanaku. [logaBnsromee OonpmmHCTBO [IM HMCONB3yIOT NpU MOCaAKe JaHHbIE
mTaTHeIXx cucteM GPS, omHako B yCIOBHUSX TMOAABICHUS HABHUTAIMOHHBIX
CUTHAJIOB TJ00ANbHBIX HABUTAIMOHHBIX CITYTHUKOBBIX CHCTEM HAJ0 HCKATh
albTEPHATUBHBIC CUCTEMBl HaBUTAIlMU, He3aBUCHMBbIE OT curHaioB GPS — »T0
SIBJIICTCSI OJTHOM M3 TJIAaBHBIX 3a7[a4 3TOH paOOTHI.

[IM wumeer mHpokue (QYHKIMOHATIbHBIE BO3MOXKHOCTH, OCHOBHBIE U3
KOTOPBIX NMPUBEJIEHBI B Tabuue 1.
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Tabmuma 1 — OcHoBHBIE (YHKIIMOHATHHBICE BO3MOXKHOCTH  MPUBS3HBIX
MYJIbTUKONTEPOB
TexHnueckas
Cdepa mpumenenus OyHKITUN
crienuduKanus
HenpepbIBHBIIM .
HOTBEM OOHapyxeHue  3aMacKHpOBAaHHOMN
TEXHUKH,  (UKcalus  BCIBIIIECK/
pPETPaHCIATOPOB
Boennoe neno BBICTPEJIOB, OTCJIC)KUBAHUE
CBASH T KAMED FaL | o EMEIICHU POTHUBHUKA
nosem oos (1a 30— KOp EKTUPOBKA apTUILIIE EII/I ’
150 meTpoB). PP P P pHH-
JIInTenbHbIN
OCMOTP BBICOKUX
ABTOMaTHUYECKOE BBISIBIICHUE
. O00BEKTOB
[TpoMbIIeHHBIM (dbaxesbHbIE nedexToB, TpeumH, yTedyek raza (B
MOHUTOPHUHT UK-aunanazone) METOIaMU
YCTAHOBKH, onpeneiICHN aHOMaJINI
rpaaupuu, JIOII, P '
MIJIOTUHBI).
. Onenka IJIOTHOCTH BCXOJIOB,
CranmoHapHsbIii
OTPE/ICIICHUE COPHSIKOB WJIM 0YaroB
VYpasieHnue MOCT HaJ| MOJIEM BO N .
. 3a00eBaHUI pacTeHui Ha
arpornpeanpusTUsIMU | BpEMs IOCEBHOM .
OOIIMPHON TEPPUTOPUM B PEATHHOM
i coopa ypoxKas.
BPEMECHH.
CkBO3p  ZIBIM (c MTOMOIIIBIO
HabGmonenue 3a TETUIOBU3UOHHOM CT3)
JlukBunanust YC u | 30HOM OencTBUS, OoOHapy>KeHHE O0YaroB BO3TOpaHUs,
MOKapOoTyLIEHUE KOOpAWHALUS MPOTHO3UPOBAHUE HaIlpaBJICHUS
criacartesiei. pacrpocTpaHEHUsT  OTHA,  IMOHCK
JIIOJIEH.

Takum oOpa3om, coueTraHue ‘‘HEOrpaHMUYEHHON’ »SHepruu (0T Kabemns) u
“YMHBIX TJIa3” CUCTE€Mbl TEXHUYECKOTO 3PEHUS MPEBpaAllaCT MPUBA3HOW IPOH U3
JeTaomel KaMepbl B TOJHOLICHHYIO POOOTHU3HPOBAHHYIO HWHTEIUIEKTYAJIbHYIO
CUCTEMY MOHUTOPHHIA, CIOCOOHYIO paboTaTh aBTOHOMHO B pexume 24/7.

KitoueBble TOYKM B CHUCTEME TEXHHUYECKOTO 3pEHUsl MPUBSI3HOTO
MYJIbTUKONTEPA.

OnHOl W3 OCHOBHBIX IOACUCTEM NPHUBS3HBIX MYJBTHKONTEPOB SIBIISIETCS
CUCTEMA TEXHMYECKOTO 3PEHMs, KOTOpas MO3BOJISIET IOJy4YaTh M PaclO3HABATh
1udpoBbie H300paKeHUs, TIOTyUYCHHBIE C IIU(PPOBON KaMePHI.

Haubonee pacnpocTpaHeHHBIM TMOAXOAOM TMPU OOpabOTKE TMOTYYECHHBIX
kamepoit [IM 1udpoBbIx n300pakeHnit SBISETCS MPUMEHEHHE HEHPOHHBIX CETeH,
rIy0OKOT0 00YUYCHHS U JPYTUX AlITOPUTMOB HCKYCCTBEHHOTO MHTEJUIEKTA [2-6].

W3 anropuTMOB UCKYCCTBEHHOT'O UHTEIJIEKTa Hau0oJIee YacTO UCTOJIb3YIOTCS
CBEpTOUYHbIC HelipoHHbIe ceTu (convolutional neuron networks - CNN) [7-11].




B mocnegnue roapl Havyanu MOJdy4daTh OOJIBIIOE PACIpOCTpaHEHHE IMPH
o0paboTke 1HMGPOBBIX H300paKeHW MeToabl KIro4eBbIX Touek (Keypoint
Detection Methods) [12, 13, 14]. Ilpu o6paboTke HUGPPOBBIX H300pAKEHUH,
nonydeHHbIXx ¢ BIIJIA, MeTonpl KIIOUEBBIX TOYEK WIrparoT (PyHIaMEHTaIbHYIO
posib. OHU UCHONB3YIOTCSA IS CIIMBAaHMS maHopaM (opTo(hOTOIUIAHOB),
TpeXMEpHOW pekoHcTpykuuu MectHoctd (SfM - Structure from motion),
HaBuraun B 30Hax 0e3 GPS/TJIOHACC (BusyanbHas OJOMETpHUsi) U
oTciexkuBaHusi 00bekToB. B koHTekcTe BIIJIA mom MeTtomamu KITIOUEBBIX TOUEK
MOHMMAIOTCSI  aJTOPUTMBI  KOMITBIOTEPHOTO 3PEHHUSA, KOTOpPbIE HAXOJIT Ha
n300pakeHH CTaOWIbHBbIC, YHUKAJIbHBIE M JIETKO OINO3HABacMble JIOKATbHbBIC
0COOCHHOCTH (YTJIbl, TPAHUIIBI, TIEPENaabl IPKOCTH) M OMUCHIBAIOT UX TaK, YTOOBI
UX MOXHO OBUIO COTMOCTaBUTh Ha JPYIHX Kaapax (Jaxe TpH H3MEHEHHUH
MaciiTaba, yria CbeMKH HIIM OCBEIECHUS).

[Ipormecc pacno3HaBaHUs KJIIOYEBBIX TOUEK OOBIYHO JEIUTCS HAa TP dTara,
Kb U3 KOTOPBIX UIMEET CBOE OIPEICICHHUE:

~ IETEKTUPOBAHUE KJIFOUEBBIX TOYEK (Keypoint Detection):
AJropUTMHUYECKUN MOMCK OCOOBIX MHUKCENed Wi 00jacTeil Ha M300pa)KeHUU.
KitoueBasi Touka — 3TO TOUKa, KOTOpasi OTJIMYAETCA OT APYrux (Hampumep, Kpan
Oepera, yroa 6op/ropa, OAMHOKOE ACPEBO);

~ONHCaHUE KIIOYEBBIX TOueK/M3BieueHue jaeckpuntopoB (Descriptor
Extraction): Co3maHue MaTeMaTH4eCKOTO BEKTOpa (IECKPHUITOpa) IS KaxIOH
HalJIeHHOW TOYkH. JleckpunTop KOAUPYET HHPOPMALIMIO O TPAJAMEHTAX SIPKOCTH B
okpecTHOCTA Toukd. OH JNODKEH OBITh MHBApUAHTEH K TMOBOPOTaM, MU3MEHEHHIO
MacmTada U OCBEIIEHHOCTH, 4TO KpUTHYHO 1151 BITJIA n3-3a mocTostHHOrO KpeHa,
TaHTa)Ka ¥ U3MEHEHHsI BBICOTHI TIOJIETA,

-comnocrasnienue Touek (Keypoint Matching): IIpouecc novicka nap B3auMHO
COOTBETCTBYIOIIUX KIFOUEBBIX TOYEK Ha JBYX U 00Jiee pa3HbIX U300paKEHUSX Ha
OCHOBE OJIM30CTH MX JIECKPUNTOPOB (HAmpuUMep, MO PACCTOSHUI0 XIMMUHTA WIH
EBKIINIOBY paccTOSHUIO).

[IpuBeneM cpaBHUTENBHBIN aHAU3 U OTMETUM TUIFOCHI 1 MUHYCHI 00paOOTKH
UPOBBIX HM300pAKEHUN CBEPTOYHBIMA HEUPOHHBIMH CETSIMU M KIIOUYEBBIMU
TOYKAMHU.

Kak yxe 0buto oTMedeHo, o0paboTka Mu¢POBBHIX N300paKEHUN C TTOMOIIBIO
cBepTouHbIX HelpoHHbIX ceTeil (CNN/Deep Learning) v KjlacCHYECKHX METOJOB
Ha ocHoBe KimroueBbiXx Touek (Keypoints/Hand-crafted features) — sto nBa
NPUHIUNIMATBHO Pa3HBIX MOoaXxoAa. Ecim cBepTOUYHBIC CETH «ydaTcs H3BICKATh
PU3HAKK CaMHU Ha OCHOBE OIPOMHOTO KOJIMUECTBA JAHHBIX, TO METOABI KITIOYEBBIX
touek (takue kak SIFT, SURF, ORB, FAST wu 1p.) HUCHOIB3YIOT CTpOTrue
MaTeMaTHYECKUE aTOPUTMBI, 3aJI0’)KEHHBIC Pa3padOTUNKAMH.

[IpuBeneM CpaBHUTEIBHBIN aHAIN3 TMPEUMYIIECTB W HEIOCTAaTKOB O3THUX
MOJIXO/IOB.
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1. CBeprounsbie HelipoHHbIe ceTh (CNN):

[Imrocsr:

— BBICOKash TOYHOCTh B CIHOXHBIX 3amadax: CNN JOMUHUpPYIOT B
CEMaHTUYECKON CErMEeHTaluu, KilaccuuKaluu W JIETEKUUU OOBEKTOB; OHH
CIIOCOOHBI yJIaBJIMBAaTh BBICOKOYPOBHEBBIE aOCTPaKTHBIE IMPHU3HAKU (HaIpUMep,
KOHTEKCT, TEKCTYpY, GopMy 00BEKTa B 1IEJIOM);

— aBTOMarnmveckoe m3pieueHue npusHakoB (End-to-End): cets B mpormecce
oOyueHus1 TOHUMAET, KaKue MaTTePHbI BaXKHBI JUIS PEIICHUS KOHKPETHOM 3a1auu;

— YCTOWYMBOCTh K BapHATUBHOCTH JAHHBIX: XOpOIIO OOydYeHHas CeTh
ycToluMBa K M3MEHEHMIO OCBEUICHMs, pakKypca, IIymMamM M YacTUYHOMY
MEePEKPHITUIO (OKKIIIO3UN) 0OBEKTOB;

— YHUBEPCAJIBHOCTb: OJJHA M Ta K€ apXuTekTypa cetu (Hampumep, ResNet
ni YOLO) moxet ObITh Iepeo0yueHa Kak Ha MOUCK I€PEKTOB HA METAILIE, TaK U
Ha pacro3HaBaHUE JIUII.

Munycsr:

— TpeOOBaTENbHOCTh K pecypcam (BBIYMCIUTEIbHAS CIOXHOCTb): IS
oOyueHust U paboTel rnyookux cereid TpeOyrorcss mourHble GPU wim NPU; Ha
«caboM xKele3e» WM MUKPOKOHTPOJIIEpax 3allyCTUTh TSKEIYIO CETh B pEaIbHOM
BPEMEHU MTPAKTUYECKH HEBO3MOXHO;

— NMOTPeOHOCTh B OTPOMHBIX JaTacerax: uToObl ceTh paboTajlia XOpowulo,
HYKHbl ThICSUM (MJIM MUJUIMOHBI) pPa3MEUEHHBIX M300paKEHUH; €CIU JTaHHBIX
Majio, CETh MPOCTO «3a3yopum» ux (3ddexrt nepeodyuenus/overfitting);

— mpoOiemMa «4epHOro SIHKa» (OTCYTCTBUE MHTEPIPETUPYEMOCTH): CIOKHO
MaTEeMaTHYeCKH JI0Ka3aTh, MOYEMY CETh MPHUHSIA TO WM WHOE pEIICHHE - B
KPUTUYECKH BaXHBIX cdepax (MeAUIMHA, BOCHHBIE CHUCTEMBbI, aBHAIUs) 3TO
OTPOMHBIN MUHYC;

— JIJUTENbHOE BpeMs OOyYeHHs: TMpolecc OOydeHUs MOAeNIed MOXKET
3aHUMAaTh JHU U HEEIH.

2. Metoapl kimoueBbix Touek (Key points):

[1mrocsr:

~ BBICOKAsh CKOpPOCTb pabOThl W JIETKOBECHOCTH: alTOPUTMBI pPaboTaroT
Ype3BBIYAITHO OBICTPO M MOTYT BBIMIOJIHATH BBIUMCICHHUS B PEAIbHOM BpPEMEHHU
naxe Ha cnadbix npoueccopax (CPU) MOOMIIBHBIX YCTPOMCTB, YMHBIX Kamep WU

MHUKPOKOHTPOJUIEPOB;
~ He TpeOyroT 00yyeHUs M [aTaceToB: AJIrOPUTM MOXKET paboTaTh «u3
KOpPOOKW», €My HE HYXHbI T'Mra0alTbl pa3MeueHHBIX KapTHHOK — OH IPOCTO

OepeT 1Ba 300pakeHUS U UINET Ha HUX MaTeMaTHYeCKUE COOTBETCTBHS;

~ MaTeMaTH4ecKas CTPOTOCTh M HWHTEPIPETUPYEMOCTh: KaXAbIA IIar
(BBIYHCIICHUE TPAJUEHTOB, IMOCTPOSHHUE THCTOrpaMM JCCKPUIITOPOB) IMPO3paycH,
JIETKO TIOHSITh, TIOYEMY QJITOPUTM OIIUOCS, U CKOPPEKTUPOBATH (HOPMYITY WU
KO3 OUILIHECHTHI,

~ WHBAapPUAHTHOCTh K TEOMETPHH: KJIACCHUECKHE ICCKPUIITOPHI (HAmpumep,
SIFT) MaremaTnuecky MHBApHAHTHBI K MacIITaOMPOBAHMIO M IIOBOPOTY (JaXke Ha
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180°C wnm mo0OOW Apyroil yroiyi), OHM HJCATbHO MOAXOAST IJis CUIMBAHUS
naHopam Uiy GOTOrpaMMETPUH.

MuHycChI:

~  IJI0XO PaboTalOT CO CIIOXKHOM CEMaHTHKOM: KIIFOUEBbIE TOUKH UIILYT YTJIbl,
nepenajbl SpKOCTU U KOHTPACTHBIE TPAHUIIBI, OHU HE MMOHUMAIOT, YTO NIEpe]l HUMU
— «a3POCHUMOKY, «CO0AKa» WIIN «UYEJIOBEK»; €CIIH OOBEKT HE UMEET YETKUX YIJIOB
METOJ1 HE CMOXKET 0TpaboTaTh;

~  YyBCTBUTEIHHOCTh K W3MCHEHHIO CBETAa NMPU WU3MCHEHHH IEPCIICKTHBBI
ChEeMKH (TPEXMEPHOM TOBOPOTE OOBEKTA) WM TPH PE3KOM H3MCHCHHH TCHEH
JECKPUTITOPBl TOYEK CWJIBHO MEHSIOTCS, M QJITOPUTM MOXKET TIOTEPSATH CBSI3b
MEXIy KaJpaMu;

- 3aBHCHMOCTH OT PYYHOM HACTPOWKHU: WHKCHEPY MPUXOIUTCS BPYUHYIO
o0MpaTh MOPOTH YyBCTBUTEIHLHOCTH, (DUIBTPHI IITYMOB M ITapaMeTPhI IETEKTOpa
1101 KOHKPETHBIC YCIIOBHUS.

MosxHo ckazaTth, uTo CNN HacTpoeHbl Ha BbIeNIeHHE 00BEKTOB, TOTJA KaK
KJIFOUEBbIC TOUKM HACTPOEHBI HA BBIJICIICHUE MPU3HAKOB OOBEKTOB.

B Tabnuue 2 mnpuBeneHbl OCHOBHBIE CpPABHUTENbHBIC XapaKTEPUCTUKU
CBEPTOUYHBIX HEHWPOHHBIX CETeM M KIIOYEBBIX TOYEK MpPHU aHaIu3e HUQPPOBBIX
U300paKEHUH.

Tabnuua 2 — Tabnuna cpaBHUTEIBHOTO aHAIM3a XAPAKTEPUCTUK CBEPTOUYHBIX
HEUPOHHBIX CETEN U KITIOUEBBIX TOUCK

Ne Kpurepnit CBepTouHble HEHPOHHBIE CETH KirroueBble TOUKH
1 BrisBisgeMsble I'myOokue cemaHnTHUECKHE JlokanbHbIE reOMETpUYECKUE
KJIFOUEBBIC TTPU3HAKU MIPU3HAKU, KOHTEKCT. aHoMaJInu (YTIIbI, Kpast).
2 Heob0xonumocTh Heob6xomgum 00JbI110# PaOoraroT Ha yncTOil
JIAHHBIX JJIs1 OOYUEHMs | pa3MEUEHHBIN JaTacer. MaTeMaTHKe 3Jech U cerlyJac.
3 TpebGoBanust k g?%?iggé;ﬁgﬁgggwfme Huskue (nocratouno

anmnaparype cranaaptHoro CPU).

NPU).

Onomerpust, noctpoenue 3D
KapT B PeKUME PEaTbHOTO
BpPEMEHH, CTaOMIN3aIHs
nonnoxenuns bITJIA

Hasuranus, pacriozHaBaHue u

4 [Tpumenenne B BITJTA .
KJaccu(uKanus NpensiTCTBU.

MarepuaJjbl 1 METOAbI.

O0630p METOIOB KIIFOUYEBBIX TOUCK.

OcHOBy pacmo3HaBaHUS OCOOBIX TOYeK Ha [U(PPOBOM H300paKEHUU
COCTABJISIOT AJITOPUTMBI BBIUUCIICHHS KIIOUEBBIX TOUCK. KitoueBbIe TOUYKH — 3TO
TOYKH, KOTOPBIC BBIICISIOTCS Ha M300paKCHUH U MOTYT OBITh MCIIOJIb30BAHbI JIJIS
pacro3HaBaHHUs OOBEKTOB. METOIBI KIIFOUEBBIX TOYEK UTPAIOT BAXKHYIO POJIb B
3amayax mnoctpoenuss 3D Mopjenedl MECTHOCTH, AaBTOHOMHOM HaBUTAllWH,
obOecrieunBas pacro3HaBaHUe, OTCIACKUBAHUE W/WIIA COMOCTABJICHUE OOBEKTOB Ha
CpPaBHUBAaEMbBIX ITU(PPOBBIX H300PAKECHHUSIX. OTH aAITOPUTMBI MOTYT TaKXKe
HCIIOJB30BaThCA B PA3IMYHBIX MPUJIOKEHUSAX, TAKUX KakK IO3UIIMOHUPOBAHUE
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POOOTOTEXHUYECKUX YCTPONCTB, CHCTEMbl aBTOMATU3MPOBAHHOTO BOXKICHHS
aBTOMOOMJIEH, TOUCK MOXO0XKUX H300paxeHuil B MHTepHeTe, paclio3HAaBaHUE JIULI,
noctpoenue 3D-moxaenen u ap.

TpeGoBaHus K OIpeAeNieHUIO KIIYEeBBIX Touek. Jlius  u3BieueHus
MH(GOPMATUBHBIX MTPU3HAKOB U3 IU(POBOT0O N300paKEHUsT HEOOXOAUMO ONTUPATHCS
Ha €ro JIOKajJbHble OCOOEHHOCTH. B kadecTBe Takux OCOOEHHOCTEH BBICTYMHAIOT
KtoueBble  (0coOble) Touku. [log KIIOYEBOM TOYKOM TMOHMMAIOT SJIEMEHT
M300paKeHUs, OKPECTHOCTh KOTOPOI'O CYIIECTBEHHO OTJIMYAETCS OT OKPECTHOCTEM
JIPYTUX TOYEK U MOKET OBITh OHO3HAYHO UACHTU(UIIMPOBAHA.

ObHapy>keHue KIIOUEBBIX TOYEK OCYIIECTBISETCS C TOMOIIBIO CIIEIUATbHBIX
aNropuTMOB — JAEeTeKTOpoB. llociie oOHapykeHHs KakJas TOYKAa OMUCBHIBACTCS
Ha0OpOM XapaKTEPUCTUK, Ha3bIBAEMBIX JECKPUITOPOM.

CormacHo paboram [15, 16], KiIro4eBble TOYKH JOJKHBI YAOBIETBOPSTH
CIEAYIOIIUM TPEOOBAHUSM:

~OMAUYUMOCMb — TOYKA JOJDKHA XOPOILIO BBIAEHATBCA Ha (oOHE
OKPYXAaIOIIMX 3JEMEHTOB M OBbITh YHUKAJIBHON B Npelesax CBOEH JIOKaIbHOU
o0acTy;

~UHBAPUAHMHOCMb — OOHApPY)KCHUE TOYKU JIOJDKHO COXPAHSThCA TMpHU
paznuyHbIX adGUHHBIX MPEeoOpa30BaAHUSIX U300PAKECHUS;

~YCMOU4YUBOCMb — MPOIIECC BBIJICIICHHUS JOJDKEH OBITH
MaJIOYYBCTBUTEJIBHBIM K IITyMaM U UCKAXKEHUSM;

~ VHUKAIbHOCMb — TIOMHUMO JIOKaJbHOM pa3IU4YMMOCTH, TOYKa JOJKHA
o0naaaTh rJI00aIbHON YHUKAJIBHOCTBIO, YTO MO3BOJISIET KOPPEKTHO Paclio3HABATh
MOBTOPSIOIINECS CTPYKTYPBHI;

~UHmMepnpemupyemocms — KIIIOUEBbIE TOYKU JTOJDKHBI OBITh MPUTOJHBI IS
aHaJIM3a COOTBETCTBUI MEXy M300paKEHUSIMH U 00JIET4aTh UX UHTEPIPETALHUIO.

[Tponecc comocTaBiieHHs] M300pakKeHUM OOBIYHO BKJIFOYAET TPU OCHOBHBIX
JTarna.

Ha mnepBoM »3Tame BBIMOJIHSAETCS TMOUMCK MHOXECTBA KIIFOUEBBIX TOYEK C
HCIIOJIb30BaHUEM JETEKTOPOB. Takue MeTo1bl 00ecreunBaoT 0OHAPYKEHUE OJHUX
U TEX KE XapaKTEPHBIX TOUEK Ha Pa3IMYHBIX U300paKEeHUSX 00bekTa. OaHaKO
TOJIBKO JI€TEKTHUPOBAaHUS HEJOCTATOYHO, IOCKOJIBKY KOJMYECTBO HaWJEHHBIX
TOYEK MOXKET paziuyaThCs sl Kax10oro n3oopaxenus. [loatomy Ha BTopoM 3Tare
JUTST  KaKIoW HaljeHHOW Touku QopMupyercss aeckpuntop. Jleckpuntop
MPEACTABISICT COOOM YHCIIEHHOE OMHCAaHWE JIOKAIbHOW 00y1acTu n300paKeHusl,
MO3BOJISIOIEE OJTHO3HAYHO UJICHTU(DUIIMPOBATH TOUKY CPEIM MHOXKECTBA JAPYTHX.
Xopomuii  IeCKpUNTOP JOJDKEH COXpaHATh CBOK HMH(GOPMATHUBHOCTbH IPHU
M3MEHEHUU Macitaba, MOBOPOTE M JPYrMX MpeoOpa3oBaHUAX H300paxKeHUs.
Hekotopble coBpeMEHHbIE METO/Abl OOBEIUHSAIOT ATanbl JETEKTUPOBAHUS U
MOCTPOEHUSI  JIECKPUIITOPOB. TpeTuid dTam  3aKiI4aeTcss B CPAaBHECHUU
JECKPUINITOPOB M YCTAHOBIIEHUHM COOTBETCTBUH MEXKAY KIIOUYEBBIMU TOUYKaAMU
Pa3TUYHBIX N300paKEHUH.

Jlemexmopwi kntouesvix mouex. OJHUM U3 OCHOBHBIX THUIIOB OCOOBIX TOYEK
ABIISIIOTCS YTIIBL. YTOJ MPEACTaBIIsAET co00M 001acTh epecedeHust IByX Ui ooee



rpaHull 00bekToB. HMHaue TOBOps, 3TO TOYKA, B OKPECTHOCTH KOTOPOM
WHTEHCUBHOCTbH U300pKEHUSI U3MEHSETCS Cpa3y MO HECKOJIbKUM HaIPaBICHUSIM.

KitoueBoii 0COOCHHOCTBIO YIJIOB SIBIIIETCS HAJIUYUE ABYX JTOMUHUPYIOIIUX
HaIpaBJeHUIl TrpajleHTa B HMX OKPECTHOCTH, OJlarojapsi 4yemy TaKue TOUKHU
XOpOULIO Pa3IU4YUMBbl U MOTYT MCIIOJIb30BaThCA JIS MOCIEAYIOMIEr0 COMOCTABICHUS
n3o0paxkenuit [17].

CymiecTByomfe METOIbI OOHAPYKEHUST KIIFOUEBBIX TOUYEK MOMXHO Pa3/IeTUTh
Ha TPU TPYIIIIHL:

~ METO/Ibl, OCHOBAaHHbIE HA AHAJIN3€ MHTEHCUBHOCTH U300paKeHMUS;

~ METO/Ibl, UCTIOJIb3YIOIIUE KOHTYPBI OOBEKTOB;

~ METO/]Ibl, OCHOBAaHHbIE HA MOJEIBHOM IPEACTABICHUN U300paKEHUSI.

[lepBas rpynmna onpeaensieT 0coOble TOUKH HETOCPEACTBEHHO M0 3HAYEHUSIM
APKOCTU THUKcened. MeToapl BTOPOW TPyNHIbl BBITOJHSIOT MOUCK XapaKTEPHBIX
YYaCTKOB Ha KOHTYpax OOBEKTOB, HAPUMEP TOYEK MAKCUMAJIbHOW KPUBU3HBI HIIN
IIEPECEUCHNI KOHTYPOB. METObI TPETHEN TPYIIIBbI HCIIONB3YIOT 3apaHee 3a/1aHHbIE
MOJIEJIH, TapaMeTPbl KOTOPBIX MOJACTPAUBAIOTCS MO UCCIEyEMOE U300paKeHHE.

Ha nmpaktuke HauOospllee pacHpoOCTPaHEHHWE MONYYMJIM  METOJbI,
OCHOBaHHbIE Ha AaHAJM3€ WHTEHCUBHOCTU W300paXeHUs, TIIOCKOJIbKY OHH
00eCreurnBaOT XOpOIllee COOTHOUICHHE MEXAY TOYHOCTBbIO U BBIYMCIUTEIIBHOM
3¢ (HEKTUBHOCTHIO.

Herextop Mopasena. Jlerektop MopaBena SBISIETCA OJHUM M3 TEPBBIX
METO/I0B OOHapyXeHUsl YriaoBbIX ToueK. Ero pabora ocHOBaHa Ha aHalIMU3e
U3MEHEHUS! SIPKOCTH BHYTPU HEOOJIBIIOTO OKHA MPH €ro CMEIIEHHWH B BOCBMU
HamnpaByieHUsiX. OOBIYHO HCHOJIB3YIOTCS OKHa pasMepoMm 3x3, 5x5 umm 9%9
nukcesnen [18].

Pe3ynpTaTomM paboThl anropuT™Ma SIBISIETCA KapTa BEPOSATHOCTEHN, HA KOTOPOUH
TOYKH C HEHYJIEBBIM OTKJIMKOM PACCMATPUBAIOTCS KaK MOTEHIUAIbHBIE YTJIbI.

K HenmocrarkaM METOJla OTHOCSATCS BBICOKAsh YyBCTBHUTEJIBHOCTh K IIIyMaMm,
OTPaHUYECHHOE KOJMYECTBO HAIPABJICHUM aHAIW3a U OTCYTCTBUE WHBAPHUAHTHOCTHU
K MIOBOPOTY U300paKEHUSI.

Herextop  Xappuca.  Jletektop  Xappuca  TOpeACTaBiIseT  CcOOOM
YCOBEPILIEHCTBOBaHME MeToAa Mopasena. B oTimume OoT mpeamecTBEHHUKA OH
VUUTHIBAET M3MEHEHUs SPKOCTU IO BCEM HAMNPABJICHUSAM, YTO JIEJIAeT
oOHapy>KeHHE YIIIOB 00JIe€ TOUHBIM U YCTONYHUBBIM.

OCHOBHBIM TPEUMYILECTBOM aJIrOpPUTMA SIBIIIETCS HWHBAPUAHTHOCTH K
noBOpOTYy u300pakeHus. OpHako ero 3(PEKTUBHOCTh CHHXKAETCS IpHU
3HAYUTEILHOM U3MEHEHUU MacIliTada U HATMYUHU CUIIBHOTO IIyMa.

Herekrop LlIu—Tomacu. Merox IlIn—-Tomacu ocHOBaH Ha JeTeKTOpE Xappuca
U OTJIMYaeTCs CHocOOOM BBIYMCICHHMSI Mephl OTKIMKA. biaromaps 3ToMy OH
oOecnieunBaeT 0ojiee TOYHOE BBIIEJICHHE YTJOBBIX TOYEK, COXPaHsss OCHOBHBIC
JIOCTOMHCTBA UCXOJHOIO MOAXO0AA.

Herextop ®épctHepa. Merton PEpcTHEpPA MCMHOJB3YET TE€ KE MPUHLMIIBI
aHanM3a YIJIOB, 4YTO M JETEeKTOop Xappuca, OJHAKO MPEIoJIaracT SBHOE
BBIUKCJICHHE COOCTBEHHBIX 3HAYEHMH MAaTpULbl. DTO MO3BOJSET 0ojiee TOYHO
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JIOKAJIN30BaTh OCOObIE TOYKH M JOIMOJHUTEIBHO OOHApYXUBAaTh KpPYTrOBBIE
CTPYKTYPBL.

Herexrop SUSAN. Anroputm SUSAN onpenenseT yribsl HA OCHOBE aHaIu3a
CXOJICTBA MHTEHCUBHOCTEW MUKCEJIEeH BHYTPU KPYroBoi 001acT (PUKCUPOBAHHOTO
paauyca [19].

Jist kaxknmoro mnukcenst ¢opMHupyeTcs 00JacThb CpaBHEHHUSA, TNIE COCEHUE
TOYKH Pa3ENIAIOTCAd Ha IOXOKHE W HEMOXO0KHE OTHOCUTEIbHO UEHTPAJIbHOTO
NUKCeNsA. YTIbl COOTBETCTBYIOT O0JAacTsIM, B KOTOPBIX JOJS MOXOXKUX IMHKCEIEH
JOCTUTAET JIOKAIBHOTO MUHUMYyMa. JlJIsi MOBBIMIEHHUS YCTOMYMBOCTU aIrOpUTMa
MUKCETISIM, PACIIONIOKEHHBIM OMkKe K HEHTpY 00JacTH, Ha3HadaloTcs Oobline
BECOBBIE KOA((DUILIUEHTHI.

Herektop FAST. [Ipunmun  ¢yskuuonupoBanusi jerekropa FAST
OTJIMYAETCS OT paHEE PACCMOTPEHHBIX METOI0B OOHAPYKEHUsI 0COOBIX TOUYeK. Ero
paboTa OCHOBaHa Ha aHajuu3e SAPKOCTEH NUKCeNel, pACMOJOKEHHbIX Ha
OKPYXHOCTH BOKPYT UccienyeMoil Touku-kanauaara P. /[ns storo ucnons3yercs
OKPYKHOCTb, COCTOSAIIAss U3 16 THKCeNned, IOCTPOEHHAs II0 aJITOPUTMY
bpezenxema [20].

Touka P npusHaércs yrioBoil, eciy Ha JTaHHON OKPYKHOCTH CYILIECTBYET HE
MeHee N MOCJIeI0BaTEeNIbHBIX COCEAHMX IHKCeNeH, SPKOCTb KOTOPBIX JIHMOO
npessbimaet 3Hauenue (I + t), mubo oxaspiBaercs menblne 3HaueHus (I - t), rae (I)
— WHTEHCUBHOCTb LIEHTPAJIbHOU TOUKH P, a (t) — 3a1aHHBINA OPOT SIPKOCTH.

JUIsiT  NOBBIIEHUS  CKOPOCTH  BBIYMCIICHMM  CHadajga  BBINOJHAETCSA
IIPEABAPUTEIIbHAS IPOBEPKA YETHIPEX MHUKCENEH OKPYKHOCTH ¢ HOMepamu 1, 5,9 n
13, pacnoyio)KeHHBIX 10 BEPTUKAIU U TOPU3OHTAIM OTHOCUTEIBLHO TOUKHU P. Ecin
KaK MHHUMYM TpH U3 HHUX YI0BIeTBOPstOT ycioBuio (Ii > 1+ t) wm (Ii <1 - t),
MTPOBOAMUTCS TOJHBIM aHanu3 Bcex |6 mukcenel OKpyKHOCTH. B mpoTtuBHOM
cllyyae TOYKa cpa3y oOTOpachlBaeTcs KaK HE SBIAIOIIASCS  YIJIOBOM.
OKCHEepUMEHTAIIBHO YCTAaHOBJIEHO, YTO MHUHUMAJIbHOE 3HadeHue mnapamerpa N,
obecrnieunBaroIiee yCTOMUNBOE OOHApYKEeHUE 0COOBIX TOUEK, paBHO 9.

Anroputm padoTsl getekropa FAST BkitoUaeT ciaeayromue dTambl:

1) BeiOupaetcst muKcenb H300pakeHHs (p), IS KOTOPOTO OMpPEICIeTCs
MPUHAJJIEKHOCTh K 0cOObIM ToukaM. Ero sipkocth 00603Hauaercs kak (Ip).

2) 3agaétest moporoBoe 3HaucHue (t).

3) PaccmatpuBaeTcst OKpY)KHOCTD U3 16 muKceneld BOKpYT TOUYKH ().

4) Touka cuMTACTCS YIJIOBOM, €CIM HA OKPYXKHOCTH MPHUCYTCTBYET HE MCHEE
(n) mocieaoBaTEIbHBIX MUKCENEH, IPKOCTh KaXI0T0 U3 KOTOphIX Oosbiie (Ip + t)
mu60 menbie (Ip - t). Ha npaktuke napametp (n) oObIYHO NPUHUMAETCS] PaBHBIM
12.

HccnegoBanus mokaszaind, 4TO YCTOMYMBOE OOHApY>KEHHE YTIOBBIX TOYEK
HauuHaeTcss yxe npu (n= 9). Bbicokas NpoU3BOIUTENBHOCT alNrOpUTMa
JOCTUTaeTcsl Oynaronaps MpeaBapUTENbHON MPOBEPKE TOJBKO YETHIPEX MUKCeNen
OKpyxkHOCTH. [loyIHBIM aHanM3 OCTaBIIMXCS ABEHAAUATH MHUKCEJIEH BBITOJIHACTCS
JUIIb I TeX KaHAUAATOB, KOTOPBIE YCIEIIHO NPOXOIAT HadalbHbIA TecT. B
MPOTUBHOM CITy4yae aJlfOPUTM MEPEXOANT K CIEAYIOIIeH TOUKe U300paKeHusl.



Pucynok 2 — I'paduyeckoe otobpaxkenue anroputma FAST

HecMoTpst Ha BBICOKYIO CKOpocTh paboThl, nerektop FAST umeer psan
orpanudeHuil. B yactHocTH, ero 3()QeKTUBHOCTh 3aBUCUT OT MOpsAKa 00pabOTKH
M300paKEHHsI M XapakTepa pachpeneneHus: sipkocted nukceneid. Kpome Toro, B
npenesax HeOOJApIION 00JacTH M300paKE€HUSI MOXKET ObITh  OOHApyKEHO
HECKOJIBKO OJIM3KO PacIOJIOKEHHBIX OCOOBIX TOUYEK, YTO MPHUBOIUT K IMOSBICHUIO
U30BITOYHBIX CpabaTHIBAHUM.

Herexrop SIFT. Meton SIFT 061 pa3pabotan st obecriedyeHus
YCTOMYMBOCTH K HM3MEHEHUIO MaciiTtaba u3o0pakeHus. B ero ocHoBe JeXHUT
NOCTpoeHue nupamuj ['aycca u pa3HOCTEH rayCCHAaHOB, MTO3BOJISIONINX BBISBIATH
XapaKTepHbIC TOUYKU HAa PA3JIMYHBIX YPOBHAX MacinTabupoBanus [21].

[IpenmymectBamu SIFT SBISIOTCS MHBAPUAHTHOCTH K IMMOBOPOTY, CMELIEHUIO
Y YaCTUYHAsl yCTOWYMBOCTh K M3MEHEHMSIM MaciuTada, OCBEIIECHUS U MOJIOKEHUS
kaMmepbl. (OCHOBHBIM HEJOCTATKOM CUMTAETCS BbICOKAas BBIYMCIUTEIbHAS
CJIOXHOCTb.

Herektop SURF. SURF saBnsercs pazsutuem unen SIFT u opueHTHpOBaH Ha
MOBBIIIEHUE TPOU3BOIUTEILHOCTH. METO UCIONIB3YET MPSAMOYTOJIbHBIE (PUIBTPHI
JUTSl TPUOIIM>KEHMSI TayCCOBOT0 CTIaKMBAaHUS U MHTErpajibHbIE N300paKE€HUS, YTO
CYILIECTBEHHO YCKOPSIET BBIYMCIICHUS.

JIst moncka KIIFOUEBBIX TOYEK NMPUMEHSETCS AETEKTOP HAa OCHOBE MaTpPHIIbI
I'ecce. Touku BBIOMpAIOTCA MO MaKCUMAJIbHOMY 3HAYEHHUIO €€ OIpeneuTels,
KOTOPBIN XapaKTepU3yeT JOKAIbHbIE U3MEHEHUSI U300paKEeHUSI.

Hetextop BRISK. Metoxg BRISK 6511 pa3spaboTan kKak OBICTpPBIN alrOpUTM,
YCTOWUYMBBIA K W3MEHEHHIO Macmitaba. OH OGasupyercs Ha nerektope AGAST,
apisromemcs pazputueM FAST.

B ortmmume or FAST, momck 0COOBIX TOUYECK BBINOJHSACTCS HE TOJIHBKO Ha
MCXOJTHOM H300pa)K€HHUH, HO U B MACIITAOHOM MPOCTPAHCTBE, MPEACTABICHHOM
HaOopom okTaB. [locine oOHapykeHHs KaHIUAATOB OCYIIECTBIISIETCS IOHMCK
JIOKaJIbHBIX MAaKCUMYMOB BO BCEM MPOCTPAHCTBE MACILTA0OB.

Jeckpuntopbl KitoueBblX Touek. Ilocne oOHapyKeHHsI KIIOUEBBIX TOYEK
HE0OX0oauMO c(opMUpOBaTh HMX ONUCAHUS — JECKpUNTOpHL. Jleckpumnrop
npeacTaBisier co00il Habop YMCIOBBIX XapaKTEPUCTHK, MO3BOJSIONIMX OTIMYAThH
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OJIHy O0COOYI0 TOYKYy OT Jpyrod M YyCTaHaBIMBAaTh COOTBETCTBHUS MEXIY
n3oOpaxenusimu [23, 24, 25].

THUIIOBOM ITPOLIECC COMOCTABIIEHUS BKIIFOYAET CJICIYIOIINE ITAIbI:

~ OOHapy»XeHHUe KIIIOUEBbIX TOYEK;

— OIpeesIeHnE JOKAIbHBIX 00JacTeil BOKPYT HUX;

~ HOpPMAaJM3allMIO BBIJIEJICHHBIX 00JacTeH;

~ BBIYUCJIEHUE JECKPHUITOPOB;

~ CONOCTABJIEHUE MOIYYECHHBIX JECKPUIITOPOB.

O} heKTUBHOCTh AITOPUTMOB COTIOCTABJICHUS 3aBUCUT KaK OT KadyecTBa
OOHapyKEHHBIX TOUEK, TAaK U OT BEIOPAHHOTO CIIOCO0A MX OMHCAHUA.

Heckpunrop BRIEF. BRIEF npeacraBnser co0oil KOMIakTHBIA OWHApPHBIHI
JNECKPUNTOP, OCHOBAHHBIM HA CPABHEHWH MHTEHCHUBHOCTEHN IAp IUKCEIEH BHYTPHU
JIOKaJIbHOM 00J1aCTH N300pasKeHHUS.

Kaxxnaa ximroueBas TOuka KOAUPYETCS OMHApHBIM BEKTOPOM JUIMHOW OT 128
no 512 out. bnaronaps npocrote BbluuciaeHuid BRIEF obecnieunBaeT BBICOKYIO
CKOpPOCTb palOThl, OJHAKO OTJIMYAETCS YYBCTBUTEIBHOCTBIO K IIyMaM H
MOBOpOTaM u300pakeHus [26, 27].

Heckpuntop ORB. ORB sBnsiercs ycoBepueHcTBoBaHHOM Bepcueld BRIEF.
JUtst moncka KiIro4YeBbIX Touek ucnoisb3dyercss FAST, nornonHeHHBI MeXxaHU3MOM
OINPEJEIICHUS] OPUEHTALUY.

OcHoBHbIMU nipeumyniecTBaMu ORB SBISITOTCS BBICOKasi CKOPOCTh padOThI,
YCTOMYMBOCTH K MMOBOPOTY M300paKEHUS U HU3KHE BBIYUCIUTENbHBIE 3aTpaThl [28,
29].

Heckpunitop SIFT. Jleckpuntop SIFT crpoutcss Ha OCHOBE JIOKaJbHBIX
I'PaJIMEHTOB M300paKeHUsI U 00JIaJlaeT BBICOKOW YCTOMYMBOCTBIO K M3MEHEHUSIM
MaciTada, MOBOPOTaM U YaCTUUHBIM NEPEKPBITUAM OOBEKTOB.

Meron uCHosib3yeT MHOTIOMAcIITaOHOE MPEACTaBICHUE U300paKeHUs,
chopMHUpPOBaHHOE C MOMOIIBIO Mupamuabl ['aycca, 4To MO3BOJIAET APPEKTUBHO
paboTaTh ¢ 00bEKTaMH PA3IMYHOTO pa3Mepa.

Heckpuntop SURF. Pa6ora SURF Bxmowaer aBa srtama: oOHapy)KeHUE
KJIFOUEBBIX TOYEK M MX OINHUCaHuE. /[ yCKOpPEHHsS BBIYMCIIEHMH HCIOJIB3YIOTCS
WHTErpalibHbIe H300paxeHus u npubamxEHHas matpuia [ecce.

WuTerpanbHoe NpEACTaBICHUE IO3BOJSIET OBICTPO  BBIUUCIATH CYMMBI
APKOCTE BHYTPH MNPSMOYTOJBHBIX 0O0JacTei, YTO 3HAYUTEIBHO MOBBIIIACT
MIPOU3BOJIUTENIBHOCTH aliropuTMa 1o cpaBHenuto ¢ SIFT [30].

BoiBogpl. CpaBHEHUE AETEKTOPOB KIFOYEBBIX TOUEK OOBIYHO MPOBOJUTCA IO
JIBYM OCHOBHBIM KPUTEPHUSIM: KaueCTBY OOHAPYKEHUSI U CKOPOCTH PabOTHI.

Jetextop Xappuca obecrneurnBaeT XOpOIlyl0 YCTOWYUBOCTh K MOBOPOTAM U
IIyMaMm TMpUd JOCTaTOYHO BBICOKOM CKOpocTH 00paboTku. OH 0COOEHHO
s exTuBeH 115 N300pa’KEeHU ¢ BBIPAXKEHHBIMU YTIIOBBIMHU CTPYKTYPAMH, OJTHAKO
IJIOXO CIPABIIAETCS C MACIITAOHBIMU U3MEHEHHUSAMH.

Meton IlIn-Tomacu obecrieunBaeT 0oJjiee BBICOKYIO TOYHOCTh OOHAPYKEHHUS
[0 CPaBHEHHIO C Xappucom, HO TpeOyeT OOJIbLIMX BBIYUCIUTENBHBIX 3aTpar.
[ToaTOMY OH MPEANOYTUTENEH B 3a]1a4axX, I'/1€ TOYHOCTh Ba)KHEE CKOPOCTH.



Herexrop FAST oTimyaeTrcss 4pe3BbIYAHO BBICOKON MPOU3BOAUTEIBHOCTHIO
U TOAXOAUT i OOpaOOTKH BHUACONOTOKA B PEXKUME pPEaTbHOTO BPEMEHHU.
HecMoTpsi Ha MEHBIIYI0 TOYHOCTh M YYBCTBUTEIBHOCTh K IIYMY, OH IIIHPOKO
NPUMEHSIETCS B CHUCTEMAaxX CIIEKEHUS 3a OOBbEKTaMU M 3ajadaX KOMIIBIOTEPHOTO
3peHHs, TPEOYIOIMMX BBICOKOW CKOPOCTH OOPaOOTKHU.

C Touku 3peHHsl KauecTBa JCTEKTUPOBAHMS, T.€. KOJIMYECTBO BBISABIISIEMBIX
KJIFOYEBBIX TOYEK, HammydmuMu aetekropamu siBisitores SIFT u SURF. Ognako
CIIelyeT OTMETHTh, YTO 3TH JBa JETEKTOpa o00jJaaas XOPOLIMM KayeCTBOM
JETEeKTUPOBAHUS, MUMEIOT OTHOCHUTEIBHO HEBBICOKYIO CKOPOCTh pPalbOTBI, YTO
KPUTHUYHO JJISi CHUCTEM pEaJIbHOTO BPEMEHHM, K KOTOPHIM OTHOCHTCS CHCTEMa
aBTOHOMHOW HaBuranuu. Kpome Toro, 3TH Ba MeTo/a 3alaTeHTOBAHBI, U JJI UX
UCIIOJIb30BaHUsI  TpeOyeTcsl pas3pelieHne W HEOO0XOJUMOCTh  (PUHAHCOBBIX
OTYHCIIEHUH TPU UX UCTIOJIB30BAHUH.

Haubonee cxopoctubimMu nerekropamu sBisitores FAST u BRISK. BRISK
o0najaeT HEIUIOXMM Ka4eCTBOM M XOpOIIeHd CKOPOCThIO JCTEKTUPOBAHMUSI.
OO6najmass modTd BceMHM HemocTaTkamu jAetekropa FAST, s kauecTBEHHOM
paboter gerektopa BRISK tpebyrorcs mudpossie n3o0pakeHus OO0IBIIOTO
paspelieHusi, 4To B peajusix MOATOTOBKU ITU(PPOBBIX H300paK€HUW B BOCHHOMU
0OCTaHOBKE JIOCTATOYHO 3aTPYAHUTEIBHO.

[ToaToMy 1711 MCHOJIB30BAaHUS JIE€TEKTOPOB B CUCTEME TEXHUYECKOTO 3PEHMS
octaHoBUMCs Ha nerektope FAST, koTopsiii o6magaeT Hanboaee ONTUMATbHBIMU
XapaKTEPUCTHKAMU TSI PEIIESHUS 3a/1a9l HAXOXKIEHHUS KITFOUECBBIX TOUEK B PEIKUME
peaJbHOro BpEeMEHHM Ha IMUGPOBLIX H300paXKEHUSX PA3HOrO KauyecTBa: camas
BBICOKAsi CKOPOCTb CpPEIW COBPEMEHHBIX JETEKTOPOB M JIOCTATOYHO HEIJIOXO0Ee
kauecTBo. [IpenBaputenbHbie uccienoBanusi nerekropa FAST mokazamm, yto
KOJMYECTBO BBISBISICMBIX KIIOUEBBIX TOUYEK JaKe TMPH HU3KOM KadeCTBE
JETEKTUPOBAHUSL OYEHb OOJBINOE, M 3a4acTyl0 NPUXOAWTCS mpuderarb K
MpoLeIype NCUUMAIINH, T.€. YAAJICHHE M3 BBIABICHHOIO KOJMYECTBA W3JIHMIIHUX
KJIIOYEeBBIX ToueK. [losToMy B KauecTBe AeTEKTOpa jaajee OyIeM HCIOJIb30BaTh
nerexktop FAST.

[IpoBenem aHamu3 pacCMOTPEHHBIX aJTOPUTMOB JIECKPUNITOPOB. JlecKkpunTop
BRIEF sBnsieTcsi ObICTPBIM JECKPUIITOPOM, KOTOPBIM MOXKET XOPOIIO JOMOIHSIThH
nerekrop FAST. Opnako HeoOxomumo otMmeTtuthb, 4uto naeckpuntop BRIEF
He?((PEKTUBHO OCYIIECTBISIET BHIOOP TOYEK AJIs pacd€ra JECKpPUIITOpA U UMEET
IJIOXYI0 YCTOMYMBOCTH K BPAIICHUIO MTPHU pPacliO3HABAaHUU U300paKEHUH.

Heckpuntop ORB sBnsierca ynmydmeHHoOM Bepcueil aeckpuntopa BRIEF u
uMeeT OOJIBIIYI0 YCTOWYMBOCTD K BPAILICHUIO MPU PACIIO3HABAHUM M300paKEHUH,
OJIHAaKO UMEET HU3KYIO CKOPOCTb.

Anroput™m SIFT obnagaeTt psaoM IpeuMyIlecTB, TAKUX KaK MHBAPUAHTHOCTb
K MOBOPOTaM, CMEIICHHIO, a TAaK)Ke€ YaCTHYHAs WHBAPUAHTHOCTh K W3MECHECHHIO
MaciTaba, SPKOCTA W TIOJIOXKEHHUS KaMepbl, OJIHAKO TaKXKEe HMEET HEBBICOKYIO
CKOPOCTB PabOTHI aIrOpruTMA.
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Heckpunrop SURF sBasieTcst ogHUM W3 JTy4YIIMX JAECKPUIITOPOB KIHOYEBBIX
TOYEK, OJIHAKO BBUAY CJIOKHOCTM peali3alliyd aJIrOpUTMa, HMEET HHU3KYIO
CKOPOCTb BBITTOJIHEHHSI.

I[Ipu »tom amropurmel SIFT u SURF 3amarenToBanbl, W i HX
UCIIOJIb30BaHUsl TpeOyeTcss paspeuieHue ¢ HEeoOXOAUMOCTh  (PUHAHCOBBIX
OTYHCIICHUI TIPU UX UCTIOJIb30BAHUH.

Hcxons u3 3T0ro MOXKHO CIIENaTh CIEAYOIINE BBIBOIBI.

JIns neTEeKTUPOBAHUS KIIIOUEBBIX TOYEK B PEKUME PEATBHOTO BPEMEHHU C
yacToTOM BbIJAauu uHGpoOpMmanuu He MeHee 11 MoXkeT OBbITh HUCIOJIB30BaH
nerektop FAST c HekoTopoii ero monudukamnme, B 4aCTHOCTU ¢ BO3MOXKHOCTBIO
JEUUMAalMU U3JIMIIHErO KOJUYECTBA KIIOYEBBIX TOYEK, IIPH 3TOM MOKHO CTaBUTh
3a/1ayy ONTUMAJIbHON B HEKOTOPOM CMBICIIE ACIIUMAIUH.

Uro KkacaeTcsi JAECKPUNTOPOB, TO CHUTyalusi 37eCb 0oyiee CIOKHAs.
[IpoBeneHHBIA aHATU3 JAECKPUNTOPOB MOKAa3aJl, YTO OTHOCUTENBHO OBICTpPbIE
neckpuntopbl BRIEF u ORB umerot HekoTopbie po0aeMbl ¢ HHBAPHAHTHOCTBIO K
BpamieHusaM [31]. C ToukH 3peHHsT CUCTEMBI KOMIIBFOTEPHOTO 3PEHUS 3TO O3HAYAET
cienytomiee. Kak npasuiio, 6epetcst 6a3oBoe nmudpoBoe n3o0pakxeHue Mpu KakoM-
TO (PUKCUPOBAHHOM YTJIOBOM IOJIOKEHUHU, U JJI 3TOTO MOJIO0XKEHUS BBIYUCIISAIOTCS
JETEKTOphl U JecKpunTopbl. [loBepHeM Hamie n3oOpakeHHne Ha HEKOTOPBINA YroOJl.
Ecnu s A€TEKTOpOB BpallEHUE HE CWIBHO M3MEHSET €r0 XapaKTEPUCTUKH, TO
JNECKPUINITOp U1 NEPBOHAYAJIBHOTO YIVIOBOIO IIOJIOXKEHUS MOKET CHJIBHO
OTIMYATbCA OT IOBEPHYTOTO Ha HEKoTopbld yros. IIpoGnema ompenenenus
KJIFOUEBBIX TOYEK MPHU BPAILICHUHU O3HAYAET, UTO OJIHA U Ta )K€ KIIF0UEBAsl TOUKA HE
BCErJa OJJHO3HAYHO OOHApPY>KUBAETCS B Pa3HbIX BEPCUAX OJIHOM M TOM K€ CLICHBI,
T.€. pa3JIMYHbIE PaKypchl M MEPCHEKTUBBI LU(POBOr0 H300pAKEHUS MOTYT
3aTPYyAHUTH MOJAJIEPKAHUE HEU3MEHHOCTH OOHApYKEHHBIX KIIIOYEBBIX TOYEK.
[ToaTOMy paccMOTpEHHbIE AECKPUNTOPHI KIKOYEBBIX TOYEK JTUOO HE MOIXOIAT IO
orpanuueHusiM Ha BpamieHue (BITJIA moxer moayieTeTh K 3aJaHHOM TOYKE C
0001 CTOPOHBI), JTMOO MO CKOPOCTH BHIYUCIICHUH.

[ToaTomMy crouT 3amava - A yCHEIHOro (PYHKUMOHUPOBAHUS CHCTEMBI
aBTOHOMHOM HaBUTAallMM C MCIOJIb30BAaHUEM KIIOUEBBIX TOUYEK HeoOXoauma
pa3paboTKa JeCKpUNTOpa, MHBAPUAHTHOTO OTHOCUTENILHO OCBEIIECHHUS, MacliTada
U BpallleHUs, U KpOME TOT0, 00JIaJa0Iero BbICOKOM CKOPOCTHIO BHIYMCICHUIA.

1.OcHoBHBIE (HOPMYJIBI M UCTIOJIb3yEMbIE METO/IBI.

Meron W-nipeoOpa3oBaHuii B 3a1a4ax ONTUMH3AIUN HETUHEHHBIX (YHKITAMA.

[lycte 3amanHa ueneBas HenuHeitHas QyHkuus F(x) B N -MepHOM
[IPOCTPAHCTBE. PaccmoTpum CIIy4au, Korja 1eneBas byHKIUSA
MHOT'03KCTpEMaJIbHAS U TEPIUT pa3pbIBbI NEPBOTO poja [32].

ITycth E - HEKOTOPOE U3MEPUMOE MHOKECTBO M3 IpocTpaHcTBa R", 1 F(X) -

HekoTopas QpyHkuMs kinacca L (E). O6o3Haunm:
E; ={x:xeE,F(x)>{}. (1)
[Tpu ¢ =0 Oynem umeTs:
E, ={x:xeE,F(x)>0}. (2)
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[Tycth dpyHKIMSA F(X) IPUHUMAET TOJBKO MOJOKUTENbHBIE 3HAUEHHUS, TOT/AA
E=E, u E\E,=E,=0. [{nz ¢ >0:
E\E; =E,, (3)
rae
E; ={x:xeE,F(x)<{}.

O6o3HaunM Tenepsb yepes m(E) mMepy MHOkecTBa E, a MEpaMl MHOXKECTB E;
u E, coorserctenno m(E;) u m(E,).

Onpenenum GyHKIHIO:

¥(¢)=m(E). (4)

HerpyaHo BuaeTs, 4To:
W) =m(E) = (L), [0, (X X .l (5)
rae .[Hg(xi, .oy Xy ) SIBJISIETCS] XaPAKTEPUCTUUECKON (DYHKIIMEH:

1Ha Eg,

OmnaE\E;.

@(xl,...,xm{ (6)

[IpousBenem tenepp JleGeroBo pazoumenue Qyukmuun F(x). s sroro
WHTEpBaT U3MeHeHus QyHKIMU F(X) pa3aeauM Ha psjl OJAUHTEPBAJIOB:

0=¢,<¢ <<, << =max F(X). (7)

Hanee OyaeMm cuuTarth, 4TO 3aj1aueid ABJISCTCS HaXOXKJICHUE MakcUMyMa F(X).
JIns ka)k1oro 3Ha4eHUs ¢, MOYKHO 3aIncaTh:

Y= (L)I.é.jev(xl,..., X, )dx,...dx, . (8)

PaccmMoTpuMm Temeph HEKOTOpbIE CBOMCTBA MHOXECTB, 00pa3yemblX B
pesynbratre  momobnoro JleGeroBa pazomenus. Kak  yxke  0oTMeEUanoch,
paccmaTpuBaroTcs PyHKITUU Kiacca L »(E), onpe/iesICHHbIC HA MHOXECTBE E .

[Tycts dynkmus F(x) TakoBa, 9TO MHOXKECTBO E MOXXHO pa3OuUTh Ha psia
CBSI3aHHBIX ITOAMHOXECTB €, (i=1,...,v), TaK 4TO Ha KaXXIOM M3 IOAMHOXKECTB €
¢GyHkuus F(x) Obuta Obl BeIMyKIOW. O0O3HAYNM €, C €, MHOXECTBO, HA KOTOPOM
F(x)=,.

Jns coyyass N=2 BbleckazaHHOE MOKHO MPOWLTIOCTPUPOBATH CIIEAYIOIIIM
PUCYHKOM:
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F(x) a

* * *
/ E e e, e
X2

Pucynox 3 — I'paduueckas 3D unreprnperarus pazouenus: GpyHkuuu F(x) Ha
MTOMHTEPBAITBI

Ha pucynke 4 nmpencraBuM npunuui ¢popmupoBanus GyHkuun W(<,).

Fix)4

[ »
] » X]
Yo

Pucynox 4 — I[poeknus Gpyunkuuu F(x) Ha miockocth FOX;

Ilocne ToOro, Kak COIVIACHO PHUCYHKY 4 BbIYMCIEHBI 3HaueHus Y(<J,),
MOCTPOUM 3aBUCUMOCTh (pyHKIMU W(S,) OT MepeMeHHON ¢,, KOTopas MoKa3aHa Ha
pUCYHKE 5.

T4

A

G G G G G G # >4
Pucynok 5 - 3aBucumocTh GyHKIIMK W({,) OT MepeMeHHOH ¢,

C



ol

[Io cyru, puUCYHOK S5 TOKa3bIBAET OCHOBHYIO wuuaew wMeroma ‘-
npeoOpa3oBaHMii B 3ajjayaX  ONTUMHU3ALUMU  HEIUHEWHBIX  (YHKIHIA
3aKITIOYAIOIIYIOCST B TOM, YTO TIOHMCK TIJIOOAThbHOTO SKCTPEMyMa CBOIUTCS K
pa3dueHuio uccienyemMorn QyHkuuu F(x) Ha YpPOBHH, A KaXIOTO YpPOBHS

BbIUucCIseTcss QyHKIuUS W({,) U CTPOUTCA 3aBHCHUMOCTH 3TOM (YHKIUHU OT ¢,

MO3BOJIAIOIIAs B KOHEYHOM HTOTE BBIUTH B 00JacTh TJIOOATBHOTO JKCTpeMyMa
UccieyeMoi (QyHKITHH.

Matematnyeckas w™ozaenb W-meckpumTopa Il ONKCAHWUS HaWJECHHBIX
KITFOUEBBIX TOYEK.

PaccMoTpuM puCyHOK 2, Ha KOTOPOM TIOKa3aH ajrOPUTM BBHISBIICHHS
KJIFOYEBBIX TOUeK Ha ocHoBe nerekTopa FAST. Jletektrop FAST BhIsABIsAET Takue
MUKCEIIbI, SIPKOCTh KOTOPBIX MPEBBIIIACT 33JaHHYIO BEJIMYMHY MOpPOTa SPKOCTHU
(W11 IPKOCTh KOTOPBIX HAXOJMUTCA HIDKE HAa BEJIMYMHY TOpOTa SIPKOCTH), T.€.
paccMaTpuBaeT MHUKCEIbl, HAXOMSIIUECs Ha OKPYKHOCTH paauyca 3, SpKOCTb
KOTOPBIX HIKE SIPKOCTHU IIEHTPAJIBHOTO MHUKCENa Ha BEIMYUHY MOpOora SPKOCTH.
Ecmu moctpouts 3D wmopens ¢yHkimum F(x,x;), rae | — 3To I-d NHKCeb

U(PPOBOTO M300paKeHUs, HMCIOIINIA KOOPIAMHATHI (X;,X;), TO TOIYYAM KapTHHY,

NPAaKTUYCCKH COBMAJAIOIIYI0 C PUCYHKOM 3, TJe B KadyecTBE KIIFOUCBOM
OIpe/IeNieHa ToYKa (X, X;) IPKOCTh KOTOPOW:

F =F(x.X). 9)

VYuuThiBasi, 4TO BOKPYT BBISBICHHOW KIIIOUEBOW TOYKM OblIa MOCTPOEHA
OKPYXHOCTh pajauyca 3, ONpeAesiMM MAaKCUMaJbHbIA paauyc Ry, U BOKpyr
BBISIBJICHHOM KJIIOUEBOW TOYKH IMOCTPOUM IIOCIIENOBATENBHOCTh OKPYKHOCTEU C
paanycaMu R TakuMH, YTO:

Re[LR,] (10)
T.e. R nmpunumaer 3nauenus: 1, 2,..., Ry. Jns xaxmoro 3HaueHus paauyca R;
BBeZieM (DYHKITHIO Mephl # cleytomuM 00pa3oM:
2
[ 1(p)Rde
e (11)
I Rde
0

rae |(p) - UHTEHCUBHOCTD (SIPKOCTh) TOUYKU HA OKPY>KHOCTH. YUUTHIBASI, YTO
2

I Rde =27zR , MOIy4UM MEPY MHTEHCUBHOCTU OKPY>KHOCTH paauyca R mudposoro
0

M300paXeHHUsI C IEHTPOM B KITFOYEBOU TOUKE:
2z

1
Vi —TRi J I (p)Rdg. (12)
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OTtMmeTuM, 4TO JaHHAS Mepa HE 3aBHUCUT OT yrila MOBOPOTa M300paKeHUs,
TIOJIOKEHUST KaMePhl. Y YUTHIBAsI, YTO M300paKeHUE MPEABAPUTEIIHHO TTEPEBOIUTCS
B CEpHBIC IIBETA, TO APKOCTh HE Oy/IET BIUATH HAa JAHHYIO MEpY.

KacarenpHO MacmTaba MOXXHO OTMETHTH CIEOYyIOIIee: Kak OBLJIO yKa3aHO
BBIIIE, MBI ONPEICITUIIN, YTO IefieBas (DYHKIMS MHOTOIKCTpeMaiabHas M TEPITUT
pasphIBBI TIEPBOTO  poja. OTO TOBOPUT O TOM, 4YTO, HU3MEHAS MacmTad
n3o0paxeHus, o0000IIeHHasT HWHTEHCUBHOCTh OKPYXXKHOCTH  pamguyca R,
ompenensieMass (opmynoit  (12), ecrectBeHHO w3MEHHUTCS. OIHAKO MOXKHO
MOCTPOUTh HM3MEHEHHS MEpbl WHTCHCHMBHOCTH B 3aBUCHMOCTH OT Maciitaba —
Torga mpobiieMa Macimraba MOXKeT ObITh Takke pemieHa. OgHako 3TO 3agada
APYTOro UCCIEAOBAHUS U B 3TON CTaThe 3TO pelieHue He OyaeT UCCIIe0BAaHO.

Takum 06pa3om, Mepa MHTEHCUBHOCTH Ha PACCTOSIHUH R OT KIIFOYEBOM TOUKH
MOKET OBITh UCITOJIB30BaHA IS ONMCAHUS KITFOYEBOW TOYKH M MOJI0KEHA B OCHOBY
(dhopMHUpOBaHUS BEKTOPA JECKPHUTITOPA.

OnpenenvM MakKCUMaJIbHOE pPACCTOSIHHE OT KIIOYEBOM TOYKH, T.€. IS
ompeneneHHoctd R mpoOeraer 3Hauenus ot 1 mo N. Jlna xaxmgoro i=1,..., N
BBIYMCIIUM MEPY MHTEHCUBHOCTH 110 popmyrie (12). Jlo6aBUM K TaHHOMY BEKTOPY
€IIe OJIMH JIEMEHT, KOTOPhIN MOKET OBITh BHIYUCIICH T10 cieaytomei hopmyIe:

[ v(R)GR

‘//ZT- (13)

HeoTbemnemoll 4acThl0 AECKPUNTOpPA AOJKHBI OBITh TaKXKe KOOPAUHATHI
kimoueBord Touku (X,Y,Z). Takum oOpa3zom, npejiaraeMmblii AECKPUOTOP IS
KJIFOUeBOM TOUKM Oyner omucbiBatbes (opmynamu (12), (13) u xoopauHaTtamu
(X,Y,Z). VwuuteiBasg, uto 1U(PPOBOEC H300paKEHHUE JUCKPETHO, OMPEACITUM
nuckpeTHeI ananor dopmyn (12) u (13). Hdnsa onpenenernHoctu monoxum N=7,
JUIMHY OKDPYXHOCTHM, HapMCOBaHHYIO 10 alropurMmy bpe3eHxama, 3aME€HHM Ha
KOJIMYECTBO MHKCEJeH, ee cocraBisgwomumx. Torma dopmyna (12) Oymer umersb
(I (14% 1011105073701

vy = (14)

=1t (15)

Torna mpu N=7 meckpunrtop KIHOYEBON TOUKH OyAET OMHUCAH CICTYHOIINM
BEKTOPOM M3 8§ KOMIIOHEHTOB:

D =WV W VWa Ve Ve W ¥, XY, Z) . (16)
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Takum oOpa3om, /Ui OMMCAHUS KIIIOUEBBIX TOUEK LU(POBOro M300pakeHus,
noiayueHHbIXx MetojgoM FAST, wmoxHo wucnons3zoBath W-geckpuntop (16),
KOTOPBIM YCTOMYMB K TOBOPOTAM U OCBELICHUIO.

Pe3yabTarsl n 00CyxKaeHMeE.

Texuuueckue xapakrepuctuku BIIJIA ¢ aBTOHOMHOI cHCTEeMOU HaBUTAaIUH,
MOCTPOCHHOM Ha OCHOBE KIIOYEBBIX ToueKk ¢ jaerekropom FAST u -
JECKPUIITOPOM

ITo pa3zpaboTaHHOMY TEXHUYECKOMY MPOEKTY ObUI U3rOTOBJIEH OECIIUIOTHBIN
JeTaTenbHbld anmapaT Ha 0a3e KBaJpOKONTEpa € aBTOHOMHOM CHUCTEMOMU
HaBHUrauuu (pPUCyHOK 6).

Pucynok 6 — O6mwmii Buj sxcniepumeHTanbHoro oopasia bITJIA ¢ Beicokoi
JeTanu3aluen: paMa, accH, MOoJETHBIA KOHTPOJUIEp, IITaTHAs CUCTEMA
Haurauu BITJIA, cuctema cBsi3U U yrpaBiieHUs, TOJIE3HAs] HATPy3Ka
(aBTOHOMHAs CHUCTEMa HABUTALINH)

Ha pucynke 7 mnOoka3aH MOMEHT MPOBEACHHS JIETHBIX HCIBITAHUN
sKcriepuMenTanbHoro oopasua bIIJIA ¢ aBToHoMHO# cuctemoil HaBuranuu (ACH)
B KQUECTBE MOJIC3HON HArPY3KH.

OcnoBoit ACH siBiisseTcsl OJJHOIUTATHOE BBIYMCIIUTENBHOE ycTpoicTBo Mini
PC Stick by AWOW, wumeronmii OCHOBHbIE TEXHHYECKHE XapaKTEPHUCTHKH,
npeJcTaBiICHHbIE B Tabnuie 1.

Tabnuma 1-OcHoBHbIE TexHUYeckue xapaktepuctuku Mini PC Stick by
AWOW

Ne XapaKkTepuCTUKU ITapameTpsl XapaKTEPUCTUKH

1 | IIponeccop Intel Atom 1.44 GHz

2 | I'paduka, rpadmuecknii mHTEpdEiic Intel HD Graphics 400, HDMI 2.0
3 | Unarepdoeiic 2xUSB

4 | O3y 4 GB

5 | OneparnmonHas cuctema Windows 10

6 | ['abapuTsl, cMm 12,1x3,6x1,19

7 | Bec, rpaMm 63,5
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Pucynok 7 - JIleTHbIe HCTIBITaHHS SKCTIEpUMEHTaNEHOTO 00pasma BITJIA c
aBTOHOMHOM CHCTEMOW HaBUTAIIMM HA COOPOYHOM MOJUTOHE

OO6mwmit B SKCIEPUMEHTAIBHOTO 00pa3iia aBTOHOMHOM CHCTEMbI HaBUTAITUU
C OTKPBITOM KPBILIKOW KOPIyca MOKa3aH Ha PUCYHKE 8.

Pucynox 8 - O0muit Bu SKCIEPUMEHTAIBHOTO 00pa3iia aBTOHOMHON CUCTEMBI
HaBUT'allUU C OTKPBITOM KPBILIKOW KOpITyca
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AN LM\ i N .
Pucynox 9 - Mi tick by AWOW
Ha pucynke 9 nokasan ucnons3zyemsiii B ACH Mini PC Stick by AWOW.

B xauectBe oTokamepsl Oblia ucmoib3oBaHa BeO-kamepa Logitech C270

HD, xapakTepucCTUKU KOTOPOW MPUBECHBI B TAOIHIIE 2, U TTIOKA3aHHAs HA PUCYHKE
10.

Pucynox 10 - Be6-kamepa Logitech C270 HD

Tabnuma 2 — OCHOBHBIE TEXHHYECKHE XapaKTepPHCTUKU BeO-kamepbl Logitech
C270 HD

No XapaKTEepUCTUKHU ITapameTpbl XapaKTEPUCTUKHU
1 | Tun Be6-kamepa

2 | OO011Iee KOJIMUECTBO MTUKCEIEH 3 Mrukc

3 | CrangapTHOE pa3peiieHue 1280x780

4 | MakcuMallbHOE pa3peIcHNe 2048x1536

5 | Uarepdeiic USB

B xauecTBe HCTOYHMKA IIMTAaHMS MCIIOJB3YETCS BHEIIHUW aKKyMYyJIATOP
(Power Bank) Xiaomi Integrated Cable, noka3anusiii Ha pucyHke 11.

.
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Pucynox 11 - Buenaui aKKyJBITop (Power Bank) Xiaomi Integrated Cable

Bremnnii akkymynstop (Power Bank) Xiaomi Integrated Cable umeer
CJICAYIOIINE OCHOBHBIE TEXHUUYECKHUE XapaKTEPUCTUKH. eMKOCTh, MA*gac — 10000;
BeIxoaHBIe MHTepdeiicel USB, USB Type C; makcumanbHBIN BBIXOAHOW TOK 3A;
JUTUN-TIONIMMEPHBIN TUIT aKKyMyJaTopa; pazmepsl 147,8 X 73,9 X 15,3 mm.

Pe3ynbTaThl mpoBeeHUs UCIIBITAHUM dKcniepuMeHTaIbHOTo oOpasia BITJIA ¢
ABTOHOMHOW CHUCTEMOW HaBWTallMd, MOCTPOCHHONW Ha OCHOBE KIIFOUEBBIX TOYEK C
nerexkropoM FAST u W-neckpurnropom

Ha 6a3e marematuueckoii moaenu V-geckpunropa (9)-(16) 6s11 pazpadboran
komriekc UML-nuarpamm  [33], pa3paboTraHo mnporpaMMHOe oOOecreueHue,
COCTABJISIFOIIIEE OCHOBY aBTOHOMHOM CHCTEMbl HaBuranuu. beumum pa3zpaboTaHbl
mporpaMmMa M METOJIMKA WCIBITaHWM, TPOBENCHbl WCIBITAHUM aBTOHOMHOMU
CUCTEMbl HABUTALIMM, TTOCTPOCHHOM HA OCHOBE KIIFOYEBBIX TOUEK C JETEKTOPOM
FAST u W-neckpuntopom B pamkax 3toit [IMU.

B coorBerctBun ¢ IIMU npoBeneHUss UCNBITAHUN HSKCHEPUMEHTAIBHOTO
obpasna BIIJIA ¢ aBTOHOMHOW CHCTEMOM HaBUTAIlMM OBUIM  BBITOJHEHBI
cienyrome paboThI:

— npeaBaputenabHo ¢ BIIJIA 6but0 caenano 320 mudpoBBIX KaapoB palioHa
nevicteuii BIIJIA — paiioHa WCTIBITaHWA, KOTOpPbIE ObUTH OOBEIUHEHBI B CIMHBIN
oprodoToran Ha mporpamme Agisoft Metashape Professional, koopauHaTs! yriioB
KOTOPOT0 HWMEIOT CJCAyIONIMe KOoopAuMHATBI AMin=76.7020; Amax=76.7316;
emin=43.1812; ¢min=43.2027.

— mosiydeHHOoe 0a3oBoe 1udpoBoe H300pakeHwe ObUI0 00paboTaHO Ha
MporpaMMHOM HUcnojiHgeMoM Mmoxayiie «lloaroroBka nudpoBoro M300pakeHUs K
MOJIETUPOBAHUION;

— B pe3yibTaTe 00paboTku 0a30BOTO MUGPOBOTO M300pPAKEHHUS B MOIYJIE
«preparationMapOfEarth.exe» mosnydeHbl KIOYEeBbIE TOYKM W BBIYMCIEHBI HX
JIECKPHUTITOPHI;

— OMpeNesieH MaplIpyT JBMXXEHHUS JKCIepuMeHTanbHOTro obpasua BIIJIA ¢
aBTOHOMHOM CHCTEMOI HaBUTAIWH;

— ObUla OCyHIECTBJIEHA NPEANOJeTHas MOATOTOBKA SKCHEPUMEHTAIBLHOIO
ooOpasna BIIJIA ¢ aBTOHOMHONM cHUCTEMOW HaBHTalMU: B CUCTEMY YIpPaBICHUS
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BIIJTA BBeneHBI KOHTPOJBHBIE TOYKM MaplIpyTa ABWUKEHUS, B aBTOHOMHYIO
CHCTEMY HAaBUTALlMU BpEMs Hayaia Cb€MOK U YAaCTOTY BBINOJHEHHS ChEMOK;

— 3alylleH JKcrnepuMeHTanbHblil oOpasenr BIIJIA, kotopsiii mposeren mo
3aJaHHOMY MapIIpyTy 4Yepe3 KOHTPOJbHbIE TOYKH, M 3aIllylI€HAa Ha BBIIIOJIHEHUE
aBTOHOMHAsl CHCTEMa HaBUTalMU Ha 0a3e TexHosoruu Key Point ¢ merexropom
FAST u Y-nmeckpunropoM, KOTOpas HE3aBUCUMO OT INTaTHBIX cuctemM BILJIA
BBITIOJIHUJIA [IU(PPOBYIO ChEMKY B HAJUp U OCYIECTBUIIA 00OpabOTKY MOJIYYEHHBIX
1IU(PPOBBIX N300paKEHUI;

— TPOJIETEB MO 3aaHHOMY MapuipyTy, BIIJIA BepHyJica k MecTy 3amycka.

Pucynok 12 — bazoBoe 1mmudpoBoe nzobpaxenus paitona nevictsuii BITJIA B
HAaHECEHHBIM Ha HETO M300paKEHUSIMH KaJPOB C HAHECEHHBIMH JIBYMSI
KJIFOYEBBIMU TOUYKAMU

Ha pucynke 12 mnoka3aHa kapra TojJ€Ta C HAHECEHHbIMM Ha Hee
U300pKEHUSIMU KaJIPOB, KOTOPBIE ObLT CHATHI aBTOHOMHOM CUCTEMOU HaBUTAIUU.
Ha xaxnom cuarom kaape ACH omnpenenusia aBe KIHOUYEBBIE TOYKH, KOTOPBIE
MO3BOJIWJIA ONIPEACIIUTh KOOPAUHATHI TeKyIIero nosioxxenus bITIA.

CpaBHUTENBHBII aHAIW3 TOYHOCTH ONPEACIICHUS KOOpPAMHAT TEKYIIETO
nosioskeHust BIUJIA mrataeiMu cpenctBamu GPS nu ACH moxkazan, 4To TOYHOCTH
onpeneyneHus koopauHat Tekymiero mnojoxkeHuss BIIJIA ACH cpaBHuma c
TOYHOCTHBIMHU XapakTepucTukaMmu mratHoro GPS npuemHuka, npu 3ToM ommoka
ACH He BBIXOIUT 3a paMKu cTaHAapTHBIX omubok GNSS-npuemuukos 6-7
METPOB.
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BbIBOJHLL.

1. AHanu3 METOZIOB U AITOPUTMOB PEIIEHUS 3a7a9 ABTOHOMHOW HABUTAIIMH C
WCITOJIh30BAaHUEM METOJOB MCKYCCTBEHHOTO WHTEJUICKTa TOKa3aj, 4To HamOoJjee
NOAXOSAIIMMA C TOYKH 3PEHHMS TOYHOCTH, AQJITOPUTMHUYECKONW CIIOKHOCTH,
MOJATOTOBKH JaHHBIX W TPEeOOBAaHMH K TEXHUYECKOMY OOECIICUCHHIO SIBIISIOTCS
METO/IbI U AJITOPUTMBI C UCTIOJIb30BAHUEM KJIIOUEBBIX TOYCK.

2. Ha ocHoBe metonma YW-npeoOpazoBaHuii paszpaboTaHa MaTeMaTHYECKasl
MOJICITb ONTMCAHUS HalIEHHBIX KITFOUEBBIX TOoueK V-meckpumrop.

3. Pa3paboTraHHblii METOJ ONHUCAHUSA KIHOYEBBIX Touek Y-meckpunrop
SBJISETCS HOBBIM M II03BOJIIET HAXOJAUTh KIIOYEBBIE TOUYKH HE 3aBHCHMO OT
OpYeHTanuu MHU(PPOBOTO H300paKEHUS W IO ITOMY CBOHCTBY COIIOCTaBHM C
TPaJAUIIMOHHBIMIA METOIaMH OMTUCAHUS KITFOUEBBIX TOUEK.

4. IIpoBe/ieHHBIE WCTBITAHUS AaBTOHOMHOW CHCTEMBI HABHTAIMH ITOKA3aJIH
BBICOKYIO TOYHOCTh ONpEICICHUS KOOPAWHAT C MCIOJIB30BAaHUEM METOJa
KIII04eBbIX Touek ¢ FAST-nerexkropom u W-meckpuntopom.

5. Pa3paboTaHHbIN HOBBIN METOJ] OMPEICIICHHS KIIFOUEBBIX TOYEK MOXKET ObITh
WCITOJIP30BaH B CHUCTEMax TEXHHYECKOTO 3pPEHUS TMPUBS3HBIX OCCIIIOTHBIX
JICTAaTENBHBIX alapaToB IS PEIICHUS 3a7ad IMOCAIKA B KAUECTBE aTbTCPHATHUBBHI
mraTHeIM cucteM GPS.

duHaHcupoBaHue. lcciaenoBaHue BBIIOJTHEHO B paMKax TPaHTOBOTO
¢unancupoBanuss Komurerom Hayku MMUHHCTEPCTBA HAyKHM M BBICIIETO
obOpazoBanus Pecniyonuku Kazaxcran o npoekty UPH AP23489996 «Pa3paboTka
OMBITHOTO oOOpaslla MPUBS3HON BBICOTHONM MYJIBTUPOTOPHOM CHCTEMBI JUIS
oOecrieueHus BeJleHNs 00EBBIX JCHCTBUI»
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TYHWIH/JI HYKTEJIEP 91ICI HETTI3IHJE BAMJIAHBICTHI
MYJbTUKONTEPJIH TEXHUKAJIBIK KOPY )KYWECI YIIIH Y-
JAECKPUIITOP/AbBI 93IPJIEY

AnpaTna. Makanaga OalIaHBICTBIPBUIFAH MYJIBTUKONTEPJIEPIIH, Kbl
CUIIaTTaMachl OEpuTN, OJIAPJABIH HET3r1  (QYHKIHUOHAIIABIK MYMKIHJIIKTEpP1
KapacTelpbuiajibl. COHBIMEH Karap, OalJaHBICTBHIPBUIFAH YIIKBIIICHI3 — YIIIY
anmapattapbIHblH (¥ ¥ A) )KYMBIC icTeyiHEr Kypaeli mporecTepaiy 0ipi — xepre
KOHY YIEpiCIHJe KOJJaHyFa apHaJFaH aBTOHOM/JIbI HAaBUTAIUsl >KYHECIH 931piiey
MIHJETI KOMbUTFaH. ABTOHOM/BI HAaBUTAIIMS JKYHECIH Kypy YILUIH TYHIH]II HYKTEIep
TEXHOJIOTHSCHIH NaiiiajgaHy YChIHBLIA/bI.

TyiiHal HYKTENEpIIH MAETEKTOpjapbl MEH JIECKpPUIITOpJapblHAa KbICKAIla
mody kyprizunail. Tydiaal HykTenepAiH aetekTtopbl periHae FAST nerekropsiH
KOJIJIaHyFa OOJIaThIHBI KOPCETINTEeH. AJaiiia TeCKpUITOPABI KYPY YIIH CHI3BIKTHIK
emec (QyHKOUsIapbl OHTAMIAaHIBIpy ecenrtepinaeri Y-TypieHaipyiaep SIICIHIH
MaTEeMaTHKAIBIK MOJIEI MaiAanaHbUIAbl. bysl MOens aBTOPIIBIK TYHIHII HYKTEIep
neckpunTopbl — W-1ecKpunTopasl 931paey/IiH Heri31 O0JIIbI.

O3ipnenred W-neckpuntopsl ¥ ¥ A-HbIH aBTOHOM/IBI HABUTAIIMSACH MIHJIETIH
HIeNIyZie MPAaKTUKAJIBIK KOJIJAHy HOTHIKEIEepl KENTIPUIreH. ¥CBHIHBUIFAH JKaHa
TYHIHI1 HYKTENEp/Al aHbIKTay ofAici OalIaHBICTHIPBUIFAH VINKBIIICHI3  YIITY
anmapaTTapbIHbIH TEXHUKAJBIK KOpPY JKyHenepiHie KOHy MIHACTTEPIH IIeNry YIIiH
GPS xyitenepine 6anama peTiHjie nal amaHbUTybl MYMKIH.

Tyiingi ce3mep: OalNaHBICTBHIPBUIFAH  MWJIOTCHI3  YIIy  amnmaparthl,
JECKPUNITOP, aBTOHOM/ bl HaBUTAIMsl, HETI3r1 TYHIH, MAIIMHAIBIK KOpy, >KacaHbl
WHTEIUJIEKT.
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DEVELOPMENT OF A Y-DESCRIPTOR FOR THE COMPUTER VISION
SYSTEM OF A TETHERED MULTICOPTER BASED ON THE
KEYPOINT METHOD

Abstract. The article provides a general overview of tethered multicopters,
describes their main functional capabilities, and formulates the task of developing
an autonomous navigation system for use in one of the most challenging



operational processes of tethered unmanned aerial vehicles (UAVS) - their landing
on the ground. The use of keypoint technology is proposed for the development of
the autonomous navigation system.

A brief review of keypoint detectors and descriptors is presented. It is shown
that the FAST detector can be used as a keypoint detector. However, for descriptor
construction, a mathematical model based on the W-transformation method used in
nonlinear function optimization problems was employed, forming the basis for the
development of a proprietary keypoint descriptor - the W-descriptor.

The results of the practical application of the developed W-descriptor for
solving UAV autonomous navigation tasks are presented. The proposed new
method for keypoint determination can be used in the computer vision systems of
tethered unmanned aerial vehicles to solve landing tasks as an alternative to
conventional GPS-based systems.

Keywords: tethered UAV, descriptor, autonomous navigation, keypoint,
computer vision, artificial intelligence.
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POJIb BECIIHJIOTHBIX JIETATEJIBHbIX AIIIIAPATOB B CHCTEME
HNPOTUBOBO3AYIIIHOU OBOPOHBI

AHHOTamusl. B cratbe paccmaTpuBaeTCsi COBPEMEHHOE  3HAUYCHHE
OECHWIOTHBIX JIETATENIbHBIX allapaToB B CUCTEME MPOTHBOBO3AYIIHOW OOOPOHHI.
IIpoaHanu3upoBaHbl OCHOBHBIE (PYHKIMH JPOHOB: pa3BeAKa, IeJIeyKa3aHue,
pannodIEKTpOHHAsA 00pb0a M NepexBaT BO3AYIIHBIX Leneil. OCBEneHb! yIpo3bl CO
CTOPOHBI OECHMJIOTHBIX JIETATENbHBIX aIlllapaTOB MPOTHUBHUKA U TMOAXOAbl K HX
YHUUTOXKEHUIO. OTAEIbHOE BHUMAHUE YJIEIEHO NEPCIEKTUBAM HCIOJIb30BAHUS
MCKYCCTBEHHOT'O MHTEJUIEKTAa U CETEBbIX TEXHOJOTUH B MHTETpallMi OCCIMIIOTHBIX
JIeTaTeIbHBIX allapaToB B CUCTEMY IIPOTUBOBO3YIIHON OOOPOHHI.

ABTOp OTMEUYaeT COBPEMEHHBIE TEHICHIMH Ppa3BUTHS OECHUIOTHBIX
JIETAaTENbHBIX aIlllapaTOB M WX HWHTErpalus B CHUCTEMY NPOTHBOBO3IYIIHOW
o0opoHbl. IlpuBoAsTCS mNpuUMEpbl YHUUTOXKEHHS] OECHUIOTHBIX JIETAaTEJIbHBIX
anmnapaToB ApOHaMHU-TIEpeXBaTUUKaMU pa3IMYHBIMU criocobamMu. ONUCHIBAIOTCA
TEXHOJIOTHYECKME W OpPraHM3allMOHHBbIE NPEUMYIIECTBA, a TaKXKe PHUCKH,
CBA3aHHBIE C BHEAPEHHWEM OECHUIIOTHBIX JIETAaTEIbHBIX annaparoB B OOOPOHHBIE
KOHTYpbl. lIpencraBiieHbl NEPCHEKTUBHBIE HAIMpPaBICHUS PA3BUTHSI JPOHOB B
COCTaBE KOMIUIEKCHON CUCTEMBI MPOTHUBOBO3AYLIHON OOOPOHBI.

KiaroueBbie cjaoBa: OeCrUIOTHBIC JIeTaTeIbHBIC anmaparsl,
MIPOTUBOBO3AYIITHAS O0OpOHA, PAJUOAIIEKTPOHHAs OopbOa, APOH-TIEPEXBATUUK,
BOEHHBIE TEXHOJIOTHH.

Bsenenmue.

AHanu3 coOBITUH COBPEMEHHBIX BOEHHBIX KOH(JIMKTOB CBUAETEIBCTBYET O
TOM, YTO MIMPOKOE MPUMEHEHUE OCCIUIOTHBIX JieTaTeabHbIX ammapatoB (BIIJIA)
CTaJ0 HEOTHEMJIEMBIM KOMIIOHEHTOM B BOOPY>KEHHOM MNpoTHBOOOpCcTBE. Ux
UCIIONB3YIOT JUIsl Pa3BEAKUM M IeJieyKa3aHus, IUCTAaHIIMOHHOTO BO3ACHCTBUS
(ynapHble JpOHBI), MAacCOBOT'O HACBHIIIEHUS BO3IYIIHOW cpenbl (OTBICKAIOIIUE
LEIU-UMUTATOPhI), BBEJACHUS B 3a0JyKJIE€HHE CHUCTEMbl MPOTHBOBO3IYIIHON
oboponbl (IIBO) nmportuBHuka. Poii IpOoHOB MOXET CO3[aTh JIOKHYI KAapTHUHY
BO3JIYIIHOW OOCTaHOBKHM, meperpy3utb cpeinctsa [IBO wnm obGecrneunTs mosocy
(yyacTok) nmpopsiBa JJisl IPOJIE€Ta U aTaKu MUJIOTUPYEMOU aBUALIUH.
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HoBoii u axTyanpHOW mpoONeMOil [ MPOTHBOBO3IYIIHOM OOOPOHBI
sapiusietcas Ooppba ¢ BIIJIA. B coBpeMeHHBIX BOEHHBIX KOH(IMKTAX, MpHU
OTPAKEHUM BO3AYIIHOTO HAaNaJeHUs TMPOTUBHUKA HApAIy C T[PUMEHEHHUEM
dbponroBoit aBuanuu, 3PK u cpencts POb mmpoko mpumensiercs OecnuioTHas
aBuanus. [Ipumenenue BIIJIA nyis mepexBaTta BO3AYIIHBIX LIEJICH, CTAal0 HOBBIM
BESIHHEM JIIOXH BOOPYKEHHOW OOpbObI B BO3IYIIHOM MPOCTPAHCTBE, KOTOPOE
TpeOyeT MOMCK HOBBIX TAaKTUYECKUX MPUEMOB, a Takxke mojepHuzanuu BILIA.
Takum oOpa3om, akTyalibHas MpoOiieMa 3aKiouaeTcsi B TpaHchopMaluu 60eBOro
NpUMEHEHUsT OCCMJIOTHOW aBWAllMMd B COBPEMEHHBIX YCIOBHSX BOEHHBIX
KOH(JIUKTOB.

MarepuaJjibl U1 METOABI.

B Xome moAaroToBKM CTAaThM HKCIIOJAB30BAaH MaTepuanl BOSHHOM W HAy4YHOU
JUTEpaTypbl, a TakKe MEepUOANYECKNX U3AaHuM. lIpumMeHeH KoMILIEKC
OOIIEHAy4YHbIX W  CHEHUAIbHBIX  METO/JO0B  BOCHHBIX  HCCIEAOBaHUH,
00€eCIeUnBAOIIMX CHUCTEMHBINM  aHaimu3  TakTuku  gerictBuii  BIIJIA B
IIPOTUBOBO31YIIIHOM OIEPALIUH.

B kauecTBe 0011€HayYHBIX METO/I0B IPUMEHSIIUCH:!

-aHaJIM3 W CHUHTE3 — Ui BBIACICHUA CYIIHOCTHBIX XapaKTEpUCTHUK
npuMenenus bIIA;

- MHAYKLIMS U JeAyKIUs — Ipyu (GOPMUPOBAHUH TEOPETUUECKUX 0000IIEHUH.

N3 cnennanbHBIX METOJOB BOCHHOW HAYKH UCITOJIb30BAHBI:

- CTPYKTYpHO-()YHKIIMOHAJIBHBIM aHalu3 — MPU ONPEJEICHUU POJIM U MecTa
OecnuIOTHOM aBUAIlMU B IPOTUBOBO3IYIIIHON ONEPALIUH;

- CPaBHMTEJIbHBIN aHaNKU3 — Mpu Kiaccudukanuu BuaoB BIUIA.

Pe3yabTaThl U 00Cy:KIeHMeE.

B npouecce ucciienoBaHusi aBTOPOM CTaTbU IMOCTaBJICHA 1I€JIb — HA OCHOBE
aHanu3a 00eBOro MPUMEHEHUs] OECIMIIOTHOW aBHAIIMM B COBPEMEHHBIX BOCHHBIX
KOH(DJIMKTaX, paccMOTpeTh TakTUKy OoeBoro mnpumenenuss BIUIA B
MPOTUBOBO3AYIIHOW  obopoHe. JlJsi  MOCTHMKEHUST  MOCTAaBICHHOW  IIENH
VICCIIEIOBAHUSI ONIPEAEIIEHBI CIEAYIOIINE 3a0aUu:

1) PackpbITh OCHOBHBIC 3aJaui, BBIMOJHAEMbIC OCCHHMJIOTHOW aBHALUU B
cucteme [IBO B cOBpeMEHHbBIX BOCHHBIX KOH(PIMKTAX.

2) IlpoanammsupoBaTh OocBoe mpuMmeHeHne bBIIJIA-nepexBaTUMKOB B
MIPOTUBOBO3AYIITHOMN OTepaIuu.

3) ChopmyaupoBaTh TE3UChl HAMPABICHHS Pa3BUTHS OCCIMUIOTHON aBUAIUMH
B oOecrnieueHnn 6€30MacHOCTH B BO3YIIHOM IIPOCTPAHCTRBE.

becrimyioTHass aBuanMsi crajia  KIIOYEBBIM  JJIEMEHTOM  COBPEMEHHBIX
BOOPY)XKCHHBIX KOH(IMKTOB, PAJANKAILHO HW3MEHUB TAKTHUKY BEJCHHS OOEBBIX
nevicteuil. Ee mpuMeHeHue BIMSET HE TOJIBKO HAa HACTyIATelIbHbIE, HO W Ha
Oo0OpOHUTEIbHBIE  ACHCTBUS  BOWCK  (CWJ), BKIIOYas  TOCTPOCHHE U
dbyakuuonupoanue cucrembl [IBO. Ha ¢oHe CcHmWKEHHS CTOMMOCTH W
MOBBIIMICHUS JOCTYITHOCTH JPOHOB, TOSBISETCS HEOOXOAMMOCTh TIEpecMoTpa
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TpaguuuoHHbix noaxoaoB k [IBO. CoBpemennsie cuctembl [IBO crankuBaroTcs
kak c¢ yrpo3amu oT bBIIJIA mnpoTtuBHHMKA, Tak W € 3aJa4yeill MHTErpauuu
COOCTBEHHBIX JIPOHOB B 000POHHUTENBHBIN KOHTYD [1].

B 3aBucumoctu ot BeInosHseMbIX 3a1ad BIIJIA B cucreme IIBO ycinoBHO
KJIACCU(DUIIMPYIOTCS Ha CIACAYIOIINUE TUTIBI:

- passenbiBatenbHbie BIIJIA, mnpeaHazHaueHHble [JI1 OOHApYXKEHUS U
CONIPOBOKJICHHS 32 BO3AYIIHBIMU LIEJISIMU, B TOM YUCJIE MaJI03aMETHBIMU;

- BIIUIA pamuosnektpoHHo OoprObl (PDOB), KoTOpBIE MOJABISIOT
panuosnokanronnbie ctaniuu (PJIC), HaBUraluo U KaHaJlbl CBS3H IPOTHBHHKA,;

- BIIJIA-niepexBaTuMKM, OCHAUICHHBIE CPEACTBAMU OOHApYXEHUs U
MOPAKEHUS TPOHOB MPOTHUBHUKA;

- JIPOHBI-MUIICHU (JIOKHBIC €M) MPUMEHSIOTCS I TIEPErpy3Ku CHCTEMBbI
[1BO npoTHBHHKA W BBISBJICHHS €T0 MO3UIUH [2].

Nurterpanust BIIJIA B TIBO mno3BossieT co3aaTh TMOKYIO, aJalTUBHYIO U
MaclITaOMpyeMyl0 CHUCTEMY C BBICOKOM CTENEHbIO AaBTOMATH3alUMUd U
onepatuBHOCTU. BIIJIA cmocoOHBI BeCTH pa3BElKy BO3AYIIHOIO MPOCTPAHCTBA,
nepeaBas JaHHbIE B PEXKHUME PEaJbHOTO BPEMEHH. DTO OCOOEHHO Ba)KHO MJIs
OOHapyXEHHsI HU3KOJETAIMX LeJled M He MpPOCMaTpUBaeMbIX YYaCTKOB
Ha3€MHBIMU PaauOIOKAlMOHHBIMU CTaHLUSAMU. Hcnonb3oBaHue
CHEUMAIN3UPOBAaHHBIX JPOHOB I IIOCTAHOBKM moMex W mnogasiueHus IIBO
NPOTUBHUKA TIO3BOJISICT OOECHEYUTh TMPHKPBITUE CBOMX BOMCK (cwi) B
HACTyIUICHUH Wi obopore [3].

C poctom yrpo3 co croponbl BIIJIA, ocoGeHHO ManorabapuTHbIX,
MaHEBPEHHBIX U POMHBIX CUCTEM, KPUTHUECKH BO3pACTAET 3HAUCHUE (PU3NYECKOTO
nepexsaTta JpoHoB mpu nomoun apyrux BITJIA. Takoil cmoco® mpenmnonaraer
akTuBHOE Bo3aercTBue Ha BIIJIA mpoTuBHMKA C LENIBIO UX HEUTPAIM3aLUH ITyTEM
3axBaTa, CTOJIKHOBEHHs WM TNOpaKEeHUs opyxueM. Hmxke mnpencraBiieHsl
OCHOBHBIE€ METO/IbI pean3ali (PU3NUECKOro nepexnara:

1) TlepexBat ¢ ucmonb3oBaHueM ceTeii — BITJIA BbIMycKaeT CrienuaibHYO
CEeTh, KOTOpAsl 3aXBaThIBAECT JPOH MPOTHUBHUKA, BBIBOAA €ro u3 crpos. Hanpumep,
oecrimiotHass cuctema Drone Catcher (puicyHok 1) ocHallieHa MHEBMATHUYECKOM
YCTaHOBKOM ISl 3aI1yCKa CETEH.

[IpeuMmyiiecTBO 3TOr0 METOJA 3aKJIOYAETCSl B MHHMUMHM3aLHUA PHUCKA
CTOJIKHOBEHHMsSI C LeJbl0 B Bo3Ayxe. Bmecre ¢ TeM HEOOXOAMMO OTMETHUTh
NOTPEOHOCTh BBICOKOM TOYHOCTH COMIDKEHUS C LEJIbI0 M OrPaHUYCHHYIO
3¢ (PEeKTUBHOCTH TPU MaHEBPUPOBAHUM JIPOHA TPOTUBHUKA;

2) Tapan — BIIUIA-mepexBaT4MK YMBIIUICHHO CTAJIKMBACTCS C IICIIBIO,
paspymias €€ KOHCTPYKTMBHBIE DJIEMEHTBL. DTOT METOJ IIUPOKO MPUMEHSIETCS B
nosneBbix ycnoBusax. Hampumep, FPV-aponbl axkTUBHO UCHONB3YIOTCS B
COBPEMEHHBIX BOCHHBIX KOH(IMKTaX [JIsl MepexBaTa M YHUYTOXKEHHUS JIPOHOB
MPOTUBHHUKA. [[peMMyI1IeCTBO 3TOr0 METOJa 3aKIK0YAETCA B IPOCTOTE PEANTU3ALINU
U BBICOKOM BEPOSTHOCTH IMOPAXKEHHUs, & HEAOCTATKOM SBIIAECTCS IOTEPS CaMOIo
nepexBaTyrKa 1 BHICOKUH PUCK (pparMeHTaluu.
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Pucynok | - [lepexBaT 1poHa ¢ UCIIOJIB30BAHUEM CETKU

3) IlpumeHeHHUEe CTPENKOBOTO BOOPYXCHHUS — HEKOTOPBIC IEPEXBATUNKU
OCHAIIAIOTCS JIETKUM CTPENKOBBIM WM JApoOOBBIM opyxkueM. Hampumep,
cepuiinbii BIIJIA ¢ aBromatnueckum opyxuem u WMIM-HaBeneHneM Typenkoro
npou3BoAcTBa Songar (pUCYHOK 2). AHAJIOIMYHO, B MHPOBOW IPaAKTHKE
npumensitorcst BITJIA ¢ ucnonb30oBaHMEM MUHHU-PAKET W JPOOOBBIX YCTAHOBOK.
I[Ipy »>TOM BBICOKass Macca BOOPYXEHHUS TMPEJCTABISET ONpEIeICHHbIC
OTrpaHHYCHUSMU U CJIOKHOCTh CTaOMIIM3anuu mojieta [4].

Pucynok 2 - BIIJIA «Songar» ¢ aBTOMaTH4eCKIUM OpYyKUEM

e
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AHanu3 coOBITUH COBPEMEHHBIX BOCHHBIX KOH(DJIMKTOB MOKA3bIBACT, YTO JISI
s dextuBHOTO TpUMeHeHns bITJIA-nepexBaTuYukn TOKHBI 001a1aTh:

- BBICOKOW MAaHEBPEHHOCTHIO;

- CHCTEMaMH aBTOHOMHO# HaBurauuu u M-ynpasnenus;

- CHIDKEHHOM Maccoil ¥ BBICOKOM AHEProdPheKTUBHOCTHIO;

- MOJTyJIbHOW KOHCTPYKIIMEH JIJIsl CMEHBI BOOPY)KCHHUS U 000pypoBanus [5].

B o6o3pumom Oyaymiem cienyeT OXujaTh pa3paboTKy  POMHBIX
NEPEXBATYNKOB oz €AUHBIM yIpaBJIECHUEM U HUHTETPaLHIO B
aBTOMATH3UPOBAHHYKD CHUCTEMY YyhpaBieHus cuiamu u cpeacreamu  [IBO.
Bo3MOXHO IpUMEHEHHE HEWpOceTew Il PAacno3HABAaHWA M JIWHAMHUYECKOIO
BBIOOpa MeTo1a riepexBara [6].

®uznuecknil nepexsar ¢ noMmouiblo BIIJIA — 310 He mpocto 3pPexkTUBHBIN
crioco6 60proObI ¢ BIIJIA-nipoTuBHUKA, HO U KItoueBoe 3BeHO [IBO «mons 6os» B
YCJIOBUSIX ACUMMETPUYHBIX Yrpo3. MaccoBoe NPUMEHEHHME APOHOB-KAMHKAI3€
TpeOyeT OBICTPOJACHCTBYIOIINX, JEIIEBBIX M MOOWIBHBIX CHCTEM 3alUTHI.
MunuaTiopu3aius, aBTOHOMHOCTh M HH3Kas paJyOJIOKAllMOHHAs 3aMETHOCTH
JPOHOB 3HAYMTENILHO YCJIOXKHSIOT UX CBOEBpeMeHHoe oOHapyskenue. Poit BITJIA
MOXET TMEpEerpy3uTh KaHalbl HaBeAeHUs OrHeBbiX cpencts [IBO, nHapymuTh
JIOTHCTUKY W MOPaJIbHOE COCTOSIHHE JIMYHOTO cocTapa [7].

3akJioueHue.

Pe3tomupys, xotum otMmetuthb, 4yTo BIIJIA — 3TO HE TOJNBKO yrposa, HO U
BOXKHBIM KOMIIOHEHT 000poHBI. be3ycioBHo, ux posib B [IBO Oyner HEyKIOHHO
pactu. OcOOEHHO aKTyaJbHOE 3HAY€HUE HMEET BHEIPEHUE JIPOHOB-
MEepeXBaTYUKOB, CIIOCOOHBIX (u3anyecku yHuU4TOokath bBIIJIA mpoTtuBHUKA.
Hawnbonee nepcrneKkTUBHBIM HaNpaBJICHUEM CTaHOBUTCS kKoMOuHanus U, TakTuku
MPUMEHEHUSI POsl JPOHOB U (PU3NUECKOTO BO3ACUCTBUS, OOECIeUnBarOIIas
3 PEeKTUBHYIO 3aITUTY B YCJIOBUSX HACBHIIIICHHOTO BO3AYIITHOIO MPOCTPAHCTBA.

WNurerpauus BITJIA B cucremy IIBO npencrasisier co0oil o1HO U3 Haubosiee
MEePCIEKTUBHBIX HAMPABJICHUA Pa3BUTHS COBPEMEHHOW BOEHHOW 0OOPOHHOM
apxuTeKTyphl. [Ipy mpaBUIBHON OpraHU3alMU JPOHBI MOTYT CTaThb HE TOJIBKO
BCIIOMOTATENIbHBIM  3JIEMEHTOM, HO M KIIOYEBBIM KOMIIOHEHTOM 3alllUThI
BO3AYIIHOTO IMPOCTPAaHCTBA. BMmecre ¢ Tem peanusanus S3TUX BO3MOMXKHOCTEU
TpeOyeT 3HAYUTENBHBIX yCWIMK B cdepe KOOPAWHAIWMH, YMPaBICHUS,
CTaHJapTU3AI[MU U HOPMATUBHOTO PETYJIHPOBAHUSI.
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YIIKbIHNICBHI3 YIHATBIH AIIITAPATTAP/ABIH 3EPYKKA KAPCbHI
KOPFAHBIC ) KYUECIHAEI'T POJII

AnpanTa. Makanaja YIIKBIIICHI3 YIIAaKTapAblH 9ye KOPFaHBICHIHIAAFbI Ka3ipri
MaHBI3JbUIBIFB  KapacThIpbUIaabl. J[poHHBIH Heri3ri ¢GyHKUMsUIapel: Oapiay,
HBICAHAHBI AHBIKTAY, PATUORICKTPOHIBIK KYpPEC JKOHE oye HbICAaHAJIaphIH yCTar
any Tanganrad. JKay YIIKBIIICHI3 YIIAKTAPBIHBIH KayiNTEpl *KOHE OJIApJbl KOO
TOCUIZEpl TYCIHAIpUIENl. ©Oye KOPFAaHBICHl KYMECIHE VIIKBIIICHI3 YIIAKTAPIbI
OIpiKTIpyZie >KacaHIbl MHTEIUICKT TEH JKCIUNK TEXHOJIOTHsIApAbl Taiianany
NEepCIeKTUBAIApPbIHA ePEeKIle Ha3ap ayAapbLiaibl.

ABTOp VIIKBIIICHI3 VIIAKTApIbl JAMBITYIABIH Ka3ipri TCHACHIMSIAPBIH KOHE
OJIapJibl 9ye KOpFaHBICHI JKyWeciHe OipiKTipyAl artam eoTedi. Y IIKBIIICHI3
VITaKTapabl OPTYPIl TOCUIIEPMEH YCTal aIyIlbl VIIKBIIICH3 YIMTAKTapIAbIH KOO
MBICAJIAPhl  KENTIPIITeH. TEeXHOJOTHSUIBIK KOHE YHBIMIBIK apTHIKIIBUIBIKTAP,
COHJIali-aK KOpPFaHBIC KOHTYpPBIHA VIIKBIIMICHI3 YIMAKTAPAbl €HTI3yTre OaiIaHBICTHI
TOyEKeJJIEp CUMATTaa/ibl. Oye KOPFaHBICHIHBIH KEIICHl KYWECIHIH KypaMbIHAa
VIIKBIIICHI3 YIIAKTAP/Ibl TaMbITYIbIH IEPCIIEKTUBAIBI OAFBITTAPhI YCHIHBLIA/IBI.

Tyitinai ce3ep: YIIKBIIICHI3 YIIAKTAP, 9Ye KOPFAHBICHI, PaIU0O3IEKTPOHIBIK
KYpEC, YIIKBIIICHI3 YIIIAK-aCKbIHIIIbI, SCKEPU TEXHOJIOTHIIAP.
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ROLE OF UNPLOTED FLIGHTING APPARATES IN THE SYSTEM
OF ANTI-VOLANCE ROAD

Abstract. The article discusses the modern significance of drones in the air
defense system. The main functions of drones are analyzed: reconnaissance,
aiming, electronic warfare and interception of air targets. The threats posed by
enemy drones and approaches to their destruction are covered. Particular attention
Is paid to the prospects for using artificial intelligence and networking technologies
in the integration of unmanned aerial vehicles into the air defense system.

The author notes the current trends in the development of unmanned aerial
vehicles and their integration into the air defense system. Examples of the
destruction of unmanned aerial vehicles by interceptor drones in various ways are
given. The technological and organizational advantages, as well as the risks
associated with the introduction of unmanned aerial vehicles into defense circuits
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are described. The promising areas of development of drones as part of a
comprehensive air defense system are presented.

Keywords: unmanned aerial vehicles, air defense, electronic warfare, drone
interceptor, military technology.
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DEVELOPMENT OF A HARDWARE ARCHITECTURE FOR AN UPPER-
LIMB BIONIC PROSTHESIS CONTROL SYSTEM FOR MILITARY AND
CIVILIAN REHABILITATION APPLICATIONS

Abstract. This paper presents the development of a hardware architecture for
a control system of an upper-limb bionic prosthesis based on surface
electromyography (EMG). The proposed system is intended for acquisition,
amplification, filtering, and digitization of bioelectrical signals generated by
skeletal muscles to provide reliable input data for prosthetic control algorithms.
The designed hardware architecture includes an instrumentation amplifier for
acquiring low-amplitude EMG signals, an active common-mode interference
suppression circuit to reduce external noise, an active band-pass filter with a
passband of 60-500 Hz to isolate the informative frequency range of the EMG
signal, an adjustable gain stage, and a high-resolution sigma—delta analog-to-digital
converter (ADC) for signal digitization.

The relevance of the proposed solution is driven by the increasing need for
advanced prosthetic and rehabilitation technologies for civilian patients and
military personnel with upper-limb amputations resulting from trauma and combat-
related injuries. The developed hardware architecture provides a reliable platform
for biosignal acquisition and processing in rehabilitation-oriented prosthetic
systems, supporting restoration of motor functions and improvement of functional
independence.

To evaluate the performance of the proposed architecture, circuit modeling
was performed in the Multisim simulation environment. Real EMG recordings
obtained from the PhysioNet biomedical signal database were used as input
signals. In addition, synthetic disturbances, including 50 Hz power-line
interference and low-frequency respiratory artifacts, were introduced to simulate
realistic operating conditions. The simulation results demonstrated effective
suppression of undesirable harmonics while preserving informative spectral
components of the EMG signal.

A component-level analysis was conducted considering parameters such as
input impedance, noise characteristics, power consumption, and physical
dimensions. The developed architecture is characterized by modularity, adjustable
amplification capability, energy efficiency, and scalability for multi-channel
implementations.
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The proposed solution can be applied in development of autonomous upper-
limb bionic prostheses for medical rehabilitation of civilian patients and military
personnel and can serve as a hardware platform for integration of intelligent
control algorithms in advanced prosthetic systems.

Keywords: surface electromyography (EMG), bionic prosthesis, hardware
architecture, medical rehabilitation, military medicine, rehabilitation technologies,
upper-limb prosthetics, interference suppression, sigma—delta analog-to-digital
converter.

Introduction.

The restoration of lost upper limb functions remains one of the major
challenges in modern biomedical engineering and rehabilitation technology. Bionic
prostheses controlled by bioelectrical muscle signals significantly improve the
level of social adaptation and quality of life of patients after limb amputation [1-7],
[10], [11].

Surface electromyography (EMG), which reflects the bioelectrical activity of
muscle fibers, is considered one of the most informative sources of control signals
for such systems [7]. The amplitude of EMG signals typically ranges from several
to hundreds of microvolts [8], which imposes strict requirements on the hardware
design of the signal acquisition system. The main technical challenges include a
low signal-to-noise ratio, the presence of industrial power-line interference,
baseline drift, and motion artifacts that may significantly distort the recorded signal
[9-11].

The aim of this study is to design and experimentally validate the hardware
architecture of a control system for an upper-limb bionic prosthesis capable of
ensuring stable acquisition and preprocessing of EMG signals for subsequent
control of the prosthetic actuator.

This research also contributes to the achievement of the United Nations
Sustainable Development Goals (SDGs):

1) SDG 3 — ensuring healthy lives and promoting well-being for people of all
ages through the development of accessible and effective rehabilitation
technologies.

2) SDG 10 — reducing inequality within and among countries by developing
affordable bionic prosthetic solutions that can be implemented in resource-limited
environments.

Materials and Methods.

The hardware architecture of the control system for an upper-limb bionic
prosthesis was developed using a systems engineering approach. Biopotential
acquisition was performed using silver—silver chloride electrodes. The recorded
signal was applied to an instrumentation amplifier (AD623 or INA114), providing
high input impedance and effective common-mode rejection. The amplified signal
was then processed by a second-order active band-pass filter with a passband of
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60-500 Hz, followed by an adjustable gain stage with a gain range of 2-202x.
Signal digitization was carried out using a 24-bit medical-grade sigma—delta
analog-to-digital converter (ADC).

Circuit-level modeling and verification were performed in the Multisim
simulation environment. AC Sweep and Transient Analysis were used to evaluate
the gain characteristics, filter bandwidth, and the effectiveness of interference
suppression.

Real EMG signals obtained from the PhysioNet biomedical signal database,
including recordings with myopathy characteristics, were used as reference input
data. In addition, synthetic disturbances were introduced to simulate realistic
operating conditions, including 50 Hz power-line harmonic and low-frequency
artifacts in the range of 0.5-3 Hz.

The analysis included the evaluation of the amplitude—frequency response,
signal-to-noise ratio, and verification of the stable operation of the LM317 voltage
regulator used in the power supply stage. A comparative analysis of the selected
electronic components was conducted considering parameters such as input
Impedance, noise characteristics, power consumption, cost, and physical
dimensions.

An analysis of existing commercial prosthetic systems, including bebionic
(Ottobock), revealed limitations associated with closed hardware architectures and
highlighted the need for the development of a scalable modular platform. The
applied methodological approach ensures compliance with international standards
for EMG signal acquisition and enables further scaling of the system to multi-
channel configurations.

Results.

Modern commercial prosthetic systems, such as bebionic, developed by
Ottobock, employ highly integrated electronic modules with a closed hardware
architecture. Despite their high functionality, such solutions are characterized by
high cost and limited possibilities for modification and customization.

In this regard, an important task is the development of a proprietary hardware
architecture for a control system of a bionic prosthesis aimed at:

- stable acquisition of low-amplitude EMG signals;

- effective suppression of common-mode and industrial interference;

- adjustable signal amplification;

- high-precision analog-to-digital conversion;

- energy efficiency and autonomous operation;

the possibility of multi-channel scalability.

Wlthm the framework of this study, a hardware architecture of a control
system for an upper-limb bionic prosthesis based on surface electromyography was
developed.

Development of the Functional Diagram.

During the development of the hardware part of the control system for a
bionic hand prosthesis, a functional diagram of biosignal processing was designed.



The functional diagram reflects the main stages of signal conversion, filtering, and
amplification of signals received from the sensors (Fig. 1).

The functional diagram of the system includes the following groups:

- preamplification stage;

- filtering stage;

- amplification stage;

—  protection stage;

- control stage;

- actuation stage;

- power supply stage.
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Figure 1 - Functional diagram of the bionic hand prosthesis

Biopotential acquisition is performed using silver—silver chloride electrodes.
The signal is applied to an instrumentation amplifier that provides high input
impedance and effective common-mode rejection [3-4].

The signal then passes through an active band-pass filter that limits the
frequency range to 60-500 Hz [8]. After filtering, additional adjustable
amplification is performed. Signal digitization is carried out by a dedicated analog-
to-digital converter chip, after which the digital data are transmitted to a
microcontroller for processing and for generating a control signal for the actuator
(Figure 2) [2].

The system power supply is implemented using linear voltage regulators and
an auxiliary inverting converter to generate the negative supply voltage.

Selection of Electronic Components.

The AD623 and INA114 models were considered. The key selection
parameters included input impedance, bias current, power consumption, and cost
(Table 1) [3], [4].
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Table 1 - Characteristics of instrumentation amplifiers

Parameters AD623ARZ- | AD623ARMZ- INA114AU
R7 REEL7
Manufacturer Analog Devices Texas
Instruments
Package SOIC-8 MSOP-8 SOIC-16
Input impedance, GQ 0.1 0.1 10
Input bias current, nA 17 17 2
Input offset voltage, 25 200 50
uv
Output current, mA 5 1 30
Quiescent current, mA 0.375 0.375 3
Price, KZT 2610 3200 21300

During the experiments, both microcircuits were used. The instrumentation
amplifier provides an initial gain of approximately 10, which prevents saturation of
the subsequent stages.

For the implementation of the filter and the final amplification stage, an
operational amplifier with a wide bandwidth and low noise level was used. The
selection was based on the analysis of frequency response, output current, and
operational stability under dual power supply conditions.

Two sigma—delta ADC options were considered: a single-channel and a multi-
channel version. Both devices provide a 24-bit resolution [5].

The multi-channel solution ensures system scalability but has greater
connection complexity. Both variants were experimentally tested to evaluate their
suitability for use in scalable systems.

A stepper motor and a servo drive were considered as actuator mechanisms.

The servo drive was selected due to its compact size, ease of control, and the
absence of a need for an external driver. This made it possible to reduce the
dimensions of the control board.

Electrical Circuit Calculations.

The gain of the instrumentation amplifier is determined by the following
expression:

1000

G=1+

o 1)

To obtain a gain of 10, a resistor with the corresponding value was selected
from the E96 series.

The band-pass filter defines the operating frequency range of 60-500 Hz. The
lower cutoff frequency suppresses baseline drift and physiological low-frequency
interference, while the upper cutoff frequency limits the influence of high-
frequency noise [1], [2], [8], [9].

The cutoff frequencies are determined by the following expression:



1
2mRC.

f= )

Simulation results showed that the actual passband ranges from 61 to 485 Hz,
which corresponds to the calculated design requirements (Figure 2) [2].
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Figure 2 - Band-pass filter circuit diagram

The final amplifier is implemented as a scaling inverting amplifier with an
adjustable gain factor (Figure 3).

K =1+ 2z*Rvar 3)

R,

The gain range is 2-202, which enables the system to be adapted to the
individual characteristics of the user.

Ko K3

@mt_;'
Ur

[bx R

+ a —ﬁ._@
+_
[gx L7 _{igm U%w

Figure 3 - Final amplifier circuit diagram

To improve noise immunity, an active common-mode interference
suppression circuit was implemented (Figure 4). The operating principle is based
on the inversion of the common component of the signal and its feedback through
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the reference electrode, which corresponds to the principle of active common-
mode interference suppression [9].
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Figure 4 Common-mode interference suppression circuit

To generate a 3.3 V output from a 5 V supply, a linear voltage regulator was
used (Figure 5). The resistor values were calculated using the standard formula:

Vour = 1,25(1+22) 4)

1

Simulation confirmed the correctness of the selected component values.
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Figure 5 - LM317 voltage regulator circuit diagram

Simulation in the Multisim Environment.
For the experimental verification of the operability of the developed circuit,
the Multisim circuit simulation environment was used. The software package has



an extensive component library, supports various types of analysis (AC Sweep and
Transient Analysis), and allows the use of custom signal waveforms.

A digitized electromyogram from the PhysioNet database [6], containing
signs of myopathy, was used as a reference biosignal. Myopathy is characterized
by reduced muscle strength and changes in the structure of the electromyographic
signal, which makes it possible to evaluate the robustness of the developed system
when working with real clinical data [7].

One of the main problems in the registration of biopotentials is the influence
of industrial power-line interference at a frequency of 50 Hz, the amplitude of
which may significantly exceed the amplitude of the useful signal. To reduce the
impact of this interference, frequency-selective circuits were integrated into the
structure of the electromyographic sensor to suppress unwanted harmonics while
allowing the useful signal frequency range to pass [2].

In the electrical circuit calculation section, an active band-pass filter with a
designed passband of 60-500 Hz was synthesized. To verify the correctness of the
calculations, the amplitude—frequency response (AFR) was simulated using the AC
Sweep analysis tool.

The analysis of the ratio of the output signal to the input signal showed that
the actual passband ranges from 61 to 485 Hz, which corresponds to the specified
design requirements (Figure 6). The lower cutoff frequency suppresses low-
frequency baseline drift, while the upper cutoff frequency limits high-frequency
noise [1].

AC Sweep

(172.1869, 141.5085m)

120m]

(60.9809, 100.0000m) (485.9172, 100.0000m)

Frequency (Hz)

Figure 6 - Amplitude—frequency response of the band-pass filter

To increase the steepness of the amplitude response, a modified circuit with
an additional reactive element was implemented, resulting in a second-order filter
(Figure7). Simulation showed that the slope increased to —40 dB per decade, which
corresponds to the theoretical characteristics of a second-order filter and improves
the suppression of power-line interference (Figure 8) [2].
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Figure 7 - Second-order band-pass filter
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Figure 8 - Amplitude—frequency response of the second-order band-pass
filter

To verify the correctness of the calculations, a simulation of a linear voltage
regulator based on the LM317 microcircuit was performed (Figure 9). The purpose
of the regulator is to convert the input voltage of +5 V into a stabilized output
voltage of +3.3 V for powering the digital part of the system.

The simulation results confirmed the formation of an output voltage of 3.3 V,
indicating the correctness of the selected resistive divider and the accuracy of the
calculated parameters.

The complete circuit of the electromyographic sensor was implemented in the
Multisim environment to analyze the signal behavior after each functional stage.
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Figure 9 - Simulation of the voltage regulator in the Multisim environment.

A reference electromyographic signal loaded from the PhysioNet database

was used as the input stimulus (Figure 10) [6].
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Figure 10 - Electromyographic signal from the PhysioNet database

To approximate the model to real signal acquisition conditions, two main
interference components were added to the signal:
a sinusoidal harmonic of the industrial power frequency of 50 Hz with an
amplitude of 2 V, simulating power-line interference (Figure 11);
a low-frequency signal in the range of 0.5-3 Hz, simulating respiratory
and physiological interference that causes baseline drift (Figure 12).
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Figure 11 - Sinusoidal signal simulating power-line interference
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Figure 12 - Sawtooth signal simulating respiratory interference

The signals were summed using an operational amplifier—based summing
circuit, which made it possible to obtain a noisy electromyographic signal
approximating real acquisition conditions (Figure 13).
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Figure 13 - Operational amplifier summing circuit
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At the next stage, the operation of the second-order band-pass filter was
simulated. The analysis revealed two suppression bands: below 60 Hz and above
485 Hz. Thus, effective suppression of respiratory and power-line interference is
achieved while preserving the useful signal spectrum [8].

A comparison of the noisy signal waveform (Fig. 14) and the signal after
filtering (Fig. 15) demonstrated a significant reduction in the amplitude of
unwanted harmonics and stabilization of the baseline.
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Figure 14 - Noisy electromyographic signal
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Figure 15 - Signal obtained at the filter output

At the final stage, the operation of the final amplification stage was verified.
Oscilloscope simulation showed an increase in the amplitude of the output signal
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and a phase shift characteristic of an inverting amplifier circuit (Fig. 16). The
obtained results confirm the correct operation of the amplification stage and its
compliance with the calculated parameters.
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Figure 16 - Signal at the output of the final amplifier

Discussion.

In this study, hardware architecture for the control system of an upper-limb
bionic prosthesis based on the acquisition and processing of surface
electromyographic signals was developed. The functional architecture includes a
preamplification stage based on an instrumentation amplifier, a common-mode
interference suppression circuit, active band-pass filtering, an adjustable
amplification stage, analog-to-digital conversion, and a stabilized power supply
system. Similar hardware solutions are widely used in the development of control
systems for bionic prostheses based on EMG signal analysis.

A component-level selection was carried out considering parameters such as
input impedance, noise level, current consumption, and physical dimensions. The
use of a high-resolution medical-grade sigma—delta analog-to-digital converter was
justified to ensure the required dynamic range for EMG signal acquisition. Circuit
simulation performed in the Multisim environment confirmed the correctness of
the selected component values, the effectiveness of low-frequency and power-line
interference suppression, and compliance with the calculated requirements for
filter bandwidth and amplification gain.

The proposed design also takes into account practical aspects of system
operation, including the modularity of the architecture, the possibility of adjusting
the gain according to the individual characteristics of the user, and the potential for
scaling the system to multi-channel control. The effectiveness of filtering and
amplification was confirmed through simulation using real EMG signals from the
PhysioNet database [6] and synthetic disturbances, including 50 Hz power-line
interference and low-frequency artifacts in the range of 0.5-3 Hz.



Conclusion.

The developed control system for the upper-limb bionic prosthesis
demonstrates high adaptability, energy efficiency, and accurate acquisition of
EMG signals. The results of the study indicate the feasibility of using the proposed
architecture for the development of prototype autonomous bionic prostheses and
for the further integration of intelligent algorithms for the recognition of motor
intentions.

The modular structure and the adjustable amplification stage provide system
flexibility and the potential for scalability, making the architecture suitable for the
further development of multi-channel prosthetic systems with an open hardware
platform. The obtained results may serve as a foundation for future research in the
field of intelligent control of bionic prostheses and the development of multi-
channel myoelectric control systems.
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IJOCKEPHU ’KOHE ASAMATTBIK OHAJITY MAKCATTAPBIHA
APHAJIT'AH KOT'APT'BI AAK-KOJIABIH BUOHUKAJIBIK ITPOTE3IH
BACKAPY ) KYUECIHIH AIIMAPATTBIK APXUTEKTYPACBIH
I3IPJIEY

Anaarna. byn Makanaga Oertik anektpomuorpadust (OMI') HeriziHze
KOFAPFbl asK-KOJIJIbIH OMOHMKAJIBIK MPOTE31H OacKapy >KYWECIHIH ammapaTThIK
ApPXWUTEKTYpachlH  O3IpJey  KapacThIpbUIFaH. Y CBIHBUIFAH  JKYWe  KaHKa
OVJIIIIBIKETTEpl OHMIPETIH OWOAJICKTPJIK CHUTHAJIAAPILI TIPKEyTe, KYIIEHTYyTe,
cy3riieyre xoHe nudprIaHabIpyFa apHajaFaH, Oy mIpoTe3i 6ackapy anropuTMaepi
YIIIH CEHIMJI KIpiC JEepEeKTepiH KaMTaMachl3 €Teli. O3IPJICHTeH amnmapaTThIK
apXUTEKTypa KypamblHa TOMEH aMIumiTyfdansl DMI curHanmapbeiH KaObLimayra
apHAJIFaH acCManThIK KYIIEHTKINI, CHIPTKBI IIyABbl a3alTy VIIiH CHH(A3AIBIK
Keneprutepai 6encenai O6acy cxemachl, DMI' CHUTHAJBIHBIH aKMapaTTBIK >KHUTIK
JMana3oHbIH 06NN KepceTyre apHanraH oTkizy »konarbl 60-500 I'm GonaTein
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OenceHal XKOJAKTHIK CY3Tl, KYLMEHTY KO3(QQUIMEHTI PETTENEeTIH KacKajd MKoHe
CUTHAIIApAbl LU(PpPIAaHIBIpYFa apHAJIFaH >KOFapbl JONAIKTI  CUTMa-JIenbTa
aHaJorTHIK-IIMGPIbIK TypaeHaiprim (ALT) kipemi.

Y CBHIHBUIBIN OTHIPFAH MISHIIMHIH ©3€KTUIIr JKapakaTTap MEH >XKaybIHTEPJIK
3aKpIMJIAHYJIAp CaJJIapblHAH KOFAPFbl AasK-KOJbIHAH aWBIPbUIFAH a3aMaTThIK
NAIMEHTTEP MEH OCKEepU KbhI3METKepJepre apHajlfaH 3aMaHayd MpOTE3/ey KoHE
OHAJITY TEXHOJOTHUSUIapblHA JIETeH KAXETTUNKTIH apTybIMEH OaljIaHBICTHI.
O3IpJCHIeH anmapaTThlK AapXUTEKTypa OHaJTyFa OaFbITTANFaH MPOTE3IIK
KyHenepae OWOCHTHANAAPABI TIPKEY MEH OHJCYAIH CeHIMIl ImI1aThopMachkiH
KaMTaMachl3 €TIM, KO3FalbiC (PYHKUMSJIAPBIH KAaJdIblHA KENTIpYre >KOHE
naiiananyubIapIsH (yHKIHOHAIBIK TOYENICI3AITH apTThIPYyFa BIKIAJ €TeIl.

¥YChIHBUIFAH apXUTEKTYpaHbIH TUIMIAUIIIH Oaranay MakcatbiHaa Multisim
MOJIEIBACY OpTachblHIAAa CXEMOTEXHUKANBIK Mojaenbaey kypriziimi.  Kipic
curHasngapsl pertine PhysioNet OunomMeAauIIMHANBIK CHUTHAIAApP JAEPEKKOPbIHAH
anbiHFaH HakTel OMIT »xazb6amapsl madnanansiiabl. COHBIMEH KaTap, HaKThI
naianany JkaraaiaapelH Mojenbaey YiniH curHaigra 50 ' KUITIKTEri 3JeKTp
KENICIHIH KeJeprijiepl MEH TOMEH >KUITIKTI ThIHBIC alny apTedaxTiiepi CHUSKTHI
)acaHpl OypmanaHyiap eHri3uigi. Moaenpaey HoTmxkenepi DMIT cUTHANBIHBIH
aKMapaTThIK  CHEKTPJIK  KypamaacTapblH  CakTail  OTBIPBIN,  KaXKeTCi3
rapMOHUKaJIAPAbl TUIM/II OaCy Ibl KOPCETTI.

OneMeHTTIK 0a3ara KIpETIH KOMIIOHEHTTEpre Kipic Kenaeprici, Iry
cunarramanapbl, KyaT TYThIHYbl JKOHE TaOapUTTIK eJeMIepl CHSKTHI
napaMmeTpiep OOWBIHINIA  Tajmay OKYPri3uial. O3IpJEHIeH  apXUTEKTypa
MOAYJIBAUTINIMEH, KYLIEHTY KO3(P(QUUUEHTIH peTTey MYMKIHAITIMEH, 3HEprus
TUIMIUIITIMEH JKOHE KemNapHaibl KyHdenepre OeliMzeny MYMKIHAITIMEH
epeKIeIeHE/I.

¥YChIHBUIFAH IIEHIIM a3aMaTThIK MalMEHTTEp MEH 9CKEpU KbI3METKepiepii
MEUITMHAJIBIK OHAJITyFa apHaJFaH aBTOHOMIIbI KOFapFbl asK-KOJ OMOHUKAIIBIK
MPOTE3AEPIH 3Ipiey/e KOJJAHBUTYbl MYMKIH, COHJaii-aK 3amMaHayHW MpPOTE3IIK
Kyhenepre HMHTEIUICKTyallibl 0Oackapy airopuTMJIEpIH €HTI3yre apHajlFaH
anmaparThIK 1aTgopmMa peTiHae KbI3MET aTKapa ajlajbl.

Tyiiinai ce3nep: Oertik anmexTpomuorpadus (OMI'), OMOHHMKAIBIK MPOTE3,
anmapaTThlK apXUTEKTypa, MEIUIUHAIBIK OHAITY, OCKEpPH MEIWIIMHA, OHAJITY
TEXHOJIOTHsJIaPhI, )KOFAPFhI asiK-KOJI MPOTe3/Ieyl, Keaepriiepai 6acy, curma-aeibra
aHAJOT THIK-LIU(PPIIBIK TYPIACHAIPTIII
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PA3PABOTKA ATIIAPATHOM APXUTEKTYPbI CUCTEMBbBI
YIIPABJEHUS BUOHUYECKUM ITPOTE30M BEPXHEN
KOHEYHOCTH JJI1 MIPUMEHEHUSI B BOEHHOM U TPAXKJIAHCKOU
PEABMJINTAIIUA

AnHOTamus. B 1aHHO# cTaThe mpejcTaBieHa pa3paboTKa armapaTHOU
apXUTEKTYphl ~CUCTEMBbI  yNpaBICHUS OMOHMYECKHUM MPOTE30M  BEpXHEH
KOHEYHOCTH Ha  OCHOBE IMOBEPXHOCTHON  anekTpomuorpadpuu  (OMI).
[Ipemyaraemass cucreMa TpeAHAa3HAYeHa I PETUCTpaAllMd,  YCUJICHUS,
bunpTparui ¥ OHMMQPPOBKU OHUOAIEKTPUUECKHX CUTHAJIOB, T€HEPUPYEMBIX
CKEJICTHBIMH MBIIIIAMH, C LEJIbI0 00€CTICYEHUS HAJIC)KHBIX BXOJHBIX JAHHBIX IS
QIrOPUTMOB YIIpaBleHUs1 MpoTe30M. Pa3paboTaHHas amnmapaTHash apXHUTEKTypa
BKJIIOYAET MHCTPYMEHTAIbHBIN YCUIUTEb JJIl PETUCTPAllMd HU3KOAMILIUTYAHBIX
OMI -curHanoB, cxeMy akKTUBHOI'O TOAABICHUSI CUH(A3HBIX TOMEX ISl CHIXKCHUS
BHEIITHUX ITyMOB, aKTUBHBIA TIOJIOCOBOM (MIBTP C Tosiocoi mporyckanus 60—500
I'm nns BbigeneHus WHQPOPMATHUBHOIO YacTOTHOTO auanazoHa OMI-curnana,
KAacKajl pPEeryJMpyeMoro YCUJIEHHS W BBICOKOTOUYHBIM CHI'Ma-IelbTa aHajioro-
udpoBoit npeodbpazosatenb (AL mist oundpoBKU CUTHATIOB.

AKTyaJgbHOCTh TMpEAJIaraeMoro pemnieHusi 0O0YCIOBJI€Ha BO3pacTarolien
MOTPEOHOCTHIO B COBPEMEHHBIX MPOTE3HO-PEAOMIUTAIIMOHHBIX TEXHOJOTUAX JJIS
TPOKJAHCKUX TMAIIMEHTOB M BOCHHOCIYXKAIIUX C aMIyTalUsIMH BEPXHHUX
KOHEYHOCTEH, BBI3BAHHBIMM TpaBMaMH HM  OOEBBIMH  MOBPEKICHUSMHU.
PazpabotanHas anmapaTHas apXuTEKTypa OOeCleurMBaeT HAACKHYIO IUIAaTPOpMy
JUIT  peructpaiud  u  oOpabOTKM  OMOCUTHAJIOB B peaOUIIMTAlMOHHO-
OpUEHTHUPOBAHHBIX MPOTE3HBIX CHCTEMaX, CHOCOOCTBYSl BOCCTaHOBIICHHUIO
JBUTATENIbHBIX (QYHKIUA U TOBBIIMICHUIO (PYHKIIMOHAIBHOW HE3aBUCUMOCTH
MalKEHTOB.

Jist oueHKH 3G (HEKTUBHOCTH MPETIOKEHHON apXUTEKTYPhl ObUIO BBIITOJIHEHO
CXEMOTEXHUYECKOE MOJieupoBaHue B cpele Multisim. B kauecTBe BXOAHBIX
CUTHAJIOB HCIIOJIb30BAIKNCH peanbHble 3anmucu OMI, mnomydeHHble U3 0a3bl
OonoMmenuuuHCcKuX curHanoB PhysioNet. JlomosHUTENBsHO IS MOAETUPOBAHUS
YCJIOBUM, MPUOIMKEHHBIX K peajbHOM JKCIUTyaTallud, B CUTHAJ OBbLUIA BHECEHBI
HUCKYCCTBEHHbIC IIOMEXHM, BKIJIOYasi CeTeBble HaBOJAKM u4actorod 50 IT'm wu
HU3KOYACTOTHBIC JbIXaTelbHBbIC apTedakTbl. Pe3ynmpTaThl  MOAEIMpPOBAHUS
IIPOJIEMOHCTPUPOBAIIN s dhexTuBHOE MOJAaBIICHUE HEXKeJIaTeIbHBIX
rapMOHUYECKHUX COCTABISIIOIIMX  TIPH COXpaHCHUU  WH(POPMATUBHBIX
CIIEKTPAJIbHBIX KOMIOHEHTOB DMI -curnaina.

[IpoBeneH aHanu3 3JIEMEHTHOM 0a3bl C Y4E€TOM TaKHUX MapamMeTpoB, Kak
BXOJIHO€ CONPOTHUBIICEHHWE, LIYMOBBIE XapaKTEPUCTUKU, SHEPronoTpedieHue u

rabapuTHBIC pa3Mepsl KOMITOHEHTOB. Pa3zpaboTtannas apXUTEKTypa
XapaKTEPHU3yeTCsl MOJYJIBHOCTBIO, BO3MOXKHOCTBIO PETyJIUPOBKH Ko3(duimeHta
YCUJICHUS], 9HEPTr03((HEKTUBHOCTHIO u MacIITabuPyeMOCTBIO TUISt

MHOT'OKaHaJIbHBIX peanmaunﬁ.



[Ipennaraemoe permieHre MOXKET OBITh WMCIOJB30BAHO TIPH  pa3pabOTKe
aBTOHOMHBIX OMOHHYECKUX IMPOTC30B BCPXHUX KOHEYHOCTEU IS MEIUIMHCKOU
pea6HJII/ITaHI/II/I IrpaKaIaHCKUX IMAOUCHTOB M BOCHHOCIYKAIIUX, a4 TAKIKC CIYKUTb
amnmapaTtHod 1UIaTGopMor IS HMHTErpalliid  HMHTEIUICKTYaJIbHBIX aJITOPUTMOB
YIpaBJICHUA B COBPEMCHHLBIC IIPOTC3HBIC CUCTCMBI.
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DEVELOPMENT OF AN INTELLIGENT ACCESS CONTROL SYSTEM
FOR CRITICAL INFRASTRUCTURE WITH PRIORITY ACCESS FOR
EMERGENCY VEHICLES

Abstract. This vehicle recognition access control device and Automatic
Number Plate Recognition (ANPR) barrier uses autonomous operation validation
for successful anticipated function within such an innovative prototype for future
smart city and critical infrastructure developments, where access control is
preferred as a decentralized effort without non-centralized solutions.

Therefore, the vehicle recognition access control device operates through
access control and novel functionality through ANPR (automatic number plate
recognition) and embedded actuation through a local Raspberry Pi and ESP32
webservers, a combination of computer vision and loT-driven device that runs both
hardware and software on the same device.

The proposed system can be applied at military facilities, critical
infrastructure sites, healthcare institutions, and other restricted-access areas where
rapid and reliable vehicle identification is required. Its decentralized architecture
enhances operational resilience and ensures reliable operation under limited
network connectivity.

Finally, testing confirmed anticipated operational levels as it confirmed that
string-level recognition functionality was successfully recognized at a 94.6%
accuracy. However, since one license plate recognized was considered one time
recognized for one subject, the average latency of speed of recognition was 73
seconds.

In addition, functional intention received anticipated findings based on real-
world situations, operating 1 second after the recognition time. Secondary testing
confirmed that the device had been unplugged (for a time) from the internet.

The input and output secured themselves in position at the designated entry
point. This supports intentions for stability in decentralized function.

Ultimately, these findings support the feasibility of the developed prototype
for smart city applications, military facilities, and critical infrastructure
environments where reliable decentralized access control is required.

Keywords: Automatic Number Plate Recognition (ANPR); Intelligent Barrier
System; Edge Computing; loT-Based Access Control; Embedded Systems; Critical
Infrastructure Security; Military Facilities; Autonomous Access Control; Vehicle
Identification; Emergency Vehicle Priority.
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Introduction.

Automated vehicle access control, basically supported and implemented by
Automatic Number Plate Recognition (ANPR) systems, has become an integral
part of the management of vehicular flows, accelerating throughput, enhancing
safety, and reducing human labor.

Yet a crucial open research issue involves emergency vehicle preemption and
dependable embedded/edge technology that operates autonomously with limited
processing power and inconsistent connectivity [1, 2].

Such an issue is relevant to Kazakhstan since the MES publically directs the
population on the matter. In fact, barriers often impede fire engines and
ambulances [3], contrary to approved local regulation. The preliminary collection
of fire safety documents identifies the prohibition of barriers that prevent access of
vehicles used for emergency situations [3] and related MES regulations, while the
National Police have established standards for number plates (e.g. Order No. 1040,
19.12.2015 [4]; ST RK 986-2012 [5]). In addition, international codes state that
automated gates must possess emergency release options (International Fire Code
§503.6 [6]; UL 325 [7]), yet there is no universal standard in Kazakhstan yet
implemented. Thus, there is a need for a prototype of an automated universal
solution which will meet national and international requirements.

In addition to civilian applications, the problem is particularly relevant for
military facilities, healthcare institutions, critical infrastructure sites, and other
protected areas where secure access control must be combined with rapid
authorization of emergency vehicles. In such environments, uninterrupted
operation, local data processing, and independence from centralized
communication infrastructure are critical factors affecting the effectiveness and
resilience of access control systems. Therefore, the development of intelligent
decentralized solutions based on automatic vehicle identification technologies
represents an important research and practical task.

Multiple contextual elements exacerbate the timeliness of this problem.
Socially, medically, the sooner a responder to an emergency event can be
processed, the more successful interventions can be; the more lives can be spared.
Economically, automatic access solutions help minimize staffing costs, reduce
queue buildup at entry and exit locations and speed up processing times for
industrial and residential buildings [8,9]. On a technological level, countless
affordable single-board computers (Raspberry Pi), versatile, powerful open-source
computer-vision toolkits (OpenCV) and OCR (Tesseract OCR) provide avenues
for the development of lightweight local systems with image processing, embedded
actuators, and on-board information retention [10, 11, 12]. Furthermore, these edge
systems can operate independent of the cloud and compliant with internationally
recognized standards such as ISO/TR 6026 and ISO/TR 25221 (1SO, 2013; 1SO,
2015).

Yet despite the potential, research is fragmented. For example, much of the
existing body of work explores ANPR algorithms [13], concepts for traffic-
management systems with emergency responders [14] or gate automation with
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simplistic implementations and just embedded computers [13, 15]. The topic of
emergency vehicle prioritization is rarely discussed with a comprehensive end-to-
end approach for machine learning training, single-board computers as embedded
systems, a local server approach, and industrial-complex PCB based development
tested in parallel.

Subsequent studies evolved the intelligent vehicle access control systems into
smart vehicle access control systems through computer vision, embedded control
and loT communication frameworks. For example, Ullah et al. [16] created a
barrier control system with ultrasonic sensors and an image processing, license
plate recognition approach for access via Raspberry Pi and detection accuracy.
Furthermore, Islam et al. [17] validated the real-time vehicle access system
through gradient-based feature extraction and image processing. Fadlianda et al.
[18] used an loT-based automatic gate access system via ESP32 with WiFi for
access and RFID as well as ultrasonic obstacle detection. Al Mamun et al. [19]
established an loT-based smart car parking system via integrated sensors and
mobile apps for detected spots communicated through MQTT. The latest studies as
of this writing focus on implementation, low-power embedded solutions,
modularized communication and on-site independence. Leng et al. [20]
implemented a low-power edge-computing system via entry-level camera systems
at the edge for license plate recognition and real-time application. D'Ortona et al.
[21] constructed an open source 10T architecture based on MQTT for decentralized
access in smart city architecture. Therefore, the direction of this research shows a
more affordable, decentralized parking and access systems that rely on enhanced
interoperability and resiliency to network failure and decreased reliance on cloud-
computing applications.

This study addresses this gap through the design, implementation, and
evaluation of an intelligent ANPR-based access control system incorporating a
local server architecture, custom PCB hardware, embedded control logic, and
priority access functionality for emergency vehicles.

Materials and Methods.

Research Design.

The research project involves an experimental research design supplemented
by prototyping. An experimental research design is implemented because this is
not purely an endeavor in theoretical modeling, it's a real-world hardware-software
prototype barrier control device. With an experimental research design, the entire
control system can be characterized from start to finish; from license plate
detection to physical barrier actuation and therefore, software effectiveness and
hardware reactivity can be assessed in near-functionality settings.

In addition, beyond the prototype testing and assessment, research is based on
a physics-based electromechanical model of the actuator, derived from DC motor
operations of a known set of equations of motion, electrical and mechanical
(Cunico, Cenedese, Zaccarian, & Borgo, 2022) [22].
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V = Ri + Ldtdi + Kew. (1)

Jdtdw = Kti — L(8,8"). )

Where, V - applied voltage, i - armature current, R - armature resistance, L -
armature inductance, Ke - back-EMF constant, ® - angular velocity of the rotor/
J - total moment of inertia of the rotor and load, Kt - torque constant, tL(6,0") -
combined load torque including spring, damping and gravitational effects, 0 -
angular position of the rotor.

The modeling component enables one to predict system dynamics in a
formulaic manner and facilitates controller creation and subsequent simulation
before a tangible version is constructed.

Therefore, through theoretical modeling and hardware testing, this study
validates the intelligent control system in question on a theoretical (via model
based simulation), functional (via software-hardware integration), and empirical
(via simulation and prototyping tested to create real world implications).

System Components and Setup.

The system is divided into a software/hardware subsystem that operates as
implemented based on the control levels found during the automated barrier
opening. The hardware subsystem consists of a Full HD IP camera, Raspberry Pi
with which the camera connects, and an ESP32-based PCB with which the ESP32-
based relay control board connects motors via relay activation, and motors connect
within distance through joined ports.

Sensor-based, cost-effective Raspberry Pi and ESP32 solutions were used by
Ullah et al. [16] and Fadlianda et al. [18] in similarly embedded systems, but the
following system expands upon these findings as a PCB with additional motors
and a known emergency use/access line was implemented for local regulations for
emergency-response concerns.

The software subsystem encompasses image taking, plate recognition, and
database recognition. The IP camera constantly takes pictures of any vehicle
coming towards the barrier and simultaneously sends a signal to the Raspberry Pi,
where OpenCV opens access to Tesseract Optical Character Recognition (OCR)
for plate recognition of the vehicle, which sends back to the Raspberry Pi a
subsequent signal in a respective string of numbers and letters.

This string connects to a local Excel database, which consists of a tab with
cars currently given access and an additional tab with vehicles unknown, and a
third being dedicated to any emergency vehicle-response registrations. If the string
Is found to match a registration previously known on the list or the emergency-
response tab, a universal asynchronous receiver-transmitter (UART)/wireless
signal is sent from the Raspberry Pi back to the ESP32 control board which uses its
own code to access a dedicated 24V relay module to which one of two ports was
sent via wire connection which connects to the motors of the physical DC
Motor/Servo mechanics which appropriately opens the barrier.
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All system code was run through Raspberry Pi through Python with FLASK
as a microframework for localized use without reliance on the internet or
additional databases, while additional Arduino C++ Firmware was added for
immediate action and stabilization.

Start

l

Camera captures vehicle

l

ML model = License plate recognition

i

Check against database

mergencyﬁn DB Not in DB

Emergency vehicle Plate in database Plate not in database
— Priority access — Open barrier — Keep closed

PCB = Relay — Barrier control

l

Log event

l

End of cycle

Figure 1 - System Architecture showing data flow between the camera,
Raspberry Pi, ESP32-based PCB, and the relay-actuated barrier mechanism

The testing setup allows one to understand how much stabilization is
understood, which makes sense in lag time, identification time, and
acknowledgment time from software running in almost real-world expected
conditions.



i

The total end-to-end system latency can be expressed as the sum of sequential
delays across the processing pipeline (Cunico, Cenedese, Zaccarian, & Borgo,
2022) [22]:

Tsys =Trec + Tproc+ Tcomm+ Tact (3)

where Trec - image acquisition and recognition time.

Tproc - local database comparison delay.

Tcomm - signal transmission time between the Raspberry Pi and the ESP32
controller.

Tact - actuator response time for physical barrier movement.

This expression serves as a reference for performance evaluation in Section
2.4,

Dataset and Data Processing.

The test data used for input/output processing came from vehicle images with
recognizable license plates under various conditions that could theoretically occur
in daily use.

Figure 2 - Examples of ANPR input frames captured
under varying weather and lighting conditions
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The images were collected from the open-access datasets mentioned above or
taken locally in the test area for the experiment. Therefore, these images have a
different intensity of light, angle of capture, and plate design. However, only
images with readable plates (not broken, excessively blurred, or obstructed) are
valid for testing to maintain consistent recognition reliability.

The data processing chain in this experiment was established through
OpenCV and Tesseract OCR. OpenCV performed the first stage of data processing
- grayscale conversion, Gaussian noise reduction, contour detection, and ROI
separation - while Tesseract OCR received the separated license plate images and
returned character recognition and decoding into alphanumeric strings.

Figure 3 - Implementation of the data processing
pipeline in OpenCV and Tesseract OCR

The generated license plate numbers were recorded in a local database based
on Excel with two classifications:

1) Registered vehicles - access granted via automatic processing.

2)  Emergency vehicles - always granted access.

(venv) PS C:\Users\iliya\Desktop\Hosas nanka\article> python check_plate.py
[INFO] Loaded 5 numbers from Excel.

Enter car plate number (or ‘exit' to leave): AIl@QAE799
¥ Number A1@GAE799 is found in the database! Access allowed.

Enter car plate number (or 'exit' to leave): A777AA
¥ Number A777AA is found in the database! Access allowed.

Enter car plate number (or 'exit' to leave): F54088YG
Number FS4008YG is not found in the database.

Enter car plate number (or ‘exit' to leave): exit
ExiElss

Figure 4 - Example of local server console output
showing access verification results
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The access control logic takes each input compared to the local database.
Therefore, the tested plate numbers were compared with the same entries in the
database. The access control decision logic can be expressed as a binary function
for denial/acceptance of access (Cunico, Cenedese, Zaccarian, & Borgo, 2022)
[22]:

f(Srec) = {L,if Sroc€ Dautn U Doy ; 0, otherwise}, (4)

where f(s...) = 1 triggers the barrier opening sequence.

f(s,.): The function that checks the received signal.

Srec. The received or scanned signal (like an RFID tag or ID code).

D ...:r, - The list of authorized users or valid access signals.

D.,.,: The list of emergency access signals.

1: The system allows entry (barrier opens).

0: The system denies entry (barrier stays closed).

As the last stage of this test, the recognition attempt was logged with a
timestamp, recognition certainty, and system response time. This would promote
further performance evaluation and error diagnosis facilitated by establishing this
information since it ensured appropriate data transmission and acknowledgment of
the second recognition error as well as the ESP32 actuation module defined in
section 2.2 for a fully automatic gate operation.

Performance Evaluation.

System performance evaluated through quantitative and qualitative metrics
for robust real-world reliability. The system's primary aims were to evaluate the
OCR accuracy of the license plate detection module and to validate the control
latency from frame capture to barrier opening.

Assessment was qualitative through the following. The best assessment of
OCR accuracy was through traditional text recognition scoring as opposed to
classification scoring. Thus, Character Error Rate (CER), Word Error Rate (WER),
and string-level recognition accuracy were computed. CER is the sum of character
errors (substitution, deletion, insertion) divided by the sum of characters within the
ground truth license plates (as a percent). WER is the Word Error Rate; however,
here, given the license plate string, each license plate was considered a single
"word." Thus, WER is the percent of license plates that contained any error. In
contrast, the string-level accuracy (1 - string level error rate) represents the
proportion of license plates that contained no error whatsoever. These values were
computed by validating the OCR output against a manually annotated ground truth
of selected vehicle images. Table 1 presents compiled metrics for performance
relative to OCR. CER is less than 1.0%, meaning essentially all characters were
correctly read while WER indicates the ~94.6% overall accuracy (i.e., string-level
accuracy) implies that ~5.4% of the license plates had misrecognized characters.
Such high accuracy was obtained with Tesseract OCR run from the Raspberry Pi
with no specialized classifier and merely the image preprocessing given. In
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addition, latency segments were noted across test cases to allow for latency per
component to be segmented.

Qualitative assessments: In addition to numbers, we also verified system
functionality in a variety of scenarios seen in real life. Three main qualitative
factors included light conditions, environmental conditions and network
conditions. To assess resistance to lighting, we tested the system in natural lighting
(outdoor), artificial (indoor) and no lighting (darkness/night). We assessed that
extreme darkness or extreme lighting blurs the OCR performance (as blurred or
misinterpreted letters from motion blur or lack of discernability which indicates a
need for infrared lighting or a properly configured night camera). However, the
barrier actuation logic (authentication; emergency trigger) successfully triggered
every time the plate was read (no additional unintended openings were found),
which was a positive sign. In addition, we assessed the system's resistance to
network disconnection by disabling the Wi-Fi communication between Raspberry
Pi and ESP32 for a short period of time. We assessed that short disconnections did
not catastrophically impact the device: all commands that were required in the
timeout occurred instantly upon reconnection and the Flask server remained active
without crashing. Thus, these qualitative assessments indicate that when true
functionality occurs, the system does not break when operating in less-than-ideal
conditions of light or network connection. Final latencies and performance
characteristics assessed for the system are found in Table 2 to validate its
integrative potential with emergency response and security systems.

Table 1 - OCR performance metrics for the license plate recognition system

Metric Result
Character Error Rate (CER) 0.8%
Word Error Rate (WER) 5.4%
String recognition accuracy 94.6%

All values are computed on the test dataset using Tesseract OCR (no machine
learning classifier).

CER - Character Error Rate;
WER - Word (plate) Error Rate;
String recognition accuracy - percentage of plates with no errors.

Table 2 - End-to-end latency measurements (mean values) for the system’s
processing pipeline

Latency Component Duration (ms)
Trec (Recognition) 520 ms

Tproc (Processing) 50 ms

Tcomm (Communication) 80 ms




Tact(Actuation) 80 ms
Total Tsys 730 ms

Trec - recognition time (image capture + OCR);

Tproc - processing/decision time;

Tcomm - communication delay (Raspberry Pi to ESP32);

Tact - actuation time (relay trigger and barrier motor start).

Testing Environment.

The prototype was tested in a prototype environment as similar to the real-
world automatic access control operation that subsequent environmental conditions
provide stabilization and repeatability of all software and hardware - from
recognition and database comparison to communication and feedback paths and
actuation commands.

Hardware set up. The hardware set up was Raspberry Pi 4 Model B as the
localized processing/image acquisition device with Wi-Fi ESP32 microcontroller
communicating commands to a relay based operated barrier (through GPIO
operated on). An 1080p USB camera was installed at the standard working
distance to catch vehicle number plates upon entrance and a relay component
operated the barrier - but in this case, it was either simulating lighting an LED or
programming a servo motor with a sign on it to open/close. Using the elements
with 5 V and 12 V respectively provided circuit separation between logic and
acting elements for better electrical safety but moreover it guaranteed that the
system worked as desired.

Software set up. The recognition software was run by Raspberry Pi on Python
with OpenCV preprocessing requirements for Tesseract OCR to get the character
recognition results aimed for. Raspberry Pi needed web client through Flask which
ran a local webserver to catch requests opened by the Esp32 board through Wi-Fi
since both boards were connected through the same local network - this allowed
Raspberry Pi to instantly recognize these requests and corresponding log entries of
their recognition. The ESP32 firmware was coded on Arduino IDE, which received
openings through Wi-Fi and triggered relevant relay. Additionally, Flask logged
the results of the recognition and acknowledgment with timestamps to cross check
with Excel for latency and reliability (provided acknowledgment vs required
acknowledgment).

Testing parameters. Testing was done throughout daytime, artificial and low
light settings with the camera moved at different angles for recognition strength -
each round of testing both requested registered cars and emergency ones, while
checking system through disabled Wi-Fi temporarily to assess error tolerance.
Latency was recorded from recognition through license plate and action by barrier
where both timestamps were timestamped - one timestamped thanks to recognition
and the second acknowledged by log entries of Flask. Ultimately all testing was
done indoors to keep external elements away while sustaining the operational
situation as realistic as it could be.
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Therefore, such parameters provided before such testing could stabilize as
much as possible to promote successful operationality of the suggested smart
barrier access system.

Local Server Communication (Flask Integration).

One of the most innovative features of the solution proposed is Raspberry Pi
as a local server with Flask that connects the imaging portion of the solution (the
camera), the decision-making portion (the database), and the control portion
(ESP32 for barrier actuation). In this section, we'll clarify how this Flask app
mediates and why this local server is the most effective solution.

Raspberry Pi integration through Flask: Raspberry Pi is a lightweight Flask
web server that connects to the barrier all the time. The camera used (in our
prototype, a Full HD IP camera) is an active video feed of incoming vehicles.
Raspberry Pi either requests an image from a camera at a certain frame per second
or the camera pushes frames to Raspberry Pi with an HTTP GET endpoint. When
Raspberry Pi receives a new image, the Flask app processes it on its thread. The
first processor to act upon receipt is the imaging processor, which reads the plate
by detection and cropping (all of this processed in Python with OpenCV), to which
it automatically passes the cropped plate string to Tesseract OCR for character
recognition. The OCR output becomes a plate string which is searched in the
database (an Excel file of registered and emergency vehicles) that is loaded to
memory for rapid access at the server's initial start.

The logic for making a decision occurs in software: if the license plate string
returns as registered or is acknowledged as "emergency service," a command via
GPIO (to which the ESP32 door opens) is activated, whereas if it's acknowledged
to be unauthorized, no command is sent (the door remains closed). As a result, the
Image acquisition via GPIO, optical character recognition, database inquiry, and
decision-making occurs locally with Raspberry Pi due to the interoperability of
Flask connecting the vision and decision/control components.

Communication to ESP32: After the Flask server determines whether the
barrier should open or close, it needs to send this to the ESP32, which provides
relay action for the barrier motor. To maintain a decoupled architecture, we
decided to use RESTful communication across the local Wi-Fi network.
Essentially, the ESP32 also has a very simple web listener (HTTP server) and the
Flask application is the client which hits (requests) the ESP32's listener. Thus,
when the barrier is confirmed open (i.e. camera feedback) for an authorized
vehicle, the Flask server sends an HTTP POST request to the ESP32 using a
specific endpoint along with the action flag. Thus, upon receiving this flag, the
ESP32 will execute the corresponding routine to turn on the relay which opens/lifts
the barrier.

Similarly, we opened it to lower the barrier or we closed it after a specific
period of time through auto-close. The process can also send back confirmation to
Flask, for instance, it can hit a Flask endpoint if it successfully opened/closed as a
log into the system. Thus, in this sense, communication is bi-directional.
HTTP/REST via Flask was chosen since it's a trusted method of communication



over a local network and would not bog down relays expecting certain response
times (i.e. it has low latency and reliable expectations). Furthermore, it was a faster
decoupled solution with existing libraries on both Raspberry Pi and ESP32 that are
well understood and tested thus extensible. Thus, any potential future networking
additions or Uls would be as simple as REST API endpoints requirements.

Rationale behind a local server architecture: Ultimately, Raspberry Pi serves
as a local server (no cloud hosted service or microcontroller only logic) because of
ease of operation:

1) Autonomy and Dependability: A Raspberry Pi serves as a local server for
everything, meaning all processing and decision-making occurs without relying
upon a distant server or the internet. This is important in a scenario where cloud or
networked alternatives are not available - think military networks or secure power
plants without external openings; the barrier will always work during times when
the internet is down, as it should in military/emergency infrastructure. This means
that even if the cloud or central repositories are down or hacked, this works based
upon the intelligence present and accessible at that site and can give access to
trusted or prioritized vehicles.

2) Low Latency: As such, there's no added latency from relaying information
to the cloud to receive a reply; as noted in Table 2, recognition and control operate
in under a second. Such low latency is necessary for real-time operations like a
barrier opening for an emergency vehicle speeding toward it. If everything
operated off cloud-based information, there would be additional networking and
downtime that would ruin time-sensitive, emergency access needs.

3) Data Security and Privacy: All license plate numbers and access logs are
kept local. In sensitive applications (Ministry of Defence sites or restricted
industrial sites), it is consistent with technical and security needs for secure access
control and information system (ST RK 1699-2007 [23]; ST RK 34.025-2006
[24]). These standards dictate general access control terminal device requirements
and the secure processing of sensitive information. As such, since this is an in-
house solution, everything is ideally maintainable compliant with restrictions set
for sensitive spaces; the onboard database on the Raspberry Pi holds all vehicle
lists and logs and can support encryption and backup options in-house. The Flask
server will also ensure that any remote access (operator dashboard connection, for
instance) is authenticated and compliant with critical infrastructure security
standards for information/access dissemination.

4) Modular approach and scalability: Flask is a good option because it allows
for future expansions. For instance, the web-based dashboard could be uploaded to
the flask server in the future to allow administrators to check if the system is
working or not, manually open/close the barrier, or update the current vehicle list
through a browser. In addition, other microservices (camera feed, barrier unit
health reporting) can be hosted on the local server without the need for more
devices. Thus, choosing a Raspberry Pi for the server (as it's a widely used Linux-
based microcomputer) means that more advanced logic and running a multi-part
solution will be easier than just running it on a microcontroller. Furthermore,
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Raspberry Pis meet software requirements for standards-compliant access control
systems, as there is a possibility to update software to meet any required
protocols/logging requirements of such standards ST RK 1699-2007 [23]; ST RK
34.025-2006 [24].

Ultimately, the Flask-based local server is the “brain” of the smart barrier
system, linked to the vision module, database and actuator. Thus, the system is
modular and redundant, no outside actors are needed to make this work in the field
(even in off-site or gated areas), and compliance is very flexible for technical and
legal demands for a highly populated military and civilian population.

Results.

A visual representation of the proposed automatic license plate recognition
(ALPR) subsystem is presented in Figure 5. It shows the sequential stages that are
applied to a sample image of a vehicle during the recognition process.

In particular, Figure 5 illustrates the acquisition of the original image,
followed by Figure 5 edge detection and contour extraction for localizing the
region, and ended with cropping the license plate region for optical character
recognition (OCR) (Figure 5). The system's ability to segment and recognize text
under natural lighting conditions is evidenced by the successful detection and
extraction of the license plate '"A100AE799'.

OOAE S

|A100A&732.

Figure 5 - Visual stages of the ALPR process:
(a) Original vehicle image with detected plate
(b) Edge-detection and contour extraction result
(c)Cropped license plate region used for OCR processing
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Overview of Obtained Data.

The following subsystems were designed, implemented, and tested, resulting
in the successful integration of all major functional components of the proposed
intelligent barrier system:

1) Trained on diverse image datasets for reliable plate detection and text
extraction, a machine learning based automatic license plate recognition (ALPR)
model.

2) Raspberry Pi hosted local server, which is responsible for database
verification and generation of control commands for barrier actuation.

3) A structured Excel-based database that contains records of registered
vehicles and emergency service identifiers, enabling priority access handling.

4) A custom ESP32-based printed circuit board (PCB) that executes physical
barrier operations (open/close) based on commands from the local server.

All these components working successfully confirm the feasibility of
developing an end-to-end embedded system that covers the entire control chain.

Regarding latency and responsiveness, the system seemingly operates in real
time. As previously noted (in Table 2), the end-to-end average time from license
plate detection to barrier raising is about 0.73 s. Thus, this suggests that raising the
barrier happens in quick succession from vehicle detection, meaning those vehicles
are not overly delayed in either access or egress. Such latency is less than average
expectations of access control systems (usually a couple of seconds at most) and
further encourages this paper's emphasis on local processing. Furthermore, the
largest percentage of latency observed (i.e., ~052 s) is the latency from taking the
image and performing OCR; by contrast, the time for logic decision-making and
Wi-Fi transmission averaged only ~013 s combined, and relay/motor initiation
averaged only ~0.08 s before any motion began. Thus, the findings suggest that
any remaining improvements should be relative to image processing time/OCR
accuracy instead of communication and control speed, which, at present, are
inherently fast.

Besides acknowledgment and timing, a mechanical performance comparison
of the barrier actuator control was made quantitatively. The barrier mechanics
include an internal sensor that allows the actual trajectory of the barrier arm
movement to be recorded for each opening/closing, from which the RMSE of
tracking error from the desired trajectory is extrapolated. Using a Raspberry Pi +
ESP32 as a proposed controller with a method for adaptive adjustment from
acknowledgment and emergency takeover in real time, the RMSE was 1.07 mm. In
addition, a second system (i.e., the controller of the standard barrier, none of the
proposed adjustments for adaptability included) was assessed under the same
condition for empirical controlled comparison; the second value reports a higher
tracking error (RMSE ~1.26 mm under controlled conditions). Therefore, the
implementation of the proposed system decreases the trajectory error by ~15%
from a standard PID equipped system with no means for adaptation.

Even more significantly, we reduced the average actuation delay (time to fully
open the barrier after it begins closing) (0.73 s in our system vs. ~0.91 s in
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reaching the open position/equivalent trigger of the PID baseline) by almost 20%
based on expedited detection-to-actuation - essentially, the Raspberry Pi sets the
threshold and begins opening the barrier immediately upon detection, as the
control firmware on the ESP32 for this application overshoots and oscillates less
than a standard PID would by responding, more generically, to sustained feedback.
Thus, these advantages show that an integration of real-time, visual decision-
making on the Raspberry Pi and application-specific control programming on the
ESP32 goes a long way for practical developments on response and stabilization of
the barrier.

Yet, for determining system resilience with shifting parameters, additional
testing was done in conditions beyond nominal, daytime. Table 3 includes license
plate recognition in various illumination conditions where, nominal (daylight, as
noted previously), it was highest OCR (string accuracy ~95%). When it dipped to
night illumination of lower than ~50 lux (no infrared increase), recognition string
accuracy was only roughly 85%.

Thus, low illumination conditions suggested higher CER (maladaptive
readings occurred less than 1% of the time in nominal conditions vs ~3% in low
illumination); it means, however, that more character misreads occurred (either
misreads mistook sensor noise or motion blur too difficult in the dark). Still, as
OCR was simply less accurate at night, the system at least did acknowledge most
plates at night, and once more, did not open the barrier incorrectly (without proper
treatment, unrecognized approved plates were merely not let in; in a practical
implementation scenario, this would be easily solved by supplementary measures
such as RFID or manual control for those few). However, a simple addition of
secondary infrared lighting or practical use of a more sensitive camera would

likely improve OCR performance in night scenarios [5+[535]-[544]}. Thus,

results illustrate that the system works with reasonable accuracy in poor lighting -
which is non-negotiable for 24/7 application. Moreover, in poor weather conditions
(represented through glare insertion and some moderate occlusion through testing
Images), recognition was still above ~90% for clearly readable plates but could
have variable responses if the plate is too obscured (which is not an OCR feature
and needs advanced image processing or machine learning for reliably reasonable

detection [5+[537]-[544]}. Ultimately, these measurable assessments suggest that

the system possesses appropriate functional characteristics for intelligent barrier
access control and that marginal losses in extreme situations where functioning is
expected to degrade can be noted for reasonable future refinements.

Table 3 - License plate recognition performance under different illumination
conditions

Lighting Approx. Plate CER Observations
Condition [lluminance Recognition
Accuracy



Daylight (clear | ~10,000 lux | 95% 0.8% | Reliable recognition;

conditions) (bright day) | (excellent) No errors in most cases.

Low-light/Night | ~50 lux (dim | 85% (reduced) | 3.0% | Some characters
(no IR assist) lighting) misread; suggests need
for IR illumination.

A similar set of vehicles underwent testing under the same conditions for
similar daylight vs. low light. Illuminance values are estimated. When it comes to
OCR, levels of performance may be lower in low light, but still realistic and
trained better with additional lighting.

Trends and System Reliability.

Yet as a system interconnected, good outcomes were observed, ease of
integration, assistance between modules and determined expected output reliability
across tests from start to finish. For example, Raspberry Pi + Flask did not crash in
the attempt to reconnect to ESP32 once it was out of range (albeit an unrealistic
situation since they use the same connection to connect . They should not be apart,
yet for practicalities of trying to reconnect without human determined separation,
they were. Yet if it is apart long enough, and the reconnect attempt is enough to
reset any efforts to reconnect, Raspberry Pi + Flask will simply have what it
believed were unsecured commands to the ESP32. Upon reconnecting, it will ask
for those commands to be granted, in general, and reconnection efforts will be
employed with the barrier.

A no crashing and unrecoverable failed errors found during testing should
provide a reliability for a configuration expected output. Furthermore, a configured
expected output for Raspberry Pi + Flask to respond to granted security command
of Raspberry Pi's remote (to merely test out the theory) acquired that expected and
expectation recognition-action latency was found with low jitter, although latency
value itself was low in variance (\sigma < 0.12 s under normal operating
conditions) suggesting that the real time is practical and reliable even while loads
on either end may differ (for wireless and processing). This is important for a
fielded solution that it rely on itself with no exception if a public input truly goes
down (for worse comes to worst situations for sensitive point-sensitive areas, i.e.
sensitive point is sensing a sensitive point is an outside entrance with poor WiFi in
a rural area or needs to be fielded with military assets without concern that it's no
longer connected to networked support). Therefore, this autonomy is a necessary
feature for public and military use.

Furthermore, as a good configuration for a configuration to forward, easy
implementation or interconnected implementation as an upscaled option is merely
an easy success here. Many more barriers or entrances could essentially be had
through a networked Raspberry Pi + cameras and appropriate ESP32 controlling
devices - as long as they're on the same network to access locally. The Flask API is
inherently modular with minimal amendments to what's been coded for new
barriers or sensors that can easily be integrated without need for localized central
control over them all unless that need is present.
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Table 4 - System behavior under stable and disrupted communication
scenarios

Network Condition System Response

Normal (stable Wi-Fi |Real-time operation. All recognition events immediately
connection) trigger barrier actions (average latency ~0.73 s). No
commands are lost; continuous monitoring is active.

Temporary outage (e.g.|Flask server queues the open command; barrier action is
5 s loss of Wi-Fi) delayed until connectivity returns, then immediately
executed. No system reboot or manual intervention needed;

the system resumes normal operation automatically.

In addition, the system can continue to scale to larger data output; for
example, the static Excel database can be upgraded to an SQL one or even a secure
cloud database if this system ever runs with connection and in an approved
environment, allowing further scaling to thousands of vehicles per day, although
recognition and command/control logic remain on the edge (thus, it can work if the
cloud is not connected for a limited amount of time). Overall, this design adheres
to many pre-existing requirements and guides for access control systems.

Furthermore, hardware and software components can be scaled to meet
industry and Defense standards (for example, ISO/IEC 27001:2022 for control
system [25] cybersecurity). Tested and implemented systems from this study allow
for real-world implications, which allow for smart cities (parking lots, residential
gates) to transition into critical infrastructure (emergency service depots, military
checkpoints). Thus, table 4 shows how the system responds with empirical results
based on expected networking conditions and compromised ones.

For example, network loss is attained with Raspberry Pi (server) and ESP32
(controller) in hand but required processing functionality as the request cancelation
just has to wait until reconnection allows nuance for when requests are able to be
completed. No manual restarts were required throughout testing.

Ultimately, these trends highlight that the designed architecture is resilient to
stressful periods and still operational, adaptable, and only sluggish in recognition
of compromised conditions. Whether that means a network with limited strength or
a recognition of movement/feedback that isn't as strong, proper vehicle access
registration occurs to maintain the integrity of the results regardless.

Ultimately, this reliability will allow this system to be used in secure parking
lots/walls, industrial facilities/warehouses, emergency service
stations/deployments, and defense locations. Thus, through redundancy capabilities
and offline access, critical limitations of current barricade systems are resolved
while proper performance facilitates further reciprocity of operations which
enhances performance capabilities and potential future use.
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Confirmation of Research Hypothesis.

Results confirm the initial hypothesis: integrating machine learning and
embedded hardware into an autonomous, locally controlled barrier system can
effectively manage vehicle access, also granting priority to emergency services.

The results go on refining the hypothesis by showing that environmental
conditions, particularly illumination, are a key factor influencing recognition
reliability. Future research should, therefore, focus on environmental adaptation
and scalable database solutions to ensure consistent performance in real world
deployments.

Discussion.

The experimental results indicate that the proposed intelligent barrier solution
works adequately enough with the expected recognition precision when applied to
most environmental conditions. The degradation of performance in extreme
brightness and darkness implies that the recognition subsystem is influenced
heavily by light exposure, but its autonomy can always be improved through
additional infrared lighting or adaptive exposure parameters, which would provide
a more reliable solution when nighttime and visibility are at their lowest.
Nevertheless, even when impaired, the proposed solution achieved 94.6%
recognition precision and responded to requests in average end-to-end time less
than one second, validating its solution viability for real-time access management.

Another notable result involves the solution's resiliency and modularity. The
Flask application worked as intended, even during intermittent network
disconnections, maintaining control over the barrier for access and no access
requests. Network-independent operation is crucial for solutions operating in
secure or remote positions with limited connection access to avoid compromising
physical operation. Furthermore, the solution's modularity makes it easy to
incorporate other sensors and communication methods or additional security
functionalities for adjustment and scaling to greater smart-infrastructure networks.
Thus, relative to a low-cost embedded solution, reasonably optimized, this
approach fulfills practicality in the field concerning technical and security demands
for automated vehicular access and emergency requests.

Conclusion.

Our work focused on developing and evaluating an intelligent barrier control
system that incorporates computer vision-based license plate recognition, local
server decision-making, and embedded hardware actuation. An end-to-end
workflow was demonstrated using the prototype system: real-time capture of
vehicle images, recognition of license plates using OpenCV and Tesseract OCR,
access decisions based on a local database, and physical barrier control using an
ESP32 relay. In order to comply with safety regulations, a dedicated emergency
vehicle override function was implemented, which allows for priority access.

Scientific contribution: This study demonstrates the feasibility of combining
machine vision (OpenCV + Tesseract OCR), embedded control (ESP32-based
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PCB), and local edge computation (Raspberry Pi server) into an autonomous
vehicle access management system.Integrating algorithmic ANPR studies with
practical embedded implementations advances the current state of research.

Practical implications: In both industrial and residential environments, the
developed system can reduce emergency service response times, eliminate the need
for manual gate operators, and enhance access reliability. As a result of the
approach, fully autonomous, cloud-independent solutions can achieve operational
efficiency while maintaining compliance with local and international safety
regulations.

Limitations: The present study was carried out in restricted experimental
conditions, without extensive testing in different weather or nighttime illumination
scenarios. Scalability and data synchronization for large-scale deployments are
currently hampered by the current use of an Excel-based database. Integrating a
dedicated SQL or cloud-based data infrastructure and testing under diverse
environmental conditions should be included in future work.

Recommendations and further research: For more research in science, the
possibility of better OCR stability in hard-to-reach visual scenarios and image
preprocessing adjustment integration is recommended.

For practical implementation, recommended system architecture exists for
continuous traffic and low-vulnerability emergency access; for regulations and
compliance, like-minded control systems could be instituted to support similar
regulated national studies on emergency accessibility and safety standards.

In conclusion, the research provides theoretical and experimental validation of
an ANPR-based access control solution featuring a scalable, decentralized, and
autonomous architecture compliant with Kazakhstani and international standards.
The proposed system demonstrates the applicability of decentralized ANPR
technologies at military facilities, healthcare institutions, protected areas, and
critical infrastructure sites. Furthermore, the architecture offers a practical
framework for enhancing security, supporting priority access for emergency
vehicles, and improving operational resilience under limited network connectivity
conditions.
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KEAEJI 7&KOPJAEM KOJIIKTEPIHE BACBIM/IBIKIIEH KOJI )KETKI3E
OTbIPbIIL, MAHBI3/Ibl THO®PAKYPBLIBIME'A KOJI KETKI3Y I
BACKAPYJAbIH UHTEJUVIEKTYAJI/IbI /KYWECIH 93IPJIEY

Anaarna. by Keslik KypajiblH TaHyFa KOJ JKETKI3yAl 0acKapy KYpbUIFBICHI
JKoHe Hemipal aBToMarThl Typae TaHy (ANPR) Tockaybuibl Oomamiak akbLIbI
Kajajap MEH MaHbI3ABl  HWHQPaKYphUIBIMIBI  JaMbITy  YIOIIH  OCBIHIAN
WHHOBAIUSJIBIK TPOTOTUNTIH OOJIIT1 PEeTIHIe KYTUIETIH (DYHKIIUSHBI COTTI OPBIHJIAY
YIIIH aBTOHOMJBI >KYMBICTBI TEKCEpY/l MaijanaHaabl, MYHJIa KOJ KETKI3YIl
Oackapy OpTajbIKTaHABIphUIIMaFaH OpEeKeT peTinae TaHa1a bl
OpTaJbIKTaHABIPhIIIMAFaH MIEIiMIEPCi3.

Ocpnaiiia, KeJiK KypaidblH TaHyFa KOJI )KeTKI3yJll 0ackapy KYpbUIFBICHI anpr
(HeMip/Il aBTOMATTHI TYpJIE TaHy) *KoHe >keprunkTi Raspberry Pi xxone ESP32 Be6-
cepBepiepl apKbUIbl €HIIPIITEH 1CKE KOCY apKbUIbl KOJ KETKI3y/Al Oackapy *KoHe
*aHa (PYHKIIMOHAJIIBUIBIK apKbLIbI )KYMBIC 1CTEIA1, OYJ1 KOMIIBIOTEPIIIK KOPY KIHE
[oT-MeH KymbIC ICTEWTIH KYpPBUIFBIHBIH  TIPKECIMI  anmaparTblK >KOHE
OarapyiaMalibIK XKacaKTaMaHbl O1p KYPBUIFbIJIA 1CKE KOCA/IbI.

YCBIHBUTFAH JKYWEHI OCKEpPH HbBICAaHIApAa, MaHBI3IbI HHOPaKYPHLIBIM
HBICAHJAPbIH/AA, JEHCAYJBIK CaKTay MEKeMeNlepiHAe >KOHE KOJiK KypalaapbiH
JKBUIIAM KOHE CEHIMII COMKECTEHAIPY/Il KaKeT eTeTiH 0acKa J1a KO MKEeTIMJILIIr
MIEKTEYJl Kepiiepae Koimanyra Oonansl. OHBIH — OpTalbIKTAHIABIPHUIMAFaH
aApPXUTEKTYpachl OMEPAlMSIBIK TYPAKTBUIBIKTBI apTTHIPAIbl KOHE MIEKTEYI
JKEJITIK KOCBUIBIM KaFdaibIHAa CEHIM/II )KYMBICTBI KAMTaMachl3 €Te/Il.

AKBIpBIH/IA, TECTIJICY KYTUIETIH ONEPAIMsUIBIK JICHTeHIep/Il pacTaabl, OUTKEH1
OJI JKOJI IeHreliH TaHy GYyHKIUACH 94,6% IoAIKIICH COTTI TaHBUIFAHBIH PACcTaIbl.
Anaiina, TaHpulFaH Oip Hemip Oip ToH OoifbiHINIA Oip pPEeT TaHBUIFAH JIeM
€CeNTEeNreHIKTEeH, TaHy JKbUIIaMIbIFbIHBIH OpTallia Kigipici 73 CeKyHATHI Kypabl.

ConHbIMEH KaTap, GYHKIIMOHAIABIK HUET TaHy YaKbITBIHAH KeHiH 1 ceKyHaTaH
KEeHIH >KYMBIC ICTEHTIH HAKTBl QJIEMJICT1 JKaFJaijlapra HETI3/eJITeH KYTIJIETIH
HoTwkenepal anael. Kaltamama TecTuiey KypbUIFBIHBIH HWHTEpHETTeH (Oipa3s
YaKbITKa) aXXbIPaThUIFAaHBIH PACTA/IbI.

Kipic >xoHe mblFbic OENTUICHIeH Kipy HYKTECIHAE ©3 OpHbIHAA OeKITUIAl. by
OpTaBIKTaHABIPhIIMaFaH (yHKIIMAIAFbI TYPAKTBUTBIK HUETTEPIH KOJITANIBI.

Caitpim kenrenze, Oy HOTHOKENEp "akbULABI Kaja'" KomaHOamapbel, oCKepH
HBICAH/IAP KOHE CEHIM/II OPTAIBIKTAHIBIPhUIMAFaH KOJI KETKI3Yy/l 0acKapy KaKeT
00naThIH MaHBI3bl UHOPAKYPBUTBIMIIBIK OpTajap YIIIH d31pJCHIreH MPOTOTUNTIH
OPBIHIBUIBIFBIH PACTANIBI.
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Tyiinai ce3nep: Homipai aBToMatThl Typae TaHy (ANPR); unremnekryansl
TOCKAybUI JKYHeCl; IIeTKi ecenTey; HWHTEPHET 3aTTapblHa HETI3IEITeH KOJ
KETKI3yZl Oackapy; OHIIPUITeH JKyHenep; MaHb3Ab HHPPaKYPbUILIMHBIH
KAyIICI3/iri; oCKepU HBICAaHAAp; aBTOHOMJIBI KOJI JKETKI3yHl Oackapy; KeJlK
KYPaJIbIH COMKECTCHAIPY; JKEIeT KopAeM KOIIT1HIH 0aChIMIbIFHI.
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PA3BPABOTKA UHTEJUIEKTYAJIBHOM CUCTEMBI YIIPABJIEHUSI
JJOCTYIIOM K KPUTUYECKHA BA’KHOU NHO®PACTPYKTYPE C
IMPUOPUTETHBIM JOCTYIIOM K TPAHCIIOPTHBIM CPEJICTBAM
CKOPOH MOMOIIHA

AHHOTanusi. DTO YCTPOMCTBO YIPABJIEHUS AOCTYIIOM K paclO3HABaHUIO
TPAHCIIOPTHBIX CPEJACTB U Oapbep aBTOMATUYECKOTO PACHO3HABAHHUS HOMEPHBIX
3HaKOB (ANPR) ucrnosib3yloT aBTOHOMHYIO MPOBEPKY MPOU3BOJIUTEIBHOCTH IS
YCTIEIIHOTO  BBHITIOJHEHHWs] ~ OXuAaemMod  (QyHKIMM B paMKax  TaKoro
WHHOBAIIMOHHOTO TPOTOTHMA JUIsi OyIyIIMX WHTEJUIEKTYalIbHBIX TOPOJOB U
pa3BUTHS KPUTHYECKH BaXHOW HHOPACTPYKTYpHI, TAE YIpPaBJICHHUE TOCTYIIOM
BBIOMpAETCSl Kak JICLEHTPAJU30BaHHOE JeWcTBUE 0€3 JIeLEeHTPaIn30BaHHBIX
pELIEHNU.

Takum 00pa3oMm, yCTpPOWCTBO YNpaBlIEHUS TOCTYIIOM K pacrno3HaBaHHIO
TPAaHCHOPTHBIX cpelacTB pabdotaer ¢ mnomomisio ANPR  (aBTOomMarmueckoe
pacro3HaBaHME€ HOMEPOB) M BCTPOEHHOI'O YIPaBJICHUS JOCTYIIOM W HOBBIX
¢dbyHkumii depe3 BcTpoeHHble BeO-cepBephl Raspberry Pi u ESP32, kortopeie
NPEJICTaBISIIOT cO00M KOMOMHAIMIO KOMIBIOTEPHOTO 3PEHUS M YCTPOWCTBA,
pabotatomiero ¢ loT 3amyckaeT ammapaTHOE€ W MPOrpaMMHOE OOecredeHHe Ha
OJHOM yCTPOMCTBE.

[Ipenyaraemasi cuctemMa MOKET MCHOJB30BaThCS HA BOEHHBIX OOBEKTax,
KPUTHYECKH BXKHBIX 00BEKTaX MHPPACTPYKTYPHI, MEIUIIMHCKUAX YUPESIKICHHUIX U
APYTUX MECTax C OTPaHUYCHHBIM JTOCTYIOM, TPEOYIOIIUX OBICTPON M HAIS)KHOUN
uACHTU(DUKAIIMY TPAHCTIOPTHBIX CPeACTB. ETo AeneHTpain3oBaHHas apXUTEKTypa
MOBBIIIAET ONEPAMOHHYIO CTAOUIIBLHOCTh M O0OECIEeYMBAET HAJEKHYI0 paboTy B
YCIIOBUSIX OTPAaHUYEHHOTO CETEBOT0 MOKIIIOUEHHUS.

Hakonen, TecTUpoBaHUE TOATBEPAMIO OXKHAAEMble HKCIUTyaTal[MOHHBIE
YPOBHH, MOCKOJbKY MOATBEPAWIIO, UYTO (DYHKLHS paclO3HABaHWs YPOBHSA IyTH
ObUIa YCHEIIHO pacmo3HaHa ¢ TOo4YHOCThIO 94,6%. OpHako, MOCKOJBKY OJHO
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IPU3HAHHOE YHUCJIO CYWTAJOCh NPU3HAHHBIM TOJBKO OJHMH pPa3 IO OAHOMY
IpeaMeTy, CpEeIHss 3a1epKKa CKOPOCTH pacliO3HAaBaHUs COCTABIIIA 73 CEKyH/bI.

Kpome TOro, ¢QyHKUMOHAJIBHOE HAMEpPEHUE IMOJIYYUJIO  OXKHIAEeMbIe
pe3ysibTaThl, OCHOBAaHHbIE HA pPEaJbHBIX YCIOBUSIX, KOTOpbIE padoranu uepe3 1
CEeKyHJly IIOCJI€ BpeMEHM  pacrnoszHaBaHus. IloBTopHOEe  TecTHpoBaHHE
HOJTBEPANIIO, YTO YCTPOMCTBO OBUIO OTKJIFOUEHO OT MHTEpPHETAa (Ha HEKOTOPOE
BpeMsl).

Bxon u BbIXOA ObLTH 3apUKCHUPOBAaHBI Ha MeCT€ B O0O3HAYEHHOW TOUKE
BXOJa. DTO MOAAEPKMBACT HAMEPEHHUs CTAOWIBHOCTU B JEIECHTPAIM30BAHHON
(yHKUIHH.

B KOHeEuHOM cueTe, 3TH pe3yibTaTbl MOATBEPKIAIOT OCYLIECTBUMOCTH
NpOTOTUIA, pa3pabOTaHHOTO IS TMPUIIOKEHUN "yMHOTO Topoja", BOEHHBIX
OOBEKTOB M KPUTUYECKH BaXHBIX HHPPACTPYKTYPHBIX CpeHd, TJl€ HEOOXOIUMO
HAJIKHOE JELEHTPAIM30BAHHOE YIIPABICHUE TOCTYIIOM.

KiroueBble cioBa: aBTOMaTHyeckoe pacrno3HaBanue HomepoB (ANPR);
WHTEJUIeKTyallbHass ~ OapbepHasi  cucreMa;  nepudepuilHble  BBIYUCICHHUS;
yOpaBJIE€HUE JOCTYIIOM Ha OCHOBE HMHTEPHETA BEIICH; BCTPOCHHBIE CUCTEMBI;
0€30MacHOCTh KPUTHYECKH BaXHOM MHQPPACTPYKTYpPhI; BOCHHBIE OOBEKTHI,
ABTOHOMHBIA KOHTPOJIb JIOCTYIA; WIACHTU(UKAIMS TPAHCIIOPTHBIX CPEJICTB;
PUOPUTET TPAHCIIOPTA CKOPOH TTOMOLIH.
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FORECASTING CORPORATE FINANCIAL PERFORMANCE USING
MACHINE LEARNING METHODS AND TIME SERIES ANALYSIS

Abstract. The article discusses the problem of forecasting financial
performance of companies using machine learning methods and time series
analysis. The relevance of the research is due to the need to improve the accuracy
of financial forecasting in conditions of high market uncertainty and digitalization
of the economy.

The purpose of the study is a comparative analysis of forecasting models of
quarterly revenue of companies based on financial and macroeconomic data. The
study is based on quarterly data from 21 public companies for the period 2008-
2025 using macroeconomic indicators, including the consumer price index, U.S.
government bond yields, the price of Brent crude oil, and the NASDAQ Composite
and S&P 500 stock indexes.

ARIMA, SARIMA, Prophet, linear regression, Support Vector Regression,
Random Forest, XGBoost, and Long Short-Term Memory models were used for
forecasting. Preliminary data processing, formation of lag signs and integration of
macroeconomic factors are performed. The quality of the models was assessed
using RMSE, MAE, MAPE and sMAPE metrics.

The results showed that ensemble machine learning algorithms provide higher
prediction accuracy compared to classical time series models. Random Forest has
shown the most consistent results. It is established that the choice of the optimal
model depends on the industry specifics and the specifics of the company's time
series. The developed approach can be used for financial planning, investment
analysis and management decision support.

Keywords: machine learning, time series analysis, financial forecasting,
company revenue, Random Forest, XGBoost, ARIMA, LSTM, macroeconomic
indicators.

Introduction.

The development of the modern digital economy is accompanied by a rapid
growth in the volume of financial data, which has created the prerequisites for the
use of intelligent analysis methods in financial forecasting. For companies from all
walks of life, forecasting key financial indicators is an important part of strategic
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management, which helps make informed decisions in budgeting, investment
planning, company valuation, and financial risk management.

Traditional forecasting methods based on statistical time series models, such
as self-regression models and exponential smoothing methods, are highly
interpretable. However, in the presence of nonlinear relationships, structural
changes and the influence of many external factors, the use of these methods is
limited. After the global financial crisis and the outbreak of the "new corona™
epidemic, financial time series began to experience increased volatility, and the
original model underwent changes. These limitations are particularly noticeable
[1].

In recent years, machine learning methods have been actively used in the field
of financial analysis due to their ability to automatically identify complex
relationships between objects without using explicit mathematical models. Random
forest, XGBoost neural networks, regression with support vectors, and neural
networks with short-term and long-term memory have proven themselves well in
predicting companies' financial performance and are better than traditional models
in conditions of nonlinear data dynamics.

Although the results of research in this area are very fruitful, most of the
existing research focuses on stock price forecasts, while corporate revenue
forecasts are relatively low. In addition, many studies consider only the use of one
algorithm, without a comprehensive comparison of various machine learning
methods and time series models.

Materials and Methods.

The research database contains quarterly financial reports of 21 American
companies listed on the stock exchange from seven sectors of the economy,
namely: information technology, energy, banking, manufacturing, hospitality,
aviation industry and retail [2]. Figure 1 shows the structure of the analyzed period,
which covers the period from 2008 to 2025, and most companies have data for a
total of 68 quarters.

In addition to corporate financial statements, five macroeconomic indicators
were included in the study:

— Consumer Price Index;

— the yield of ten-year US government bonds;

— the cost of Brent crude oil;

— NASDAQ Composite Index;

— the S&P 500 index.

The data sources were the databases of Refinitiv, Yahoo Finance and the
Federal Reserve Bank of the United States (FRED).

Before building the models, a comprehensive preprocessing was performed as
shown in Figure 2. At the first stage, the missing values and duplicate observations
were checked. Next, a logarithmic transformation of the time series was performed
to stabilize the variance. The stationarity of the series was evaluated using the
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extended Dickey—Fuller test (ADF). The STL decomposition of time series was
used to identify seasonal patterns.

Problem & Relevance

So Why Financial Forecasting
Matters — Why It Is Essential?

Traditional methods can't keep up
Spreadsheets and ARIMA miss non-linear dynamics, macro shocks, and company seasonality —
failing hardest in post-2020 volatility.

ML & Al unlock a new level of accuracy

RF, XGBoost, LSTM and ensembles capture non-linear patterns and macro interactions —
consistently beating classical baselines across all sectors.

Figure 1 - Substantiation of the relevance of financial forecasting
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Figure 2 — Preliminary data processing

Special attention was paid to the formation of the feature space. According to
Figure 3, the following groups of features were formed:

— lag variables (lagl, lag2, lag4, 1ag8);

— moving averages;

— sliding standard deviations;

— quarterly growth rates;

— seasonal signs;

— macroeconomic indicators;
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— microeconomic financial indicators of the company.

Eight algorithms were used for forecasting:

— linear regression;

— Random Forest;

— XGBoost;

— Support Vector Regression;

— ARIMA,;

— SARIMA;

— Prophet;

— Long Short-Term Memory.

The quality of the models was assessed using four of the most common
metrics. The quality of the models was assessed using the following metrics
formulas (1-4):

1 o~
RMSE = |51, (v - 50 @
1 o~
MAE = —2i=ylyi = 3l ()
100 =V
MAPE = 2y, 2| ©
_ w n |yi'_ﬁi|
MAPE = =" Li=15,1m0r2 4)

where y; is the actual value of the indicator, ¥; is the predicted value, and n is
the number of observations.

date fiscal_year fiscal_year_raw revenue revenue_unit fiscal_quarter fiscal_period company is_outlier_igr lag_1 log_lag_1 lag_2 log_lag_2 lag_4 I

2010-

o 03- 2010 2010 1.57 USD billions 1 2010Q1 AMD False 1.65 0.974560 140 0.875469 118
27
2010-

1 06- 2010 2010 1.65 USD billions 2 2010Q2 AMD False 157 0943906 165 0.974560 118
26
2010-

2 09- 2010 2010 1.62 USD billions 3 2010Q3 AMD False 165 0.974560 1567 0943906 140
25

3 320_1;)5- 2010 2010 1.65 USD billions - 2010Q4 AMD False 1.62 0963174 165 0.974560 1.65 |
2011-

4 04- 201 201 1.61 USD billions 1 20mQ1 AMD False 165 0.974560 162 0.963174 157 (

02

Figure 3 — Formation of features for machine learning models

To increase the reliability of the results, Rolling Origin Cross Validation was
used, and the statistical significance of the differences between the models was
determined using the paired Student's t-test and the Wilcoxon test [4].

Results.
The study was conducted on the basis of quarterly financial data from twenty-
one public companies representing seven sectors of the economy. The sample

207



208

includes enterprises from the technological, financial, energy, industrial, hotel, and
retail sectors. The use of an industry-diversified sample made it possible to assess
the stability of forecasting models for various types of time series behavior.

A preliminary analysis of the time series showed, according to Figure 4, that
most of the studied sequences are characterized by a pronounced long-term trend
and seasonality.

Time Series Decomposition of Bank of America

Figure 4 - Decomposition of the time series of the company's quarterly revenue

Structural changes related to the consequences of the COVID-19 pandemic
and the subsequent recovery of the global economy have been identified for a
number of companies. After performing the logarithmic transformation and the
first differentiation, all time series satisfied the criterion of stationarity according to
the results of the extended Dickey—Fuller test, which confirmed the possibility of
using ARIMA family models and other forecasting methods.

The analysis of the autocorrelation function allowed us to establish the
existence of a stable relationship between the current and previous values of
quarterly revenue. The lag signs lagl, lag2, lag4 and lag8 turned out to be the most
informative, reflecting the short-term and seasonal dependencies of financial
indicators. The use of these features has significantly improved the accuracy of
most machine learning models.\

To assess the influence of various groups of factors, four experimental
forecasting scenarios were formed:

S1 — using only engineering features of the time series;

S2 — engineering attributes together with microeconomic indicators of
companies;

S3 — engineering features in conjunction with macroeconomic indicators;

S4 is a complete set of features, including engineering, micro- and
macroeconomic indicators.
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Figure 5 — The significance of lag signs in forecasting

Each scenario was evaluated using eight forecasting algorithms. The quality
of forecasts was calculated using RMSE, MAE, MAPE, and SMAPE metrics.

The results showed significant differences in the effectiveness of the
algorithms studied, as shown in Figure 7. Linear regression provided satisfactory
accuracy only for companies with stable revenue dynamics and an almost linear
pattern of financial performance changes. As the nonlinearity of the time series
increased, the prediction errors increased.

RESULTS ACROSS ALL 7 INDUSTRIES
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Figure 7 —Choosing the optimal forecasting model

Classical time series analysis models (ARIMA, SARIMA, and Prophet)
effectively described pronounced seasonality and long-term trends, but their
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quality declined significantly when structural changes, sharp market fluctuations,
and external economic shocks occurred.

The highest results among machine learning algorithms were demonstrated by
the Random Forest and XGBoost models. Thanks to the ensemble construction of
decision trees, these methods successfully modeled complex nonlinear
dependencies between lag features, financial coefficients, and macroeconomic
indicators. A particularly noticeable advantage was observed for companies with
high financial volatility [5].

The Long Short-Term Memory model also provided high prediction accuracy
in the presence of long-term time dependencies. However, the effectiveness of
LSTM significantly depended on the size of the training sample and required
significantly more computing resources compared to tree ensembles.

A comparison of the results for all the companies studied showed the absence
of a universal forecasting model that works equally effectively for all sectors of the
economy. For financial institutions, the use of macroeconomic factors led to a
marked reduction in forecasting errors due to the high dependence of the banking
sector on interest rates and the general state of the economy. A similar trend was
observed for energy companies, whose financial performance is significantly
determined by the dynamics of world oil prices [6].

In the technology sector, the impact of macroeconomic variables was less
pronounced. For individual companies, the inclusion of additional macroeconomic
indicators led to an increase in forecasting errors, which indicates the
predominance of internal business development factors over the external economic
environment.

The statistical analysis of the differences between the forecasting scenarios
was performed using the paired Student's t-test and the Wilcoxon landmark rank
criterion. The results obtained confirmed the statistically significant superiority of
ensemble machine learning methods over most individual models. At the same
time, the differences between the scenarios of using macroeconomic indicators
turned out to be industry-dependent, which confirms the need for an individual
selection of a set of indicators for each company [7].

The most stable results were obtained using the Random Forest algorithm,
which provided the minimum sMAPE values for most of the studied companies,
and a comparison of forecasting methods is shown in Table 1. The high efficiency
of the model is explained by its ability to take into account complex nonlinear
interactions between financial indicators, automatically identify the most
significant features, and maintain resilience to outliers caused by the crisis events
of recent years.

Table 1 — Comparison of forecasting methods

Metona Advantages Limitations

JluneitHas perpeccus Ease of implementation and | It does not take into account
interpretation nonlinear dependencies

ARIMA It describes stationary time | It is sensitive to structural
series well changes




SARIMA . . Limited by linear
Takes into account seasonality .
dependencies
Prophet Automatically highlights the | Less effective for complex
trend and seasonality dynamics
SVR High accuracy with small | Requires hyperparameter
samples settings
XGBoost High precision and stability Higher cpmputatlonal
complexity
LSTM It models long-term It requires a large amount of
dependencies well data
Random High stablllty,_ automatic large size of the ensemble
feature selection, high | . N
increases the training time
accuracy
Forest Ease of implementation and | It does not take into account
interpretation nonlinear dependencies
Discussion.

The results obtained confirm the high efficiency of modern machine learning
methods in predicting the financial performance of companies. A comparison of
the models shows that integrated algorithms, especially random forest and
XGBoost, in most cases have higher prediction accuracy than traditional time
series models. Their advantage lies in their ability to explain the complex non-
linear relationships between financial, macroeconomic, and lagging variables.

However, the research results show that currently there is no universal model
applicable to all sectors of the economy.

It is worth noting that the traditional ARIMA, SARIMA, and Prophet models
still have practical value in analyzing stable time series with significant
seasonality. However, when structural changes are caused by causes such as the
global economic crisis or the COVID-19 epidemic, their forecasting accuracy is
significantly reduced. Despite the positive results, this study still has some
limitations. First of all, the macroeconomic factors used in the study are limited,
and the analysis is based only on data from companies listed on the stock exchange
in the United States. Secondly, to assess the quality of the forecast, the study
mainly uses a point forecast, but does not analyze confidence intervals. Therefore,
future research should expand the scope of macroeconomic indicators and use
long-term memory models (ARFIMA), angle-of-view forecasting methods, and
probabilistic methods to assess forecast uncertainty [8].

Conclusion.

The study conducted a comprehensive comparison of time series analysis
models and machine learning algorithms for predicting quarterly revenue of
companies in various sectors of the economy.

The constructed model, based on financial and macroeconomic data, is
evaluated using RMSE, MAE, MAPE and sMAPE indicators. The results of the
study show that a combination of technical characteristics and macroeconomic
indicators can improve the forecasting accuracy of most companies.The random
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forest and XGBoost models demonstrate the best results and provide the lowest
margin of error due to their ability to identify complex nonlinear dependencies and
efficiently use a large number of functions.

The classical ARIMA, SARIMA, and Prophet models showed satisfactory
accuracy in the presence of stable trends and seasonality, but the results were less
resistant to changes in the structure of the time series. It was determined that the
choice of the best model depends on the industry specifics of the company, the
structure of the source data and the composition of the functions used.The results
obtained confirm the expediency of using machine learning methods to solve
financial forecasting problems and support managerial decision-making [9].

The practical significance of this research lies in the fact that the proposed
methods can be used for financial planning, investment analysis, corporate risk
assessment and the development of intelligent decision support systems.Promising
areas for further research are the expansion of the scope of macroeconomic factors,
the use of hybrid and probabilistic forecasting models, as well as the use of deep
learning methods for long-term forecasting of financial indicators.
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KOMITAHUSUIAPIBIH KAPKBLIBIK KOPCETKIIITEPIH
MAIIMHAJBIK OKBITY JKOHE YAKBIT KATAPJAPBIH TAJIJIAY
OQJIICTEPI HETI3IHJE BOJIKAY

Angatma. Makanaga MamMHANBIK OKBITY OMICTEPIH JKOHE  yaKbIT
CepHMSUTaphIH  TalAaydbl KOJIJAaHA OTBHIPHIN, KOMITAHUSJIAPABIH  KapPKBUIBIK
KOPCETKIIITEPIH 00JKay MIHAETI KApacThIpbUIaIbl. 3epTTEYAIH ©3€KTUIIT KOFaphl
HApBIKTBIK O€NTICI3IK MEH S3KOHOMHUKAHbI HU(DpIaHAbIPY KaFJalbIHAA KapKbLIBIK
OOJKaYIbIH IQAITTH APTTHIPY KAXKETTUIIrIMEH OaiJIaHbICTHI.

3epTTeyAiH MakcaThl Kap>KbUIBIK >KOHE MAaKpPOIKOHOMUKAJIBIK MOJIIMETTED
HETi31HJIe  KOMITAHUSUIApABbIH  TOKCAHJBIK  KIpICIH  OoibKay  MOJENbAEpIH
CAJIBICTBRIPMANIBI  Tajiay OoJIbI  TaObUIAJBI. 3€epTTey MaKpOIKOHOMUKAIBIK
KOPCETKIITEPAl, COHBIH 1IIHAC TYThIHY OaramapbiabiH wHACKCIH, AKIII
MEMJIEKETTIK OOJMralusiapblHbIH KIpiCTUTITH, Brent myHaii OaracblH >KoHE
Nasdaq Composite xone S&P 500 xop wHaekcTepiH naimanana oteipsi, 2008-
2025 >xpunmap apanbIFbIHAAFRl 21 amibIK KOMITAHUSTHBIH TOKCAHJIBIK JTEPEKTEePIHIES
OPBIHIAJIIIBI.

bomwkay ymin Arima, SARIMA, Prophet, ce3bIkTBIK perpeccus, Support
Vector Regression, Random Forest, XGBoost sxone Long Short-Term Memory
MoOJeNbIepl KoJAaHblaAbl. JlepexkrepAl anablH ajla eHIey, Kijipic OenriiepiH
KAJIBINTACTBIPY KOHE MAKPOIKOHOMUKAIIBIK (haKTOpJIapAbl OIpIKTIPY OPBIHAAIIBI.
Mopnensaepain canacet RMSE, MAE, MAPE xone SMAPE kepcetkimrepiMeH
OarajaH/bl.

Hormxenep ancamOubaik MammHaabIK OKBITY alTOPUTMAEP] KIACCHUKAIIBIK
YaKbIT KaTapblHBIH VJTUIEPIMEH CalbICTBIPFaH/Ia >KOFaphl Oopkay JOIAITIH
KaMTaMachl3 eTeTiHiH KepceTTi. EH Typaktel HoTmwkenepai Random Forest
kopceTTi. OHTAMIBI MOJIEBA1 TaH/Iay CAIANBIK EPEKIICTIKKE KOHE KOMITaHUSHBIH
YaKbIT CEpPHUACHIHBIH EpEKIIeTIKTepiHe OaiJIaHbICThl EKEHIIT  aHBIKTAJIJIBI.
O3IPJICHTeH TOCUIMI KApPXKBUIBIK >KOCIapiay, HWHBECTHUIMSIIBIK Tajjay »KoHE
Oackapy menrmMaepi KoJaay YIiliH maiaaianyra 0oJabl.

Tyiiinai ce3aep: MalIMHAJIBIK OKBITY, YAKbIT CEPUACHIH TaJAay, Kap KbUIbIK
Oomkay, KoMmaHusHbIH Kipici, Random Forest, XGBoost, ARIMA, LSTM,
MaKpOIKOHOMUKAJIBIK KOPCETKIIITED.

Asiro3 MmaHcakumoBa, maructp, ceHbop-iekrop, Almaty Technological
University, Aimvarsl, Kazaxcran, ayagozimansakipova8@gmail.com
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INPOIHO3UPOBAHUE ®PUHAHCOBBIX HQKABATEJIEfl
KOMITAHUU C UCITIOJIB3OBAHUEM MOJEJIEM BPEMEHHbBIX
PAJOB U MAIIIMHHOI'O OBYYEHUA

AHHOTanmMs. B cratee paccmarpuBaeTcs 3ajada  [POTHO3HPOBAHUS
(UHAHCOBBIX TOKa3aTele KOMIIAHUKA C HWCIMOIB30BAaHUEM METOIOB MAIIMHHOTO
oOyyeHHs ¥ aHajdu3a BpPEMEHHBIX PSIAOB. AKTyallbHOCTh HCCIEIOBaHUSA
oOycliOBIEHA ~ HEOOXOAMMOCTBIO  TOBBIMIEHHS ~ TOYHOCTH  (PMHAHCOBOTO
MPOTHO3UPOBAHUS B YCIOBHUSIX BBICOKOM PBIHOYHOM HEOMNPENEICHHOCTH U
U poBU3ALIMN IKOHOMHUKHU.

Llenr wuccmeqoBaHMs 3aKIOYAECTCS B CPABHUTENBHOM aHANIM3€ MOJENen
MIPOTHO3UPOBAHUS KBapTaJIbHON BBIPYYKH KOMITAHMM Ha OCHOBE (DMHAHCOBBIX U
MaKpO’KOHOMUYECKUX JaHHbIX. MccliemoBaHWE BBINOJHEHO HA KBapTaJIbHBIX
naHHbIX 21 myOnuuHoM Kommanuu 3a nepuon 2008—2025 IT. ¢ UCTOIb30BaHUEM
MaKpOAKOHOMUYECKHX TOKa3aresei, BKIIOYas HHAEKC IMOTPEOUTENHCKUX IIEH,
JIOXOMHOCTh TocynapcTBeHHbIX oOnuranuii CIIA, neny nedtu Brent u dhonmoBbie
naaekcel NASDAQ Composite u S&P 500.

Jns mporHo3upoBanusi npumeHeHbl moaenu ARIMA, SARIMA, Prophet,
nuHelHas perpeccusi, Support Vector Regression, Random Forest, XGBoost u
Long Short-Term Memory. BeimonHeHsl mpenBaputenbHas o0paboTKa JTaHHBIX,
dbopMupoBaHUE JIArOBBIX NPU3HAKOB W HMHTErpalus MaKpPOIKOHOMHUYECKUX
(daxTopoB. KauecTBo Moaeneit onieHuBanock no merpukam RMSE, MAE, MAPE u
SMAPE.

Pe3ynbraThl moka3anau, 4To aHCaMOJIEeBbIE AJITOPUTMbI MAIIMHHOTO OOYy4YEHUs
oOecrneunBaloT 0o0Jjiee BBICOKYIO TOYHOCTH IMPOTHO3UPOBAHMUS MO CPAaBHEHHUIO C
KJIACCUYECKUMU MOJISISIMU BpEMEHHBIX psifioB. Hanbosee ycroiiunBbie pe3yabTaThl
nponemoHcTpupoBall Random Forest. YcranoBieHo, 4TO BBIOOp ONTHMAIbHOM
MOJIEIM 3aBUCHUT OT OTPAcCiIeBOM CHeUM(PUKU U 0COOEHHOCTEW BPEMEHHOIO psiaa
KoMMaHuu. Pa3paboTaHHBIN MOAX0] MOXKET OBITh MCIOIB30BaH ISl (DMHAHCOBOTO
IJAHUPOBAHUS, WHBECTUIIMOHHOTO  aHaliu3a W MOAJEPKKU  MPUHSTHUSA
YIIPABIICHYECKUX PELICHUM.

KiroueBble cioBa: MamuHHOE OOy4YeHHE, aHallM3 BPEMEHHBIX PSIOB,
(rHaHCOBOE MPOTHO3UPOBAaHME, BbIpyuka komnaHuu, Random Forest, XGBoost,
ARIMA, LSTM, MakpO3KOHOMHUYECKHUE MMOKA3aTENH.
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