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INTELLIGENT MICROPROCESSOR-BASED CYBER DEFENSE AND
HIGH-SPEED DATA ENCRYPTION FOR LEO SATELLITES

Abstract. Low-Earth orbit (LEO) satellites require communication systems
that provide high-speed encryption and robust cybersecurity solutions, while
addressing resource constraints. This paper proposes a novel solution, a threat-
adaptive lightweight onboard security system, which is a unified architecture of the
TinyML real-time anomaly detection system and Ascon-128 adaptive
authenticated encryption. The lightweight onboard detection system continuously
determines the threat level and adjusts the number of encryption rounds to ensure a
minimum level of security. A testbed with an adjustable Ascon-128 AEAD
module, 221 TinyML detector parameters, and an adaptive closed-loop controller
was developed and tested. In the testbed, running on a 200 MHz FPGA, the
proposed solution demonstrated remarkable AUC of 0.997, recall of 96.6%, and
false positive rate of 0.7%. The adaptive module achieved throughputs of 1.28-
3.20 Gbps. During orbital mission simulations, the proposed TALOS-LEO system
increased throughput by 100.7%, reduced power consumption by 42% compared to
a static, high-safety configuration, and achieved 20.4% higher throughput than a
conventional system using the standard Ascon implementation.

Keywords: LEO satellites, adaptive authenticated encryption, Ascon,
lightweight cryptography, TinyML, anomaly detection, cyber defense.

Introduction.

Constellations of Low Earth Orbit (LEO) satellites have become an essential
part of modern communication, Earth observation and critical infrastructures.
However, their wireless communication channels and limited onboard processors
may suffer from various cybersecurity-related attacks including transmission
interception, packet injection, replay and spoofing of telemetry, tracking and
command (TT&C) signals as well as physical attacks, hardware Trojans, malware
and side-channel attacks targeting onboard processors. Thus, LEO satellite systems
need to implement both high-speed and energy-efficient encryption and continuous
monitoring of onboard processors. While these two goals are related, they are
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usually treated separately, which results in fragmented security architecture in
practice.

Another significant drawback of existing cryptographic approaches is their
static configuration. In traditional systems the level of security of the encryption
algorithm is determined at the design stage and remains unchanged during the
operation. In order to protect themselves from the worst-case scenarios systems use
the highest level of security all the time, regardless of the actual level of threat.
Since satellites spend most of their time in non-combat conditions this conservative
approach represents an excessive cost in terms of processing load, energy use and
delay, while reducing throughput.

To solve these issues the paper introduces TALOS-LEO (Threat-Aware
Lightweight Onboard Security), an advanced intelligent cybersecurity platform for
LEO satellites. Contrary to classical architectures TALOS-LEO employs the real-
time feedback loop from cyber-attack detection to authenticated encryption. The
proposed system consists of four main components: (1) TA-AE, a threat-adaptive
authenticated encryption engine that dynamically controls the number of rounds of
Ascon permutation based on the predefined security floor; (2) HPC-AD, a
lightweight anomaly detection algorithm based on TinyML technology and
operating only with 221 inputs and relying on performance counter and side-
channel techniques; (3) a closed-loop adaptive controller which translates the
threat level into parameters of cryptographic configuration and key rotation; (4) an
experimental performance evaluation based on the prototype and a 200MHz FPGA
development board model. The results of the experiments show that the proposed
architecture achieves much better performance in terms of throughput and energy-
efficient operation in spite of maintaining a high level of security during cyber-
attacks.

Literature Review. The increasing use of Low Earth Orbit (LEO) satellite
networks has led to the higher demand for dependable onboard cybersecurity
technologies, which can secure communication networks and computer systems
while abiding by limited power and hardware requirements. Some studies have
recently suggested multi-layer security models featuring communication
encryption, security key management, authentication, and access control at the
satellite, communication link, and ground infrastructure levels [1]. Also, in
parallel, real-time encryption technologies applied directly to satellite payloads
have been engineered in order to assure the safety of data transmission while
utilizing the limited computational resources available onboard the spacecraft [2].
All studies mentioned provide a comprehensive definition of the limitations
imposed by using satellite technologies in terms of cybersecurity, which includes
limited power consumption, short communication bandwidth, and long duration of
missions.

Lightweight cryptography is now regarded as one of the leading strategies
when it comes to providing security for embedded platforms with limited
resources. The National Institute of Standards and Technology (NIST) has
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standardized Ascon family of lightweight cryptographic methods in SP 800-232
[3] by building on the Ascon v1.2 design providing authenticated encryption with
high computational efficiency on limited processors [4]. Recent studies have
looked at hardware implementations of Ascon and have evaluated tradeoffs in
terms of area, throughput, and power consumption [5]. Comparative evaluation of
NIST lightweight cryptography executive finalists using FPGA and ASIC show
Improvements by a factor of twenty to one hundred times in terms of energy
efficiency while at the same time obtaining high throughput compared to software
implementations [6]. However, present implementations depend on fixed number
of rounds of permutation that have been defined during designing stage and do not
allow to adjust to change in security conditions during runtime.

The area of research associated with the security of the processor engaged in
cryptographic operations is equally important. The hardware roots of trust, the
trusted execution environments, and the secure silicon elements would enable
secure booting, isolating of the processor, protection of the key and the remote
authentication and thus the trusted execution environment will be created for
embedded systems [7]. The RISC-V secure enclaves enable the extension of the
above-mentioned functionality through the support of isolated key management as
well as protected control circuitry within the architecture of the open processor [8].
OpenTitan, on the other hand, is a provider of the open-source silicon root of trust
with integrated hardware support for cryptographic operations [9]. Despite the
advantages of these technologies leading to improvement in hardware security,
they provide protection mainly with respect to the trust boundaries in static state
without guaranteeing protection against physical, hardware Trojan and side-
channel attacks during the runtime of the system.

Research has focused on the susceptibility of embedded processors to side-
channel threats ever since the advent of the differential power analysis [5].
Following this, various studies have indicated the applicability of strategies for
Trojan detection and defined such malicious hardware insertion attacks along with
corresponding counteractions [7]. Currently, the rise of lightweight Edge Al and
TinyML technologies offer new opportunities for onboard anomaly detection in
real-time. First, it should be noted that these solutions use performance counters
and side-channel characteristics to highlight the abnormal behavior of a processor
without putting excessive pressure on the processor resources [9]. Additionally,
electromagnetic side-channel analysis has been used effectively for non-stop
detection of hardware Trojans without any need for reference signatures [11].
However, the current anomaly detection mechanisms only report the occurrences
of threats but do not have the capability of changing the behavior of the
appropriate cryptographic devices.

Another area of research concerns the implementation of post-quantum
cryptography in space systems that have a long lifespan. The ML-KEM key
encapsulation mechanism has already been standardized by the National Institute
of Standards and Technology in FIPS 203, and its application has been analyzed in
recent papers in relation to the implementation and design demands of post-



quantum cryptography for satellites. Specifically, the focus has been on the
establishment of a secure key and the efficiency of cryptography for the long term
rather than on the adjustment of symmetric encryption processes in operation.

Gaps in Research. While advancements have been achieved in both
lightweight cryptography and onboard cyber defense applications, these two
subfields of research develop separately. Authenticated encryption
implementations use the same scheme throughout the whole process; as for
onboard anomaly detection systems, they send signals warning of a problem but do
not affect the encryption process. That's why current satellite security methods
cannot adapt security and efficiency of the cryptographic process at the same time.

To overcome this limitation, TALOS-LEO proposes a combined flexible
security architecture which connects an on-board anomaly detection system with a
secured cryptographic mechanism by means of a loop control method. This
detector continuously estimates the current level of threat and adjusts the security
configuration in an adaptive manner. A number of hypotheses are tested in the
current analysis. The first hypothesis states that using the flexible optimization of
coughing rounds parameters instead of the traditional and costly predicting
approach greatly increases the throughput and productivity of the entire system
while simultaneously maintaining the high level of security. In terms of the second
hypothesis, even a compact Tiny ML detector with no more than 250 parameters
can affect the destination of malicious and normal processors keeping within the
limits of its mission and power capacity. The third hypothesis states that building
an authenticated cryptographic configuration into the selected parameters prevents
their unauthorized change during the encryption process.

Materials and Method.

The onboard subsystem has four collaborating layers, as represented shown in
Figure 1. A hardware root of trust (LO) and a secure enclave which is physically
isolated (L1) ensure boot integrity and keys’ protection; the TA-AE crypto core
(L2) encrypts every channel; and the HPC-AD detector (L3) supervises the
hardware and closes the control loop back to L2. The main novelty is that this is an
architecture rather than a specific primitive: the anomaly detector is wired to the
cryptography security dial, thus creating an autonomous control loop with formal
security minimum and safe configuration with tag-authentication. layers where
L3's output is transferred back to L2 for closed-loop control.

The cipher TA-AE extends Ascon-128 duplex in the form of a 320-bit state,
12 prefixed initialization/finalization rounds, and a variable amount of data
processing rounds. While, in the original Ascon implementation, a value of pb = 6
rounds is predefined, in our improved version, the number of these rounds relies on
the current threat score and is limited in the security range from 4 to 10. The lower
bound represents the security limit since it can never be lower than 4 rounds, while
the upper limit equals the highest diffusion margin tolerated under attack. As a
result, by decreasing the value of pb in safe times, the throughput and energy
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consumption are achieved, while the increase in the amount of rounds during the
attacks brings back the savings policy.

LEO satellite onboard subsystem
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Figure 1 - The architecture of the system and control loop

The control system, which is programmed inside the enclave, has its main
function in the mapping of the smooth threat score into the actual amount of
rounds, as well as the key change events.

>>>|t raw = HP_C_AD.threat_score(featzlres) Iy [0,1]
.|t = 0.5*t_prev + 0.5*t_raw // EWMA smoothing
. pb = round (PB_MIN + (PB MAX-PB MIN) *t) // clamp to [PB_MIN, PB_MAX]

t > T HIGH: enable masking(); rotate key()
.|ct, tag = TA AE.encrypt (key, nonce, adlpb, pt, pa=12, pb=pb)

Figure 2 - Key change events function

Due to the fact that lead is connected to the related data and originally
acknowledged through the tag, a malicious user cannot introduce a weaker
configuration without ruining the level of authentication, which suggests the
principle explained in hypothesis H3 within the process illustrated in Figure 3
detailing the entire control over the sequence steps from data obtaining to
analyzing threats, web budget modification, and the process of encrypting.

The last section of the loop is the detector that generates the threat score.
HPC-AD takes into account eight features that are either a low-cost option and thus
already provided by a microprocessor, or can be obtained using a small side-
channel: mean power and variance, peak electromagnetic spectrum, number of
cache misses, number of branch mispredictions, timing jitter, activity on the bus
and temperature of the core. There are four detectors used, including supervised
TinyML MLP (with hidden layers being 12 and 8), one unsupervised
IsolationForest and One-Class SVM using only normal traces, and a logistic



regression linear regression controlled versus three attack types: an always-on
hardware Trojan, side-channel key extraction, and malicious firmware profile drift.
MLP is characterized by the smallest number of parameters, which is 221, which is
good for successfully using it with respect to its power budget.
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Figure 3 - Adaptive threat management process for each proposed system frame
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In the cipher, the adaptive round budget takes effect on the Ascon-128 duplex
sponge as shown in Figure 4, which indicates where the variable pb rounds of data
take place in the path of the data. That is by changing pb, one can alter the
properties of the diffusion margin without having to alter the whole construction.
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Figure 4 - TA-AE data transmission path

The prototype was built in Python (NumPy/scikit-learn) as a functioning
reference model. The cipher used is an accurate implementation of Ascon-128
AEAD with regard to 320-bit state, canonical S-box, linear diffusion, 10* padding
and finalizing with pa and pb as parameters. The correct functioning of the
prototype was confirmed by encrypting and decrypting messages (checking all
rounds) and by carrying out tamper-detection experiments which indicate that
flipping any one bit in the ciphertext is sufficient to invalidate the tag for all pb
values between 2 and 12 and for messages of different sizes of 0, 1, 7, 8, 15, 64
and 129 bytes. Hardware throughput, cycles per byte and energy are evaluated via
an FPGA model based on one permutation round per cycle at 200 MHz, which has
been verified by comparing the cost ratios and round execution times to obtain
errors within a few percent. The detectors in this case use the scikit-learn library on
the dataset that has significant overlaps with 2% noise added to training labels.
Moreover, the closed loop performance is tested in simulation for 300 steps with
two injected attacks and two frames for detection.

Results and Discussion.

When it comes to cost versus security with adaptive ciphers, as the round
budget (pb) increases throughput decreases and power use increases. In essence,
this means the security can be controlled smoothly instead of simply turning it to
either on or off. Figure 5 shows the modeled throughput of the FPGA as it relates
to security.
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Modeled FPGA throughput vs. adaptive security level (200 MHz
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Figure 5 - Simulated FPGA throughput as a function of the adaptive round budget

Performance measurement. The performance of the four detectors was
observed that the best performing detector is the supervised TinyMLP which
achieved a good AUC value of 0.997 and a fairly high recall of 96.6% while only
having 0.7% false-positive rate and 221 parameters while achieving 48.34 us for
each inference thus confirming that the hypothesis H2 holds true. The performance
of the unsupervised One-Class SVM and lIsolationForest, which were trained on
nominal traces only, is impressive with the models achieving AUC values of
0.9922 and 0.9846 respectively, which makes them a good fallback when there are
no labeled attacks available. It was also found that the performance of the linear
baseline is the poorest thus confirming that the nonlinear model performs better
than its counterparts.

Table 3 - Anomaly-detection performance across four models

Detector Type AUC | Acc. | Prec. |Recall | FPR | F1 Size
TinyMLP supervised | 0.997 |98.3% | 98.8% | 96.6% | 0.7% | 0.9766 | 221 p
g\r}if'ass unsuperv. | 0.9922 | 95.5% | 92.20% | 96.2% | 4.9% | 0.9415 | kernel
IsolationForest | unsuperv. | 0.9846 | 94.0% | 92.2% | 91.7% | 4.7% | 0.9192 | 80 tr
LogReg supervised | 0.9891 | 95.7% | 95.3% | 93.1% | 2.8% | 0.9415| 9p
(baseline)

The ROC depicted in Figure 6 is the corresponding operation curve that goes
through the upper left corner of the chart. Residual errors take place in the area
where they do not do much harm, which is in the stealthy and low-amplitude
Trojan attempts, while there is near-perfect detection of the high signal side-
channel and firmware attacks. The ROC curves of the four detectors are shown in
Figure 6, while the confusion matrix of the TinyMLP can be found in Figure 7.
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Figure 6 - ROC curves for the anomaly detectors under consideration

All curves are located in the upper left corner, and TinyMLP is closest to the
ideal operating point.

Confusion matrix of the TinyMLP detector
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Trojan Side-channel Firmware Nominal
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Figure 7 - Confusion matrix of the TinyMLP detector

The mistakes focus on low-amplitude Trojan traces that evade detection;
meanwhile, side-channel and firmware attacks get identified almost perfectly, and
false alerts still remain minimal. Closed-loop performance. Figure 8 provides a
simulation of the orbital trajectory, which reveals two attack windows. The threat
score goes up during those windows; then the pb signal rises from 4 to 10 in just a
couple of frames.



Emulated closed-loop response over a representative orbital-pass scenario
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Figure 8 - Closed-loop adaptation

The entire passage maintains strict security (eight rounds and above) for
91.1% of the attack operations, while consuming the quiescent majority of the
passage rapidly and with low energy.

Figure 9 illustrates where it stands in the throughput-energy tradeoff above
the static frontier.
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Figure 9 - Throughput/power tradeoff positioning TALOS-LEO relative to static
baselines

In this way, the adaptive policy obtains the speed of the fast benchmark
without taking over its risk and verifies hypothesis H1. The contribution consists in
including a reference to run time feedback loop from the on-chip detector to the
ciphers’ round schedule a security loop instead of novel primitive or merely

signal-like alarm which has never been utilized in LEO protection as far as the
authors know.
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Conclusion.

The authors of this paper presented TALOS-LEO which refers to a cyber-
defense and threat-adaptive encryption system that uses microprocessor for LEO
satellites, and successfully completed the testing phase of the prototype. It is built
with the help of linking the light non-machine learning-based anomaly detector to
the on-chip circuit utilizing Ascon technology. The obtained measures reveal the
presence of the 221-parameter detector characterized by the rate below AUC 0.997
and recall equal to 96.6%. It also has the throughput of between 3.20 Gbps and
1.28 Gbhps and also shows the throughput exceeding the bad-case solution by 100%
with 42% energy recovery and determined attack coverage of approximately 91%.

The planned work for the future can be directed towards enabling the
transition from modeling to silicon along with ensuring the integrity of each layer.
The overall throughput and power is drawn from the hardware-based FPGA model
hence; an RTL platform needs to be created to ensure the actual indices and check
the radiation resistance, and that of the reduced round band. The first line of work
in the area will be to train the detector on real traces and not synthetic ones
depending on the version of the device; ensure its resilience against the attacks of
adversaries; implement the ML-KEM technique for post-quantum KEY
establishment; and develop a federated cross-constellational approach where the
attack spotted on one satellite strengthens the others.
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LEO CITYTHUKTEPIHE APHAJIFAH MUKPOITPOLIECCOPJIBIK
WHTEJUIEKTY AJIJIBI KHBEPKOPFAHBIC KOHE JKOFAPBI
KBITIAMIBIKTBI JEPEKTEP/I IIU®PJIAY

Anpatna.  XKepaig  Temenri  opOutaceiHnarel  (LEO)  cmyTHuKTEp
pecypcTapAblH  LIEKTEYJIEpIH €CKEpe  OTBIPBIN, JKOFapbhl  JKbUIJAMJBIKTHI
mu@paay sl JKOHE CEHIMAI KHOEpKaylncCi3aiK IMIennMaepiH KaMTaMachl3 €TETiH
Oaitmanpic JkyHlenepiH Kaxker ereni. byn wmakamaga TinyML HakTel yakbIT
PEXKUMIHIETT aHOMAIMIIAPbl AHBIKTAY KYHECIHIH koHe Ascon-128 Oeiimaenrim
ayTeHTH(QUKaUMsuIanFaH mudpiayaplH  OipbIHFal  apXuUTEKTypachl  OOJbII
TaOBbUIATHIH KAaYINKe OSHIMIENTII KEH1T OOPTTHIK KAyINCI3/I1K )KYHecl IereH KaHa
HIeNIM YCbIHbUIAAbl. JKeHUT OOpPTTHIK aHBIKTAy JKYyHecl Kayill JEHreHiH Y3I1KCi3
AHBIKTANbl KOHE KAyINCI3AIKTIH MHUHMMAJIbl JEHI€lH KaMTaMachl3 €Ty YIIiH
mudpiay payHITapbIHbIH CaHbIH perteii. Perrenerin Ascon-128 AEAD momyni,
221 TinyML nerexktop mapaMmerpiepi >KoHE OeHIMIENTill TYHBIK ITUKIII
KOHTpoOJUIepi 6ap chIiHAK anaHbl skacanbin, ceiHAIAE. 200 MI't FPGA-na xymbic
ICTeHTIH ChIHAK amaHbIHAa YChIHBUIFAH 1emrim 0,997 AUC, 96,6% ecke Tycipy
xkoHe 0,7% rxanraH OH HOTHXKE *KULIITH KepceTTi. bertimaenrim moxyins 1,28—3,20
['6ut/c oTKI3y KaOineTiHe KOa JKeTKi3dl. OpOHWTanblK MHUCCHSIHBI MOJEIbICY
ke3inae ycoiHbFaH TALOS-LEO kyiieci eTkizy kaOunerrimirin 100,7%-ra
apTTBIPABI, CTaTUKAaJBIK, KOFapbI KAyIICI3/iK KOH(UTYypaIsiChIMEH
CaJbICTBIpFaHAa JHEPTUs TYThIHYABI 42%-Fa a3alTThl JKOHE CTaHAAPTTHI Ascon
ICKe achIpybIH MaiJagaHaThlH JOCTYpial >xyihere kaparanga 20,4%-ra xorapbl
OTKI3Yy KaOLIETTUIIT1HE KOJI AKETKI3/1.

Tyiingi ce3gep: LEO cnyrtHuKTEpl, aganTWBTI ayTeHTH(PUKALMSIIaAHFaH
mudpnay, Ascon, keHUT kpunrorpadus, TinyML, aHomanusuiapisl aHbIKTAY,
KHOEpPKOPFaHBIC.

Dduabmupa A0AbIKepUMOBA, K.1.H., Yessenov University, Akray, KazaxcraH,
abdykerimova_el@mail.ru

I'yab3ama OmapkyaoBa, Maructp, cenpop-iaekrop, K.Kulazhanov Kazakh
University  of  Technology and  Business,  Acrana, KasaxcraH,
omarkulovagulzada@gmail.com

Bbaysbip:xxan KaOb110ekoB, MarucTp, CTapimvid MpernogaBarellb, MOJKOBHUK,
National Defence University of the Republic of Kazakhstan, Acrana, Kazaxcran

NUHTEJ/UIEKTYAJIBHASA KUBEP3ALLIUTA HA OCHOBE
MUKPOITPOLECCOPA U BBICOKOCKOPOCTHOE HIN®POBAHUE
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Annoranusi. COyTHUKHM Ha HU3KOM okojo3eMHoi opoute (HOO) nyxaatorcs
B CHUCTEMaX CBs3U, OOECIEeUMBAIONIMX BBICOKOCKOPOCTHOE IIU(pOBaHUE U
HaJeKHbIE pEHIeHUs B 00JiacTh KuOepOEe30macHOCTH, MPU HTOM YUUTHIBAs
OTPaHUYECHHUS] JOCTYIHBIX PECYpcOB. B JaHHOW cTaThe Npe/Iaraercss HOBOE
pelieHue, alafTuBHAs K yrpo3aM oOJerdyeHHas 0opToBasi cucteMa 0e30MacHOCTH,
npeacTaBisdmionias  cobo  yHUDUIMPOBAHHYIO  APXUTEKTYpY  CHUCTEMBbI
oOHapyxenust anomManuii TinyML B peanbHOM BpeMeHH | aJalTUBHOTO
ayTeHTHUIUpoBaHHOTO mmM@poBanus Ascon-128. Ob6nerdennas OoproBas
cucteMa oOHapYy>KEHHsI HETIPEPHIBHO OIPEIEIIICT YPOBEHD YIPO3bl U KOPPEKTHUPYET
KOJIMYECTBO PayHJ0B MHU(POBAHUSA, YTOOBI OOCCIECYNTh MUHUMAIBHBIA YPOBEHB
O0e3omacHocTU. bbuia pa3paboTaHa W MPOTECTUPOBAHA TECTOBAs YCTAHOBKA C
perynupyembiM MoayiieM AEAD Ascon-128, 221 mapameTtpom nerexkropa TinyML
U aJalTUBHBIM KOHTPOJUIEPOM C 3aMKHYTBIM KOHTYpOM. B TecTOBO# ycTaHOBKE,
paboraromeit Ha FPGA ¢ wacroroii 200 MI'm, mnpemyioxkeHHOE pelIeHUE
MPOAEMOHCTPUPOBAJIO 3ameuarenbHble nmokazarenu AUC 0,997, noaHoTsl 96,6% u
4acTOThl JIOKHBIX cpabartbiBanuii 0,7%. AJNAnTUBHBIA MOIYJIh CMOT JOCTUYb
nponyckHor crocobHoctn  1,28-3,20 I'6ut/c. B Xxome MopenupoBaHUs
opOuTanbHOW MHccHM TpemiiokeHHas cucreMa TALOS-LEO  yBenuuwuna
nponyckHyro crocooHocTs Ha 100,7%, cHuswmia mnotpebienue Ha 42% 1o
CPAaBHEHHUIO CO CTaTUYECKOW KOH(UTrypaluueld MOBBIIEHHOW O0€30MacHOCTH H
nocturina Ha 20,4% Oosbledl MPOMYCKHOW CHOCOOHOCTH MO CPaBHEHUIO C
OOBIYHOM CUCTEMOM, UCTIOIL3YIONIEH CTaHIAPTHYIO peaau3aiuo Ascon.

KiarwueBsbie caoBa: cnytHuku LEO, anantuBHOe ayTeHTH(DUIIMPOBAHHOE
mudpoBanue, Ascon, JserkoBecHas kpuntorpadusi, TinyML, oOHapyxeHue
aHOMaJIUi, KuOep3aluTa.
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