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DEVELOPMENT OF AN INTELLIGENT ACCESS CONTROL SYSTEM
FOR CRITICAL INFRASTRUCTURE WITH PRIORITY ACCESS FOR
EMERGENCY VEHICLES

Abstract. This vehicle recognition access control device and Automatic
Number Plate Recognition (ANPR) barrier uses autonomous operation validation
for successful anticipated function within such an innovative prototype for future
smart city and critical infrastructure developments, where access control is
preferred as a decentralized effort without non-centralized solutions.

Therefore, the vehicle recognition access control device operates through
access control and novel functionality through ANPR (automatic number plate
recognition) and embedded actuation through a local Raspberry Pi and ESP32
webservers, a combination of computer vision and loT-driven device that runs both
hardware and software on the same device.

The proposed system can be applied at military facilities, critical
infrastructure sites, healthcare institutions, and other restricted-access areas where
rapid and reliable vehicle identification is required. Its decentralized architecture
enhances operational resilience and ensures reliable operation under limited
network connectivity.

Finally, testing confirmed anticipated operational levels as it confirmed that
string-level recognition functionality was successfully recognized at a 94.6%
accuracy. However, since one license plate recognized was considered one time
recognized for one subject, the average latency of speed of recognition was 73
seconds.

In addition, functional intention received anticipated findings based on real-
world situations, operating 1 second after the recognition time. Secondary testing
confirmed that the device had been unplugged (for a time) from the internet.

The input and output secured themselves in position at the designated entry
point. This supports intentions for stability in decentralized function.

Ultimately, these findings support the feasibility of the developed prototype
for smart city applications, military facilities, and critical infrastructure
environments where reliable decentralized access control is required.

Keywords: Automatic Number Plate Recognition (ANPR); Intelligent Barrier
System; Edge Computing; loT-Based Access Control; Embedded Systems; Critical
Infrastructure Security; Military Facilities; Autonomous Access Control; Vehicle
Identification; Emergency Vehicle Priority.
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Introduction.

Automated vehicle access control, basically supported and implemented by
Automatic Number Plate Recognition (ANPR) systems, has become an integral
part of the management of vehicular flows, accelerating throughput, enhancing
safety, and reducing human labor.

Yet a crucial open research issue involves emergency vehicle preemption and
dependable embedded/edge technology that operates autonomously with limited
processing power and inconsistent connectivity [1, 2].

Such an issue is relevant to Kazakhstan since the MES publically directs the
population on the matter. In fact, barriers often impede fire engines and
ambulances [3], contrary to approved local regulation. The preliminary collection
of fire safety documents identifies the prohibition of barriers that prevent access of
vehicles used for emergency situations [3] and related MES regulations, while the
National Police have established standards for number plates (e.g. Order No. 1040,
19.12.2015 [4]; ST RK 986-2012 [5]). In addition, international codes state that
automated gates must possess emergency release options (International Fire Code
§503.6 [6]; UL 325 [7]), yet there is no universal standard in Kazakhstan yet
implemented. Thus, there is a need for a prototype of an automated universal
solution which will meet national and international requirements.

In addition to civilian applications, the problem is particularly relevant for
military facilities, healthcare institutions, critical infrastructure sites, and other
protected areas where secure access control must be combined with rapid
authorization of emergency vehicles. In such environments, uninterrupted
operation, local data processing, and independence from centralized
communication infrastructure are critical factors affecting the effectiveness and
resilience of access control systems. Therefore, the development of intelligent
decentralized solutions based on automatic vehicle identification technologies
represents an important research and practical task.

Multiple contextual elements exacerbate the timeliness of this problem.
Socially, medically, the sooner a responder to an emergency event can be
processed, the more successful interventions can be; the more lives can be spared.
Economically, automatic access solutions help minimize staffing costs, reduce
queue buildup at entry and exit locations and speed up processing times for
industrial and residential buildings [8,9]. On a technological level, countless
affordable single-board computers (Raspberry Pi), versatile, powerful open-source
computer-vision toolkits (OpenCV) and OCR (Tesseract OCR) provide avenues
for the development of lightweight local systems with image processing, embedded
actuators, and on-board information retention [10, 11, 12]. Furthermore, these edge
systems can operate independent of the cloud and compliant with internationally
recognized standards such as ISO/TR 6026 and ISO/TR 25221 (1SO, 2013; 1SO,
2015).

Yet despite the potential, research is fragmented. For example, much of the
existing body of work explores ANPR algorithms [13], concepts for traffic-
management systems with emergency responders [14] or gate automation with
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simplistic implementations and just embedded computers [13, 15]. The topic of
emergency vehicle prioritization is rarely discussed with a comprehensive end-to-
end approach for machine learning training, single-board computers as embedded
systems, a local server approach, and industrial-complex PCB based development
tested in parallel.

Subsequent studies evolved the intelligent vehicle access control systems into
smart vehicle access control systems through computer vision, embedded control
and loT communication frameworks. For example, Ullah et al. [16] created a
barrier control system with ultrasonic sensors and an image processing, license
plate recognition approach for access via Raspberry Pi and detection accuracy.
Furthermore, Islam et al. [17] validated the real-time vehicle access system
through gradient-based feature extraction and image processing. Fadlianda et al.
[18] used an loT-based automatic gate access system via ESP32 with WiFi for
access and RFID as well as ultrasonic obstacle detection. Al Mamun et al. [19]
established an loT-based smart car parking system via integrated sensors and
mobile apps for detected spots communicated through MQTT. The latest studies as
of this writing focus on implementation, low-power embedded solutions,
modularized communication and on-site independence. Leng et al. [20]
implemented a low-power edge-computing system via entry-level camera systems
at the edge for license plate recognition and real-time application. D'Ortona et al.
[21] constructed an open source 10T architecture based on MQTT for decentralized
access in smart city architecture. Therefore, the direction of this research shows a
more affordable, decentralized parking and access systems that rely on enhanced
interoperability and resiliency to network failure and decreased reliance on cloud-
computing applications.

This study addresses this gap through the design, implementation, and
evaluation of an intelligent ANPR-based access control system incorporating a
local server architecture, custom PCB hardware, embedded control logic, and
priority access functionality for emergency vehicles.

Materials and Methods.

Research Design.

The research project involves an experimental research design supplemented
by prototyping. An experimental research design is implemented because this is
not purely an endeavor in theoretical modeling, it's a real-world hardware-software
prototype barrier control device. With an experimental research design, the entire
control system can be characterized from start to finish; from license plate
detection to physical barrier actuation and therefore, software effectiveness and
hardware reactivity can be assessed in near-functionality settings.

In addition, beyond the prototype testing and assessment, research is based on
a physics-based electromechanical model of the actuator, derived from DC motor
operations of a known set of equations of motion, electrical and mechanical
(Cunico, Cenedese, Zaccarian, & Borgo, 2022) [22].
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V = Ri + Ldtdi + Kew. (1)

Jdtdw = Kti — L(8,8"). )

Where, V - applied voltage, i - armature current, R - armature resistance, L -
armature inductance, Ke - back-EMF constant, ® - angular velocity of the rotor/
J - total moment of inertia of the rotor and load, Kt - torque constant, tL(6,0") -
combined load torque including spring, damping and gravitational effects, 0 -
angular position of the rotor.

The modeling component enables one to predict system dynamics in a
formulaic manner and facilitates controller creation and subsequent simulation
before a tangible version is constructed.

Therefore, through theoretical modeling and hardware testing, this study
validates the intelligent control system in question on a theoretical (via model
based simulation), functional (via software-hardware integration), and empirical
(via simulation and prototyping tested to create real world implications).

System Components and Setup.

The system is divided into a software/hardware subsystem that operates as
implemented based on the control levels found during the automated barrier
opening. The hardware subsystem consists of a Full HD IP camera, Raspberry Pi
with which the camera connects, and an ESP32-based PCB with which the ESP32-
based relay control board connects motors via relay activation, and motors connect
within distance through joined ports.

Sensor-based, cost-effective Raspberry Pi and ESP32 solutions were used by
Ullah et al. [16] and Fadlianda et al. [18] in similarly embedded systems, but the
following system expands upon these findings as a PCB with additional motors
and a known emergency use/access line was implemented for local regulations for
emergency-response concerns.

The software subsystem encompasses image taking, plate recognition, and
database recognition. The IP camera constantly takes pictures of any vehicle
coming towards the barrier and simultaneously sends a signal to the Raspberry Pi,
where OpenCV opens access to Tesseract Optical Character Recognition (OCR)
for plate recognition of the vehicle, which sends back to the Raspberry Pi a
subsequent signal in a respective string of numbers and letters.

This string connects to a local Excel database, which consists of a tab with
cars currently given access and an additional tab with vehicles unknown, and a
third being dedicated to any emergency vehicle-response registrations. If the string
Is found to match a registration previously known on the list or the emergency-
response tab, a universal asynchronous receiver-transmitter (UART)/wireless
signal is sent from the Raspberry Pi back to the ESP32 control board which uses its
own code to access a dedicated 24V relay module to which one of two ports was
sent via wire connection which connects to the motors of the physical DC
Motor/Servo mechanics which appropriately opens the barrier.
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All system code was run through Raspberry Pi through Python with FLASK
as a microframework for localized use without reliance on the internet or
additional databases, while additional Arduino C++ Firmware was added for
immediate action and stabilization.

Start

l

Camera captures vehicle

l

ML model = License plate recognition

i

Check against database

mergencyﬁn DB Not in DB

Emergency vehicle Plate in database Plate not in database
— Priority access — Open barrier — Keep closed

PCB = Relay — Barrier control

l

Log event

l

End of cycle

Figure 1 - System Architecture showing data flow between the camera,
Raspberry Pi, ESP32-based PCB, and the relay-actuated barrier mechanism

The testing setup allows one to understand how much stabilization is
understood, which makes sense in lag time, identification time, and
acknowledgment time from software running in almost real-world expected
conditions.



i

The total end-to-end system latency can be expressed as the sum of sequential
delays across the processing pipeline (Cunico, Cenedese, Zaccarian, & Borgo,
2022) [22]:

Tsys =Trec + Tproc+ Tcomm+ Tact (3)

where Trec - image acquisition and recognition time.

Tproc - local database comparison delay.

Tcomm - signal transmission time between the Raspberry Pi and the ESP32
controller.

Tact - actuator response time for physical barrier movement.

This expression serves as a reference for performance evaluation in Section
2.4,

Dataset and Data Processing.

The test data used for input/output processing came from vehicle images with
recognizable license plates under various conditions that could theoretically occur
in daily use.

Figure 2 - Examples of ANPR input frames captured
under varying weather and lighting conditions
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The images were collected from the open-access datasets mentioned above or
taken locally in the test area for the experiment. Therefore, these images have a
different intensity of light, angle of capture, and plate design. However, only
images with readable plates (not broken, excessively blurred, or obstructed) are
valid for testing to maintain consistent recognition reliability.

The data processing chain in this experiment was established through
OpenCV and Tesseract OCR. OpenCV performed the first stage of data processing
- grayscale conversion, Gaussian noise reduction, contour detection, and ROI
separation - while Tesseract OCR received the separated license plate images and
returned character recognition and decoding into alphanumeric strings.

Figure 3 - Implementation of the data processing
pipeline in OpenCV and Tesseract OCR

The generated license plate numbers were recorded in a local database based
on Excel with two classifications:

1) Registered vehicles - access granted via automatic processing.

2)  Emergency vehicles - always granted access.

(venv) PS C:\Users\iliya\Desktop\Hosas nanka\article> python check_plate.py
[INFO] Loaded 5 numbers from Excel.

Enter car plate number (or ‘exit' to leave): AIl@QAE799
¥ Number A1@GAE799 is found in the database! Access allowed.

Enter car plate number (or 'exit' to leave): A777AA
¥ Number A777AA is found in the database! Access allowed.

Enter car plate number (or 'exit' to leave): F54088YG
Number FS4008YG is not found in the database.

Enter car plate number (or ‘exit' to leave): exit
ExiElss

Figure 4 - Example of local server console output
showing access verification results
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The access control logic takes each input compared to the local database.
Therefore, the tested plate numbers were compared with the same entries in the
database. The access control decision logic can be expressed as a binary function
for denial/acceptance of access (Cunico, Cenedese, Zaccarian, & Borgo, 2022)
[22]:

f(Srec) = {L,if Sroc€ Dautn U Doy ; 0, otherwise}, (4)

where f(s...) = 1 triggers the barrier opening sequence.

f(s,.): The function that checks the received signal.

Srec. The received or scanned signal (like an RFID tag or ID code).

D ...:r, - The list of authorized users or valid access signals.

D.,.,: The list of emergency access signals.

1: The system allows entry (barrier opens).

0: The system denies entry (barrier stays closed).

As the last stage of this test, the recognition attempt was logged with a
timestamp, recognition certainty, and system response time. This would promote
further performance evaluation and error diagnosis facilitated by establishing this
information since it ensured appropriate data transmission and acknowledgment of
the second recognition error as well as the ESP32 actuation module defined in
section 2.2 for a fully automatic gate operation.

Performance Evaluation.

System performance evaluated through quantitative and qualitative metrics
for robust real-world reliability. The system's primary aims were to evaluate the
OCR accuracy of the license plate detection module and to validate the control
latency from frame capture to barrier opening.

Assessment was qualitative through the following. The best assessment of
OCR accuracy was through traditional text recognition scoring as opposed to
classification scoring. Thus, Character Error Rate (CER), Word Error Rate (WER),
and string-level recognition accuracy were computed. CER is the sum of character
errors (substitution, deletion, insertion) divided by the sum of characters within the
ground truth license plates (as a percent). WER is the Word Error Rate; however,
here, given the license plate string, each license plate was considered a single
"word." Thus, WER is the percent of license plates that contained any error. In
contrast, the string-level accuracy (1 - string level error rate) represents the
proportion of license plates that contained no error whatsoever. These values were
computed by validating the OCR output against a manually annotated ground truth
of selected vehicle images. Table 1 presents compiled metrics for performance
relative to OCR. CER is less than 1.0%, meaning essentially all characters were
correctly read while WER indicates the ~94.6% overall accuracy (i.e., string-level
accuracy) implies that ~5.4% of the license plates had misrecognized characters.
Such high accuracy was obtained with Tesseract OCR run from the Raspberry Pi
with no specialized classifier and merely the image preprocessing given. In
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addition, latency segments were noted across test cases to allow for latency per
component to be segmented.

Qualitative assessments: In addition to numbers, we also verified system
functionality in a variety of scenarios seen in real life. Three main qualitative
factors included light conditions, environmental conditions and network
conditions. To assess resistance to lighting, we tested the system in natural lighting
(outdoor), artificial (indoor) and no lighting (darkness/night). We assessed that
extreme darkness or extreme lighting blurs the OCR performance (as blurred or
misinterpreted letters from motion blur or lack of discernability which indicates a
need for infrared lighting or a properly configured night camera). However, the
barrier actuation logic (authentication; emergency trigger) successfully triggered
every time the plate was read (no additional unintended openings were found),
which was a positive sign. In addition, we assessed the system's resistance to
network disconnection by disabling the Wi-Fi communication between Raspberry
Pi and ESP32 for a short period of time. We assessed that short disconnections did
not catastrophically impact the device: all commands that were required in the
timeout occurred instantly upon reconnection and the Flask server remained active
without crashing. Thus, these qualitative assessments indicate that when true
functionality occurs, the system does not break when operating in less-than-ideal
conditions of light or network connection. Final latencies and performance
characteristics assessed for the system are found in Table 2 to validate its
integrative potential with emergency response and security systems.

Table 1 - OCR performance metrics for the license plate recognition system

Metric Result
Character Error Rate (CER) 0.8%
Word Error Rate (WER) 5.4%
String recognition accuracy 94.6%

All values are computed on the test dataset using Tesseract OCR (no machine
learning classifier).

CER - Character Error Rate;
WER - Word (plate) Error Rate;
String recognition accuracy - percentage of plates with no errors.

Table 2 - End-to-end latency measurements (mean values) for the system’s
processing pipeline

Latency Component Duration (ms)
Trec (Recognition) 520 ms

Tproc (Processing) 50 ms

Tcomm (Communication) 80 ms




Tact(Actuation) 80 ms
Total Tsys 730 ms

Trec - recognition time (image capture + OCR);

Tproc - processing/decision time;

Tcomm - communication delay (Raspberry Pi to ESP32);

Tact - actuation time (relay trigger and barrier motor start).

Testing Environment.

The prototype was tested in a prototype environment as similar to the real-
world automatic access control operation that subsequent environmental conditions
provide stabilization and repeatability of all software and hardware - from
recognition and database comparison to communication and feedback paths and
actuation commands.

Hardware set up. The hardware set up was Raspberry Pi 4 Model B as the
localized processing/image acquisition device with Wi-Fi ESP32 microcontroller
communicating commands to a relay based operated barrier (through GPIO
operated on). An 1080p USB camera was installed at the standard working
distance to catch vehicle number plates upon entrance and a relay component
operated the barrier - but in this case, it was either simulating lighting an LED or
programming a servo motor with a sign on it to open/close. Using the elements
with 5 V and 12 V respectively provided circuit separation between logic and
acting elements for better electrical safety but moreover it guaranteed that the
system worked as desired.

Software set up. The recognition software was run by Raspberry Pi on Python
with OpenCV preprocessing requirements for Tesseract OCR to get the character
recognition results aimed for. Raspberry Pi needed web client through Flask which
ran a local webserver to catch requests opened by the Esp32 board through Wi-Fi
since both boards were connected through the same local network - this allowed
Raspberry Pi to instantly recognize these requests and corresponding log entries of
their recognition. The ESP32 firmware was coded on Arduino IDE, which received
openings through Wi-Fi and triggered relevant relay. Additionally, Flask logged
the results of the recognition and acknowledgment with timestamps to cross check
with Excel for latency and reliability (provided acknowledgment vs required
acknowledgment).

Testing parameters. Testing was done throughout daytime, artificial and low
light settings with the camera moved at different angles for recognition strength -
each round of testing both requested registered cars and emergency ones, while
checking system through disabled Wi-Fi temporarily to assess error tolerance.
Latency was recorded from recognition through license plate and action by barrier
where both timestamps were timestamped - one timestamped thanks to recognition
and the second acknowledged by log entries of Flask. Ultimately all testing was
done indoors to keep external elements away while sustaining the operational
situation as realistic as it could be.

189



190

Therefore, such parameters provided before such testing could stabilize as
much as possible to promote successful operationality of the suggested smart
barrier access system.

Local Server Communication (Flask Integration).

One of the most innovative features of the solution proposed is Raspberry Pi
as a local server with Flask that connects the imaging portion of the solution (the
camera), the decision-making portion (the database), and the control portion
(ESP32 for barrier actuation). In this section, we'll clarify how this Flask app
mediates and why this local server is the most effective solution.

Raspberry Pi integration through Flask: Raspberry Pi is a lightweight Flask
web server that connects to the barrier all the time. The camera used (in our
prototype, a Full HD IP camera) is an active video feed of incoming vehicles.
Raspberry Pi either requests an image from a camera at a certain frame per second
or the camera pushes frames to Raspberry Pi with an HTTP GET endpoint. When
Raspberry Pi receives a new image, the Flask app processes it on its thread. The
first processor to act upon receipt is the imaging processor, which reads the plate
by detection and cropping (all of this processed in Python with OpenCV), to which
it automatically passes the cropped plate string to Tesseract OCR for character
recognition. The OCR output becomes a plate string which is searched in the
database (an Excel file of registered and emergency vehicles) that is loaded to
memory for rapid access at the server's initial start.

The logic for making a decision occurs in software: if the license plate string
returns as registered or is acknowledged as "emergency service," a command via
GPIO (to which the ESP32 door opens) is activated, whereas if it's acknowledged
to be unauthorized, no command is sent (the door remains closed). As a result, the
Image acquisition via GPIO, optical character recognition, database inquiry, and
decision-making occurs locally with Raspberry Pi due to the interoperability of
Flask connecting the vision and decision/control components.

Communication to ESP32: After the Flask server determines whether the
barrier should open or close, it needs to send this to the ESP32, which provides
relay action for the barrier motor. To maintain a decoupled architecture, we
decided to use RESTful communication across the local Wi-Fi network.
Essentially, the ESP32 also has a very simple web listener (HTTP server) and the
Flask application is the client which hits (requests) the ESP32's listener. Thus,
when the barrier is confirmed open (i.e. camera feedback) for an authorized
vehicle, the Flask server sends an HTTP POST request to the ESP32 using a
specific endpoint along with the action flag. Thus, upon receiving this flag, the
ESP32 will execute the corresponding routine to turn on the relay which opens/lifts
the barrier.

Similarly, we opened it to lower the barrier or we closed it after a specific
period of time through auto-close. The process can also send back confirmation to
Flask, for instance, it can hit a Flask endpoint if it successfully opened/closed as a
log into the system. Thus, in this sense, communication is bi-directional.
HTTP/REST via Flask was chosen since it's a trusted method of communication



over a local network and would not bog down relays expecting certain response
times (i.e. it has low latency and reliable expectations). Furthermore, it was a faster
decoupled solution with existing libraries on both Raspberry Pi and ESP32 that are
well understood and tested thus extensible. Thus, any potential future networking
additions or Uls would be as simple as REST API endpoints requirements.

Rationale behind a local server architecture: Ultimately, Raspberry Pi serves
as a local server (no cloud hosted service or microcontroller only logic) because of
ease of operation:

1) Autonomy and Dependability: A Raspberry Pi serves as a local server for
everything, meaning all processing and decision-making occurs without relying
upon a distant server or the internet. This is important in a scenario where cloud or
networked alternatives are not available - think military networks or secure power
plants without external openings; the barrier will always work during times when
the internet is down, as it should in military/emergency infrastructure. This means
that even if the cloud or central repositories are down or hacked, this works based
upon the intelligence present and accessible at that site and can give access to
trusted or prioritized vehicles.

2) Low Latency: As such, there's no added latency from relaying information
to the cloud to receive a reply; as noted in Table 2, recognition and control operate
in under a second. Such low latency is necessary for real-time operations like a
barrier opening for an emergency vehicle speeding toward it. If everything
operated off cloud-based information, there would be additional networking and
downtime that would ruin time-sensitive, emergency access needs.

3) Data Security and Privacy: All license plate numbers and access logs are
kept local. In sensitive applications (Ministry of Defence sites or restricted
industrial sites), it is consistent with technical and security needs for secure access
control and information system (ST RK 1699-2007 [23]; ST RK 34.025-2006
[24]). These standards dictate general access control terminal device requirements
and the secure processing of sensitive information. As such, since this is an in-
house solution, everything is ideally maintainable compliant with restrictions set
for sensitive spaces; the onboard database on the Raspberry Pi holds all vehicle
lists and logs and can support encryption and backup options in-house. The Flask
server will also ensure that any remote access (operator dashboard connection, for
instance) is authenticated and compliant with critical infrastructure security
standards for information/access dissemination.

4) Modular approach and scalability: Flask is a good option because it allows
for future expansions. For instance, the web-based dashboard could be uploaded to
the flask server in the future to allow administrators to check if the system is
working or not, manually open/close the barrier, or update the current vehicle list
through a browser. In addition, other microservices (camera feed, barrier unit
health reporting) can be hosted on the local server without the need for more
devices. Thus, choosing a Raspberry Pi for the server (as it's a widely used Linux-
based microcomputer) means that more advanced logic and running a multi-part
solution will be easier than just running it on a microcontroller. Furthermore,
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Raspberry Pis meet software requirements for standards-compliant access control
systems, as there is a possibility to update software to meet any required
protocols/logging requirements of such standards ST RK 1699-2007 [23]; ST RK
34.025-2006 [24].

Ultimately, the Flask-based local server is the “brain” of the smart barrier
system, linked to the vision module, database and actuator. Thus, the system is
modular and redundant, no outside actors are needed to make this work in the field
(even in off-site or gated areas), and compliance is very flexible for technical and
legal demands for a highly populated military and civilian population.

Results.

A visual representation of the proposed automatic license plate recognition
(ALPR) subsystem is presented in Figure 5. It shows the sequential stages that are
applied to a sample image of a vehicle during the recognition process.

In particular, Figure 5 illustrates the acquisition of the original image,
followed by Figure 5 edge detection and contour extraction for localizing the
region, and ended with cropping the license plate region for optical character
recognition (OCR) (Figure 5). The system's ability to segment and recognize text
under natural lighting conditions is evidenced by the successful detection and
extraction of the license plate '"A100AE799'.

OOAE S

|A100A&732.

Figure 5 - Visual stages of the ALPR process:
(a) Original vehicle image with detected plate
(b) Edge-detection and contour extraction result
(c)Cropped license plate region used for OCR processing
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Overview of Obtained Data.

The following subsystems were designed, implemented, and tested, resulting
in the successful integration of all major functional components of the proposed
intelligent barrier system:

1) Trained on diverse image datasets for reliable plate detection and text
extraction, a machine learning based automatic license plate recognition (ALPR)
model.

2) Raspberry Pi hosted local server, which is responsible for database
verification and generation of control commands for barrier actuation.

3) A structured Excel-based database that contains records of registered
vehicles and emergency service identifiers, enabling priority access handling.

4) A custom ESP32-based printed circuit board (PCB) that executes physical
barrier operations (open/close) based on commands from the local server.

All these components working successfully confirm the feasibility of
developing an end-to-end embedded system that covers the entire control chain.

Regarding latency and responsiveness, the system seemingly operates in real
time. As previously noted (in Table 2), the end-to-end average time from license
plate detection to barrier raising is about 0.73 s. Thus, this suggests that raising the
barrier happens in quick succession from vehicle detection, meaning those vehicles
are not overly delayed in either access or egress. Such latency is less than average
expectations of access control systems (usually a couple of seconds at most) and
further encourages this paper's emphasis on local processing. Furthermore, the
largest percentage of latency observed (i.e., ~052 s) is the latency from taking the
image and performing OCR; by contrast, the time for logic decision-making and
Wi-Fi transmission averaged only ~013 s combined, and relay/motor initiation
averaged only ~0.08 s before any motion began. Thus, the findings suggest that
any remaining improvements should be relative to image processing time/OCR
accuracy instead of communication and control speed, which, at present, are
inherently fast.

Besides acknowledgment and timing, a mechanical performance comparison
of the barrier actuator control was made quantitatively. The barrier mechanics
include an internal sensor that allows the actual trajectory of the barrier arm
movement to be recorded for each opening/closing, from which the RMSE of
tracking error from the desired trajectory is extrapolated. Using a Raspberry Pi +
ESP32 as a proposed controller with a method for adaptive adjustment from
acknowledgment and emergency takeover in real time, the RMSE was 1.07 mm. In
addition, a second system (i.e., the controller of the standard barrier, none of the
proposed adjustments for adaptability included) was assessed under the same
condition for empirical controlled comparison; the second value reports a higher
tracking error (RMSE ~1.26 mm under controlled conditions). Therefore, the
implementation of the proposed system decreases the trajectory error by ~15%
from a standard PID equipped system with no means for adaptation.

Even more significantly, we reduced the average actuation delay (time to fully
open the barrier after it begins closing) (0.73 s in our system vs. ~0.91 s in
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reaching the open position/equivalent trigger of the PID baseline) by almost 20%
based on expedited detection-to-actuation - essentially, the Raspberry Pi sets the
threshold and begins opening the barrier immediately upon detection, as the
control firmware on the ESP32 for this application overshoots and oscillates less
than a standard PID would by responding, more generically, to sustained feedback.
Thus, these advantages show that an integration of real-time, visual decision-
making on the Raspberry Pi and application-specific control programming on the
ESP32 goes a long way for practical developments on response and stabilization of
the barrier.

Yet, for determining system resilience with shifting parameters, additional
testing was done in conditions beyond nominal, daytime. Table 3 includes license
plate recognition in various illumination conditions where, nominal (daylight, as
noted previously), it was highest OCR (string accuracy ~95%). When it dipped to
night illumination of lower than ~50 lux (no infrared increase), recognition string
accuracy was only roughly 85%.

Thus, low illumination conditions suggested higher CER (maladaptive
readings occurred less than 1% of the time in nominal conditions vs ~3% in low
illumination); it means, however, that more character misreads occurred (either
misreads mistook sensor noise or motion blur too difficult in the dark). Still, as
OCR was simply less accurate at night, the system at least did acknowledge most
plates at night, and once more, did not open the barrier incorrectly (without proper
treatment, unrecognized approved plates were merely not let in; in a practical
implementation scenario, this would be easily solved by supplementary measures
such as RFID or manual control for those few). However, a simple addition of
secondary infrared lighting or practical use of a more sensitive camera would

likely improve OCR performance in night scenarios [5+[535]-[544]}. Thus,

results illustrate that the system works with reasonable accuracy in poor lighting -
which is non-negotiable for 24/7 application. Moreover, in poor weather conditions
(represented through glare insertion and some moderate occlusion through testing
Images), recognition was still above ~90% for clearly readable plates but could
have variable responses if the plate is too obscured (which is not an OCR feature
and needs advanced image processing or machine learning for reliably reasonable

detection [5+[537]-[544]}. Ultimately, these measurable assessments suggest that

the system possesses appropriate functional characteristics for intelligent barrier
access control and that marginal losses in extreme situations where functioning is
expected to degrade can be noted for reasonable future refinements.

Table 3 - License plate recognition performance under different illumination
conditions

Lighting Approx. Plate CER Observations
Condition [lluminance Recognition
Accuracy



Daylight (clear | ~10,000 lux | 95% 0.8% | Reliable recognition;

conditions) (bright day) | (excellent) No errors in most cases.

Low-light/Night | ~50 lux (dim | 85% (reduced) | 3.0% | Some characters
(no IR assist) lighting) misread; suggests need
for IR illumination.

A similar set of vehicles underwent testing under the same conditions for
similar daylight vs. low light. Illuminance values are estimated. When it comes to
OCR, levels of performance may be lower in low light, but still realistic and
trained better with additional lighting.

Trends and System Reliability.

Yet as a system interconnected, good outcomes were observed, ease of
integration, assistance between modules and determined expected output reliability
across tests from start to finish. For example, Raspberry Pi + Flask did not crash in
the attempt to reconnect to ESP32 once it was out of range (albeit an unrealistic
situation since they use the same connection to connect . They should not be apart,
yet for practicalities of trying to reconnect without human determined separation,
they were. Yet if it is apart long enough, and the reconnect attempt is enough to
reset any efforts to reconnect, Raspberry Pi + Flask will simply have what it
believed were unsecured commands to the ESP32. Upon reconnecting, it will ask
for those commands to be granted, in general, and reconnection efforts will be
employed with the barrier.

A no crashing and unrecoverable failed errors found during testing should
provide a reliability for a configuration expected output. Furthermore, a configured
expected output for Raspberry Pi + Flask to respond to granted security command
of Raspberry Pi's remote (to merely test out the theory) acquired that expected and
expectation recognition-action latency was found with low jitter, although latency
value itself was low in variance (\sigma < 0.12 s under normal operating
conditions) suggesting that the real time is practical and reliable even while loads
on either end may differ (for wireless and processing). This is important for a
fielded solution that it rely on itself with no exception if a public input truly goes
down (for worse comes to worst situations for sensitive point-sensitive areas, i.e.
sensitive point is sensing a sensitive point is an outside entrance with poor WiFi in
a rural area or needs to be fielded with military assets without concern that it's no
longer connected to networked support). Therefore, this autonomy is a necessary
feature for public and military use.

Furthermore, as a good configuration for a configuration to forward, easy
implementation or interconnected implementation as an upscaled option is merely
an easy success here. Many more barriers or entrances could essentially be had
through a networked Raspberry Pi + cameras and appropriate ESP32 controlling
devices - as long as they're on the same network to access locally. The Flask API is
inherently modular with minimal amendments to what's been coded for new
barriers or sensors that can easily be integrated without need for localized central
control over them all unless that need is present.
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Table 4 - System behavior under stable and disrupted communication
scenarios

Network Condition System Response

Normal (stable Wi-Fi |Real-time operation. All recognition events immediately
connection) trigger barrier actions (average latency ~0.73 s). No
commands are lost; continuous monitoring is active.

Temporary outage (e.g.|Flask server queues the open command; barrier action is
5 s loss of Wi-Fi) delayed until connectivity returns, then immediately
executed. No system reboot or manual intervention needed;

the system resumes normal operation automatically.

In addition, the system can continue to scale to larger data output; for
example, the static Excel database can be upgraded to an SQL one or even a secure
cloud database if this system ever runs with connection and in an approved
environment, allowing further scaling to thousands of vehicles per day, although
recognition and command/control logic remain on the edge (thus, it can work if the
cloud is not connected for a limited amount of time). Overall, this design adheres
to many pre-existing requirements and guides for access control systems.

Furthermore, hardware and software components can be scaled to meet
industry and Defense standards (for example, ISO/IEC 27001:2022 for control
system [25] cybersecurity). Tested and implemented systems from this study allow
for real-world implications, which allow for smart cities (parking lots, residential
gates) to transition into critical infrastructure (emergency service depots, military
checkpoints). Thus, table 4 shows how the system responds with empirical results
based on expected networking conditions and compromised ones.

For example, network loss is attained with Raspberry Pi (server) and ESP32
(controller) in hand but required processing functionality as the request cancelation
just has to wait until reconnection allows nuance for when requests are able to be
completed. No manual restarts were required throughout testing.

Ultimately, these trends highlight that the designed architecture is resilient to
stressful periods and still operational, adaptable, and only sluggish in recognition
of compromised conditions. Whether that means a network with limited strength or
a recognition of movement/feedback that isn't as strong, proper vehicle access
registration occurs to maintain the integrity of the results regardless.

Ultimately, this reliability will allow this system to be used in secure parking
lots/walls, industrial facilities/warehouses, emergency service
stations/deployments, and defense locations. Thus, through redundancy capabilities
and offline access, critical limitations of current barricade systems are resolved
while proper performance facilitates further reciprocity of operations which
enhances performance capabilities and potential future use.



https://www.iso.org/standard/27001

Confirmation of Research Hypothesis.

Results confirm the initial hypothesis: integrating machine learning and
embedded hardware into an autonomous, locally controlled barrier system can
effectively manage vehicle access, also granting priority to emergency services.

The results go on refining the hypothesis by showing that environmental
conditions, particularly illumination, are a key factor influencing recognition
reliability. Future research should, therefore, focus on environmental adaptation
and scalable database solutions to ensure consistent performance in real world
deployments.

Discussion.

The experimental results indicate that the proposed intelligent barrier solution
works adequately enough with the expected recognition precision when applied to
most environmental conditions. The degradation of performance in extreme
brightness and darkness implies that the recognition subsystem is influenced
heavily by light exposure, but its autonomy can always be improved through
additional infrared lighting or adaptive exposure parameters, which would provide
a more reliable solution when nighttime and visibility are at their lowest.
Nevertheless, even when impaired, the proposed solution achieved 94.6%
recognition precision and responded to requests in average end-to-end time less
than one second, validating its solution viability for real-time access management.

Another notable result involves the solution's resiliency and modularity. The
Flask application worked as intended, even during intermittent network
disconnections, maintaining control over the barrier for access and no access
requests. Network-independent operation is crucial for solutions operating in
secure or remote positions with limited connection access to avoid compromising
physical operation. Furthermore, the solution's modularity makes it easy to
incorporate other sensors and communication methods or additional security
functionalities for adjustment and scaling to greater smart-infrastructure networks.
Thus, relative to a low-cost embedded solution, reasonably optimized, this
approach fulfills practicality in the field concerning technical and security demands
for automated vehicular access and emergency requests.

Conclusion.

Our work focused on developing and evaluating an intelligent barrier control
system that incorporates computer vision-based license plate recognition, local
server decision-making, and embedded hardware actuation. An end-to-end
workflow was demonstrated using the prototype system: real-time capture of
vehicle images, recognition of license plates using OpenCV and Tesseract OCR,
access decisions based on a local database, and physical barrier control using an
ESP32 relay. In order to comply with safety regulations, a dedicated emergency
vehicle override function was implemented, which allows for priority access.

Scientific contribution: This study demonstrates the feasibility of combining
machine vision (OpenCV + Tesseract OCR), embedded control (ESP32-based
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PCB), and local edge computation (Raspberry Pi server) into an autonomous
vehicle access management system.Integrating algorithmic ANPR studies with
practical embedded implementations advances the current state of research.

Practical implications: In both industrial and residential environments, the
developed system can reduce emergency service response times, eliminate the need
for manual gate operators, and enhance access reliability. As a result of the
approach, fully autonomous, cloud-independent solutions can achieve operational
efficiency while maintaining compliance with local and international safety
regulations.

Limitations: The present study was carried out in restricted experimental
conditions, without extensive testing in different weather or nighttime illumination
scenarios. Scalability and data synchronization for large-scale deployments are
currently hampered by the current use of an Excel-based database. Integrating a
dedicated SQL or cloud-based data infrastructure and testing under diverse
environmental conditions should be included in future work.

Recommendations and further research: For more research in science, the
possibility of better OCR stability in hard-to-reach visual scenarios and image
preprocessing adjustment integration is recommended.

For practical implementation, recommended system architecture exists for
continuous traffic and low-vulnerability emergency access; for regulations and
compliance, like-minded control systems could be instituted to support similar
regulated national studies on emergency accessibility and safety standards.

In conclusion, the research provides theoretical and experimental validation of
an ANPR-based access control solution featuring a scalable, decentralized, and
autonomous architecture compliant with Kazakhstani and international standards.
The proposed system demonstrates the applicability of decentralized ANPR
technologies at military facilities, healthcare institutions, protected areas, and
critical infrastructure sites. Furthermore, the architecture offers a practical
framework for enhancing security, supporting priority access for emergency
vehicles, and improving operational resilience under limited network connectivity
conditions.
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KEAEJI 7&KOPJAEM KOJIIKTEPIHE BACBIM/IBIKIIEH KOJI )KETKI3E
OTbIPbIIL, MAHBI3/Ibl THO®PAKYPBLIBIME'A KOJI KETKI3Y I
BACKAPYJAbIH UHTEJUVIEKTYAJI/IbI /KYWECIH 93IPJIEY

Anaarna. by Keslik KypajiblH TaHyFa KOJ JKETKI3yAl 0acKapy KYpbUIFBICHI
JKoHe Hemipal aBToMarThl Typae TaHy (ANPR) Tockaybuibl Oomamiak akbLIbI
Kajajap MEH MaHbI3ABl  HWHQPaKYphUIBIMIBI  JaMbITy  YIOIIH  OCBIHIAN
WHHOBAIUSJIBIK TPOTOTUNTIH OOJIIT1 PEeTIHIe KYTUIETIH (DYHKIIUSHBI COTTI OPBIHJIAY
YIIIH aBTOHOMJBI >KYMBICTBI TEKCEpY/l MaijanaHaabl, MYHJIa KOJ KETKI3YIl
Oackapy OpTajbIKTaHABIphUIIMaFaH OpEeKeT peTinae TaHa1a bl
OpTaJbIKTaHABIPhIIIMAFaH MIEIiMIEPCi3.

Ocpnaiiia, KeJiK KypaidblH TaHyFa KOJI )KeTKI3yJll 0ackapy KYpbUIFBICHI anpr
(HeMip/Il aBTOMATTHI TYpJIE TaHy) *KoHe >keprunkTi Raspberry Pi xxone ESP32 Be6-
cepBepiepl apKbUIbl €HIIPIITEH 1CKE KOCY apKbUIbl KOJ KETKI3y/Al Oackapy *KoHe
*aHa (PYHKIIMOHAJIIBUIBIK apKbLIbI )KYMBIC 1CTEIA1, OYJ1 KOMIIBIOTEPIIIK KOPY KIHE
[oT-MeH KymbIC ICTEWTIH KYpPBUIFBIHBIH  TIPKECIMI  anmaparTblK >KOHE
OarapyiaMalibIK XKacaKTaMaHbl O1p KYPBUIFbIJIA 1CKE KOCA/IbI.

YCBIHBUTFAH JKYWEHI OCKEpPH HbBICAaHIApAa, MaHBI3IbI HHOPaKYPHLIBIM
HBICAHJAPbIH/AA, JEHCAYJBIK CaKTay MEKeMeNlepiHAe >KOHE KOJiK KypalaapbiH
JKBUIIAM KOHE CEHIMII COMKECTEHAIPY/Il KaKeT eTeTiH 0acKa J1a KO MKEeTIMJILIIr
MIEKTEYJl Kepiiepae Koimanyra Oonansl. OHBIH — OpTalbIKTAHIABIPHUIMAFaH
aApPXUTEKTYpachl OMEPAlMSIBIK TYPAKTBUIBIKTBI apTTHIPAIbl KOHE MIEKTEYI
JKEJITIK KOCBUIBIM KaFdaibIHAa CEHIM/II )KYMBICTBI KAMTaMachl3 €Te/Il.

AKBIpBIH/IA, TECTIJICY KYTUIETIH ONEPAIMsUIBIK JICHTeHIep/Il pacTaabl, OUTKEH1
OJI JKOJI IeHreliH TaHy GYyHKIUACH 94,6% IoAIKIICH COTTI TaHBUIFAHBIH PACcTaIbl.
Anaiina, TaHpulFaH Oip Hemip Oip ToH OoifbiHINIA Oip pPEeT TaHBUIFAH JIeM
€CeNTEeNreHIKTEeH, TaHy JKbUIIaMIbIFbIHBIH OpTallia Kigipici 73 CeKyHATHI Kypabl.

ConHbIMEH KaTap, GYHKIIMOHAIABIK HUET TaHy YaKbITBIHAH KeHiH 1 ceKyHaTaH
KEeHIH >KYMBIC ICTEHTIH HAKTBl QJIEMJICT1 JKaFJaijlapra HETI3/eJITeH KYTIJIETIH
HoTwkenepal anael. Kaltamama TecTuiey KypbUIFBIHBIH HWHTEpHETTeH (Oipa3s
YaKbITKa) aXXbIPaThUIFAaHBIH PACTA/IbI.

Kipic >xoHe mblFbic OENTUICHIeH Kipy HYKTECIHAE ©3 OpHbIHAA OeKITUIAl. by
OpTaBIKTaHABIPhIIMaFaH (yHKIIMAIAFbI TYPAKTBUTBIK HUETTEPIH KOJITANIBI.

Caitpim kenrenze, Oy HOTHOKENEp "akbULABI Kaja'" KomaHOamapbel, oCKepH
HBICAH/IAP KOHE CEHIM/II OPTAIBIKTAHIBIPhUIMAFaH KOJI KETKI3Yy/l 0acKapy KaKeT
00naThIH MaHBI3bl UHOPAKYPBUTBIMIIBIK OpTajap YIIIH d31pJCHIreH MPOTOTUNTIH
OPBIHIBUIBIFBIH PACTANIBI.
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Tyiinai ce3nep: Homipai aBToMatThl Typae TaHy (ANPR); unremnekryansl
TOCKAybUI JKYHeCl; IIeTKi ecenTey; HWHTEPHET 3aTTapblHa HETI3IEITeH KOJ
KETKI3yZl Oackapy; OHIIPUITeH JKyHenep; MaHb3Ab HHPPaKYPbUILIMHBIH
KAyIICI3/iri; oCKepU HBICAaHAAp; aBTOHOMJIBI KOJI JKETKI3yHl Oackapy; KeJlK
KYPaJIbIH COMKECTCHAIPY; JKEIeT KopAeM KOIIT1HIH 0aChIMIbIFHI.
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PA3BPABOTKA UHTEJUIEKTYAJIBHOM CUCTEMBI YIIPABJIEHUSI
JJOCTYIIOM K KPUTUYECKHA BA’KHOU NHO®PACTPYKTYPE C
IMPUOPUTETHBIM JOCTYIIOM K TPAHCIIOPTHBIM CPEJICTBAM
CKOPOH MOMOIIHA

AHHOTanusi. DTO YCTPOMCTBO YIPABJIEHUS AOCTYIIOM K paclO3HABaHUIO
TPAHCIIOPTHBIX CPEJACTB U Oapbep aBTOMATUYECKOTO PACHO3HABAHHUS HOMEPHBIX
3HaKOB (ANPR) ucrnosib3yloT aBTOHOMHYIO MPOBEPKY MPOU3BOJIUTEIBHOCTH IS
YCTIEIIHOTO  BBHITIOJHEHHWs] ~ OXuAaemMod  (QyHKIMM B paMKax  TaKoro
WHHOBAIIMOHHOTO TPOTOTHMA JUIsi OyIyIIMX WHTEJUIEKTYalIbHBIX TOPOJOB U
pa3BUTHS KPUTHYECKH BaXHOW HHOPACTPYKTYpHI, TAE YIpPaBJICHHUE TOCTYIIOM
BBIOMpAETCSl Kak JICLEHTPAJU30BaHHOE JeWcTBUE 0€3 JIeLEeHTPaIn30BaHHBIX
pELIEHNU.

Takum 00pa3oMm, yCTpPOWCTBO YNpaBlIEHUS TOCTYIIOM K pacrno3HaBaHHIO
TPAaHCHOPTHBIX cpelacTB pabdotaer ¢ mnomomisio ANPR  (aBTOomMarmueckoe
pacro3HaBaHME€ HOMEPOB) M BCTPOEHHOI'O YIPaBJICHUS JOCTYIIOM W HOBBIX
¢dbyHkumii depe3 BcTpoeHHble BeO-cepBephl Raspberry Pi u ESP32, kortopeie
NPEJICTaBISIIOT cO00M KOMOMHAIMIO KOMIBIOTEPHOTO 3PEHUS M YCTPOWCTBA,
pabotatomiero ¢ loT 3amyckaeT ammapaTHOE€ W MPOrpaMMHOE OOecredeHHe Ha
OJHOM yCTPOMCTBE.

[Ipenyaraemasi cuctemMa MOKET MCHOJB30BaThCS HA BOEHHBIX OOBEKTax,
KPUTHYECKH BXKHBIX 00BEKTaX MHPPACTPYKTYPHI, MEIUIIMHCKUAX YUPESIKICHHUIX U
APYTUX MECTax C OTPaHUYCHHBIM JTOCTYIOM, TPEOYIOIIUX OBICTPON M HAIS)KHOUN
uACHTU(DUKAIIMY TPAHCTIOPTHBIX CPeACTB. ETo AeneHTpain3oBaHHas apXUTEKTypa
MOBBIIIAET ONEPAMOHHYIO CTAOUIIBLHOCTh M O0OECIEeYMBAET HAJEKHYI0 paboTy B
YCIIOBUSIX OTPAaHUYEHHOTO CETEBOT0 MOKIIIOUEHHUS.

Hakonen, TecTUpoBaHUE TOATBEPAMIO OXKHAAEMble HKCIUTyaTal[MOHHBIE
YPOBHH, MOCKOJbKY MOATBEPAWIIO, UYTO (DYHKLHS paclO3HABaHWs YPOBHSA IyTH
ObUIa YCHEIIHO pacmo3HaHa ¢ TOo4YHOCThIO 94,6%. OpHako, MOCKOJBKY OJHO
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IPU3HAHHOE YHUCJIO CYWTAJOCh NPU3HAHHBIM TOJBKO OJHMH pPa3 IO OAHOMY
IpeaMeTy, CpEeIHss 3a1epKKa CKOPOCTH pacliO3HAaBaHUs COCTABIIIA 73 CEKyH/bI.

Kpome TOro, ¢QyHKUMOHAJIBHOE HAMEpPEHUE IMOJIYYUJIO  OXKHIAEeMbIe
pe3ysibTaThl, OCHOBAaHHbIE HA pPEaJbHBIX YCIOBUSIX, KOTOpbIE padoranu uepe3 1
CEeKyHJly IIOCJI€ BpeMEHM  pacrnoszHaBaHus. IloBTopHOEe  TecTHpoBaHHE
HOJTBEPANIIO, YTO YCTPOMCTBO OBUIO OTKJIFOUEHO OT MHTEpPHETAa (Ha HEKOTOPOE
BpeMsl).

Bxon u BbIXOA ObLTH 3apUKCHUPOBAaHBI Ha MeCT€ B O0O3HAYEHHOW TOUKE
BXOJa. DTO MOAAEPKMBACT HAMEPEHHUs CTAOWIBHOCTU B JEIECHTPAIM30BAHHON
(yHKUIHH.

B KOHeEuHOM cueTe, 3TH pe3yibTaTbl MOATBEPKIAIOT OCYLIECTBUMOCTH
NpOTOTUIA, pa3pabOTaHHOTO IS TMPUIIOKEHUN "yMHOTO Topoja", BOEHHBIX
OOBEKTOB M KPUTUYECKH BaXHBIX HHPPACTPYKTYPHBIX CpeHd, TJl€ HEOOXOIUMO
HAJIKHOE JELEHTPAIM30BAHHOE YIIPABICHUE TOCTYIIOM.

KiroueBble cioBa: aBTOMaTHyeckoe pacrno3HaBanue HomepoB (ANPR);
WHTEJUIeKTyallbHass ~ OapbepHasi  cucreMa;  nepudepuilHble  BBIYUCICHHUS;
yOpaBJIE€HUE JOCTYIIOM Ha OCHOBE HMHTEPHETA BEIICH; BCTPOCHHBIE CUCTEMBI;
0€30MacHOCTh KPUTHYECKH BaXHOM MHQPPACTPYKTYpPhI; BOCHHBIE OOBEKTHI,
ABTOHOMHBIA KOHTPOJIb JIOCTYIA; WIACHTU(UKAIMS TPAHCIIOPTHBIX CPEJICTB;
PUOPUTET TPAHCIIOPTA CKOPOH TTOMOLIH.
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