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The importance of information security as an integral part of the cyber
security program

The development of Internet technologies has led to the problems of ensuring information
security and the emergence of risks and threats both for Internet users and for society as a whole.
The key concept of cyber security, which previously included primarily technological tools, has
now been expanded due to the concepts of virtual communication and virtual extremism. Human
capital, as one of the factors of cybersecurity, becoming the object of information influence, can
be just as susceptible to cyber attacks as information systems themselves. The article discusses
the importance of research approaches in this direction in the context of the fact that it can be of
great importance in the education of the personnel of the armed forces of the country, since the
security of the state largely depends on them.

Keywords: information space, internet communications, cybersecurity, information
security, human capital, armed forces, information threats.

Introduction

Today, information has become a powerful, tangible resource that has even
greater value than natural, financial, labor and other resources. Information has
become a commodity that is sold and bought. Moreover, it has become a weapon,
information wars of various scales and intensity are being waged everywhere. In
such conditions, the more common phenomenon of influencing public opinion is
not the media, radio and television, but online platforms, networks and mass media
operating on the Internet.

It is not for nothing that the XXI century is called the century of high
information technologies: the main feature of modernity is computerization and the
introduction of the latest means of communication into the sphere of society,
technological progress has contributed to the transformation of all communication
interactions. The unprecedented growth in the volume of information flows and the
possibility of immediate feedback have also influenced the field of political
activity, stimulating scientific and practical interest in studying in a new light the
issues of the implementation of democratic procedures, the formation of civil
society.

Methodological basis

The principles of cognition of social, scientific, empirical phenomena,
problems of information security in the context of reorganization and changes of
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such a flexible phenomenon as the information environment have determined such
methods of cognition as empirical, analysis and synthesis of theoretical material;
method of comparison, comparative analysis; meaningful. These methods allowed
us to investigate the main trends in the definition of information risks and their

Impact on the structure of information security in the context of the importance of
cybersecurity issues for the state

Main body

The use of technical means in public life has led to the creation of a specific
type of mass communication that occurs between the subjects of society and the
information space [1]. If during the XX century the main means of mass
communication were traditional channels of communication: printed publications
and electronic means of communication, then the beginning of the new century
was marked by the active development of Internet technologies that qualitatively
chan ged the nature of politics, giving it virtual characteristics. Thanks to new
opportunities, mass political communication has increased the speed of
information dissemination, reaching the consumer in the shortest possible time.
The large volume of transmitted information, brevity and memorable imagery of
messages increased the intensity of the impact on the audience. The blogosphere,
electronic media, social networks, portals, forums and websites, online
communications are constantly updated and have an increasingly significant
impact on public opinion.

Internet communications give impetus to the development of civil society,
promote publicity and openness of social and political processes. In a short time,
they provide an effective dialogue between the authorities and society and allow
interaction directly with the target audience. The Internet is a kind of an
information base that stores and reproduces an unlimited amount of information
and provides quick access to a significant audience [2]. They also play an
important role in the development of civil society, expanding the possibility of
social control of power through network technologies. At the same time, with the
development of Internet technologies, the issue of cyber security is becoming
acute, which includes the protection of information, but is not limited to it. This is
protection against viruses, hacker attacks, data forgery, which can not only delete
or steal data, but also affect the work and productivity of employees, use
information against a person or structure. Cyber security today is responsible for
three factors: systems, processes, and people. Let's consider the most vulnerable, in
our opinion, position from the point of view of external non—technological impact -
«people». Which, in our opinion, allows us to assert that the concept of
information security is today one of the segments of cyber security.

President of Kazakhstan K-Zh. Tokayev, having approved the National
Security Strategy for 2021-2025, stressed that the main focus of the program is on
countering the key challenges that are projected for the next five years and on
ensuring security in the field of human capital — first of all, preserving and
multiplying the intellectual potential of the nation [3]. The transition to new criteria



of management strategies based on a competent ideology of the development of a
modern democratic society, the implementation of conditions for a social elevator
accessible to modern youth, holistic support for the accumulation of intellectual
resources; which, in turn, affects the development of the state; cannot but be based
on the tasks set by the criteria of national and information security of the country.
Intellectual potential as the basis of state management activity is becoming one of
the most important resources for ensuring the national security of the country. In
turn, the implementation of national state policy is closely related to the need to
analyze the role of information security in the context of its impact on the life and
stability of a democratic society.

In accordance with research approaches, information security — the ability of
the state, society, social group, individual to provide, with a certain probability,
sufficient and protected information resources and information flows to maintain
vital activity, sustainable functioning and development, to resist information
hazards and threats, negative information impacts on the individual and public
consciousness of people, as well as on computer networks and other technical
sources of information, to develop personal and group skills and safe behavior
skills, maintain constant readiness for adequate measures in the information
confrontation, no matter who imposed it [4].

Of particular importance today is the use of information systems in the
formation of an effective system of management and education of the personnel of
the armed forces of the country, since becoming the object of information
influence, cadets and young officers automatically bear more responsibility for the
decisions taken than the civilian population, being the bulwark and guarantor of the
security of the state. The likely enemy will primarily consider this human
component as a priority object of its influence, which also requires taking measures
for the information protection of military personnel.

The Military Doctrine of the Republic of Kazakhstan notes that the use of
diplomatic, political, legal, economic and other non-military means is a priority for
the protection of the national interests of the country [5].

The Law of the Republic of Kazakhstan "On National Security of the
Republic of Kazakhstan" clearly defines the threats that relate to the information
sphere, including:

— violation of the integrity (distortion, substitution, destruction) of
information, software and other resources, as well as falsification (forgery) of
documents;

— malfunction (disorganization of work) of information systems and
communication networks, blocking of information,

— violation of technological processes, disruption of timely problem solving;

— cybercrime in order to establish information dominance;

— information and intelligence operations;

— electronic warfare in order to suppress (disable) technical means of
communication and data transmission [6].

These threats have been realized in an active and constantly growing
information confrontation between individual countries, military-political alliances
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of states, as well as between countries and terrorist organizations, which are
usually reflected in the conduct of information wars. Researchers believe that the
main directions of ensuring information security in the Armed Forces, other troops
and military formations of Kazakhstan are: constant analysis and identification of
threats to information security, their sources; improvement of information security
tools against unauthorized access, development of secure communication and
management systems; certification of software and information security tools;
improvement of the structure of information security bodies and coordination of
their interaction; improvement of information security techniques and methods;
training of information security specialists [7]. If we pay attention to the
possibilities of using non-military means, which are mentioned in the Military
Doctrine and associated with the concept of threats to information security, then
first of all we need to pay attention to the opportunities that the Internet now
provides for manipulating consciousness. Of course, technology and technology
win wars, but modern methods of information influence can greatly enhance this
opportunity.

As mentioned earlier, information today may well be considered an effective
type of weapon, as it affects the mind and can undermine the situation in the
country from the inside. We can observe this on the example of information wars
and technologies of spreading disinformation. During 2020, when anti-racist
protests were at their height and against the background of a surge in COVID-19
cases, the human rights organization Avaaz conducted a study that showed that the
100 most «active disinformants» received millions more interactions on Facebook
than the top 100 accounts of traditional US media combined. «The scary thing is
that it's only for the top 100 accounts — it's not the whole universe of
misinformationy, — says Fadi Koran, Avaaz campaign director who worked on the
report. «It doesn't even include Facebook groups, so their number is likely much
larger. In this case, we made a very, very rough estimate» [8]. Facebook's Avaaz
identified the 100 most active disinformants on Facebook who shared at least three
misinformation posts, according to Facebook's third-party fact-checkers definition,
including two within 90 days of each other. On average, the 100 most active
disinformants shared eight confirmed misinformation posts each. They refused to
correct them after they were flagged by Facebook-related fact checkers.

The susceptibility of people to suggestion, which arises as a result of the
suppression of the rational principle of a person in a crowd, creates favorable
conditions for the introduction of any ideas and views into the mass consciousness,
especially with the help of new information technologies. Their appearance has
changed the very ways of expressing protest sentiments and the possibilities of
creating revolutionary situations. The so-called «Twitter revolutions» in the XXI
century have become an alternative source of influence and regulation of mass
unrest. The ability to independently control the selection of facts that did not
always meet the principles of fact-checking from different sources gave readers of
social networks the illusion of absolute rightness, since, according to most,
traditional sources of information filter news at their own discretion, in accordance
with editorial policy and in favor of power structures. After the events in Egypt in



2011, the world finally realized the colossal power of social networks in organizing
protest movements. When Twitter was actively used at the Iranian protests of
2009, it could be attributed to a combination of circumstances when a protest
Tunisian turned to social networks - by coincidence. But with the beginning of
unrest in Egypt, a new era finally came. Since in Egypt, Twitter actually played the
role of the organizer of the uprising, while its participants did not have a definite
leader [9].

Unfortunately, information technologies are actively being adopted by
destructive organizations that pose a threat to the national security of countries. We
are talking primarily about terrorist organizations and the acts organized by them.
Banned in many countries, ISIS actively conducted an information campaign,
which researchers considered one of the most successful information wars aimed at
capturing virtual space, where victory is achieved through tweets and viral photos.
During the assault on Mosul, 40,000 tweets brought the hashtags of terrorists to the
top, manipulating the agenda and causing panic with a virtual attack. Thousands of
terrifying tweets were published with promises of death to the resisters, stories
about killed, executed soldiers, photos of beheaded or crucified bodies. The virtual
attack on the city worked in such a way that, according to The Guardian, the
defenders of Mosul left their posts only after seeing the symbols of ISIS. The
Washington Post, citing a competent source, reported that during the first weeks of
the crisis in Irag, almost ninety thousand soldiers were deserted [10].

Informational and psychological confrontation has long and firmly become an
integral component of the preparation and conduct of combat operations.
Moreover, in the armies of Western states, the theory and practice of full-scale
information and psychological warfare against the troops and population of a
possible enemy are intensively developing, special structures and units are being
created. This is a global issue that our country cannot stay away from. The Armed
Forces of Kazakhstan are systematically working on the formation of national
potential in the field of cyberspace and the implementation of the Cybersecurity
Concept «Cyber Shield of Kazakhstany.

Noting that every day the world faces millions of cyber attacks in absolutely
all spheres of life, the Ministry of Defense of the Republic of Kazakhstan
commissioned in 2020 cyber threat recognition systems, target attack analyzers, an
antivirus security center and planned to carry out a complete re-equipment of the
information (cyber) security units of the Armed Forces with modern software and
hardware and information protection systems [11].

But along with this, information methods have become one of the most
important elements of the military potential of states, complementing and
sometimes replacing military means. Back in 1993, American political strategist
Jim Sharp published the book «From Dictatorship to Democracy», which will later
be translated into more than 30 languages of the world and will become a reference
book of revolutionaries. In his book, he described in detail how to change the
current political system and gave 198 specific recommendations for changing the
political regime. «It is possible to mobilize world public opinion as much as
possible, condemning the dictatorship on humanitarian, moral and religious
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grounds. But this is only a modest addition. We can make sure that governmental
and international organizations apply diplomatic, political and economic sanctions
against the dictatorship» D. Sharpe gave such recommendations in his book,
focusing on working with public opinion. Often, for this purpose, work is carried
out in the youth environment and among student organizations, thereby
accumulating the potential of future resistance. The researcher considered this
stage to be realistic planning: «It is important to remember that often many people
should participate in actions. Their reliability directly depends on high
standards...It is necessary to determine in advance which leadership structure and
communication system are most suitable for starting resistance. It is also important
what means of communication and solutions will be possible in the course of the
struggle in order to ensure constant leadership by both activists and the population
as a whole» [12].

Conclusion

With the advent of information threats, the specifics of working with society
have advanced so much, that today no country in the world can consider itself
protected from cross-border information threats and able to solve information
security problems alone. Consequently, global trends and interstate agreements in
matters of information security are of great importance for any state. Modern
democracy presupposes the participation of citizens in the processes of public life,
Is based on broad awareness of citizens, it ensures the development of opinions and
solutions in the context of a broad discussion in the movement towards agreement.
The states-players of the world space are obliged to strive to develop confidence-
building measures, including in the field of military use of the information space.

When developing political and legal acts that ensure the information and
national security of the country in Kazakhstam, international experience in the
field of security of countries such as the USA, Great Britain, Canada, the Russian
Federation, India, Estonia was taken into account. The exchange of national
concepts of ensuring security in the information space is one of the successful
experiences of interaction between states in this matter, but in addition, a well-
established operational exchange of information about possible threats in the
information space and the development of coordinated measures, consultation
agreements, exchange of experience and holding international meetings to
strengthen cooperation in resolving military conflict situations is necessary. It
should also be noted that the legal mechanisms for ensuring information security
and defense need constant monitoring and improvement, since new technologies of
the information society do not stand still and the faster their development goes, the
more the risks of information threats will increase.
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AKNaparTbIK Kayinci3aikTin kndepkayincizaik 0armapiaamMmacbiHbIH Kypamaac 0eJiri
peTinaeri MaHbI3ABLIBIFbI

HHTepHeT-TEXHONOTUNIApIbIH  JaMybl aKHapaTThIK —KayilCI3AIKTI KamMTamachl3 €Ty
npobjemMachlHa *KOHE WHTEPHET JKeNIiCIH MaifajaHylibliap YIUiH Jie, >KaJIIbl KOFaM YIIiH Jie
Kaylln-KaTep TYFbI3ybl MYMKIH. DBipiHIII Ke3eKTe TeXHOJOTHSUIBIK Kypaugap/bl KaMTHTBIH
Kubepkayinci3ikTiH HEri3ri TY)KbIpbIMIamachl OYTiHIT KYHI BUPTYaJJbl KOMMYHUKAIUS KOHE
BUPTYalbl  AKCTPEMHM3M  YFBIMAApPBIHBIH ~ €ce0lHeH  KEeHeWTial. AjaMu  KamuTan
KuOepKayinciziik (axkTopiaapelHbIH Oipi peTiHJe aKmapaTThIK ocep €Ty OOBEKTICiHe aifHana
OTBIPBIN, TIKEJEeH akKmapaTrThIK >Xyienep CHSIKTH KuOepmaOybligapra YIIbIpaybl MYMKIH.
Makanaga ocel OaFbITTBIH 3€pTTEy TOCUIACPIHIH MAaHBI3ABUIBIFEl KapacThIPbUIAIbI, €TiMIi3IiH
Kapyner Kymrepinin xeke KypaMblH TopOueneyne YIKeH MaHbI3Fa re, OMTKeHI MEMIICKETTIH
KayilCi3iriH KaMTaMachl3 €Ty KOPFaHbIC calachiMeH TiKelel OailaHbICTHI.

Kinm  ce3dep: akmapaTTBhIK KEHICTIK, WHTEpPHET OalIaHbIChl, KHOEpKAYINCI3IIK,
AKnapaTThIK Kayirncizaik, anamu kanutai, Kapynsr Kymrep, aknapaTTsik KayinTep.
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BaxknocTh uHpOpMaNIMOHHON 0€30MACHOCTH KAaK COCTABHON YaCTH NMPOrpaMMbl
KnuodepOe30nmacHoCTH

PasBuTtne  WHTEPHET-TEXHOJOTMI  TPUBEIO K  mpoOiieMaTHKe  OOecCTieYeHHs
nH()OPMAIMOHHON 0€30MacHOCTH M BO3HHUKHOBEHHS PUCKOB M YIrpo3 Kak IS TOJb30BaTeleh
MHTCPHET-CETH, TaK W I oOmecTBa B meioM. KiroueBoe mMoHATHE KHOEpOE30MacHOCTH,
BKJIIOUABIIIEE paHee B ce0si B MEPBYIO OUYEpellb TEXHOJOTUYCCKUI HWHCTPYMEHTAPHM, CErOIHS
pacmpeHo 3a cYeT MOHATUH BUPTYaJbHOW KOMMYHHMKAIIMA W BUPTYaJbHOTO IKCTPEMH3MA.
YenoBedecknii KamuTal, Kak OAWMH u3 (aKTOpPOB KuOEepOe30MacHOCTH, CTAHOBACH OOBEKTOM
WH(POPMAIIMOHHOTO BO3/CHUCTBUS, MOXET OBITh TaK JXK€ IOABEPKEH KuOeparakaM, Kak H
HCIMMOCPCACTBCHHO I/IH(l)OpMaL[I/IOHHbIG cucreMsl. B cTatbe paccMaTpuBacCTCA BaXHOCTb
UCCIIEIOBATEIILCKUX MMOAX0JI0B B 3TOM HANpPAaBJICHUHU B KOHTEKCTE TOTO, YTO 3TO MOXET MMETh
6OHI)IHO€ S3HAYCHUC IIPU BOCHHUTAHWU JIMYHOT'O COCTaBa BOOPYKCHHBIX CHUJI CTpaHbl, TaK KakK OT
HUX BO MHOTOM 33aBHUCHUT o0OecrieueHre O0e30IacCHOCTH TOCyAapCTBa.

Kniouesvie  cnosa:  WHGOPMAIIMOHHOE  TPOCTPAHCTBO,  WHTEPHET-KOMMYHHKAIIHH,
krOepOe301acHOCTh, HHPOPMAITMOHHAS 0E30MaCHOCTh, YSIIOBEYCCKUI KalUTall, BOOPYKCHHBIC
CHJIBI, THPOPMAIIMOHHBIC YTPO3bI
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