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Modeling the development process of anti-terrorist consciousness
in young people

For the successful prevention of terrorism and extremism among young people, it is
necessary to have scientific and methodological support and create suitable socio-pedagogical
conditions in educational institutions. The article is devoted to modeling the process of developing
anti-terrorist consciousness among young people, identifying the conceptual and technological
components of this process. Based on the analysis of philosophical and psychological and
pedagogical literature, the essence and content of anti-terrorist consciousness are substantiated, the
process of developing anti-terrorist consciousness is substantiated, measures for the development
of the phenomenon under study are proposed: monitoring, studying the social well-being of young
people, as well as the study of communication deviations both within study groups and with other
people. The authors emphasize the importance of fostering tolerance and countering influences
that cause fear and alienation from other peoples and cultures. This will help young people
develop the skills of independent, critical thinking and forming judgments based on moral values.

Keywords: anti-terrorist consciousness, model, model components, levels and stages of
development, criteria.

Introduction

The problem of the spread of terrorism is relevant both at the national and
international levels. An important factor for people exposed to terrorism is the
psychological and emotional component. Therefore, in most cases, young people are
the object of influence and involvement in various kinds of destructions. The
marginality of youth, legal illiteracy, social status, and difficult adaptation to
difficulties contribute to the creation of conditions for the formation of an internal
plan of consciousness for young people to achieve success relatively quickly and
easily and through extremism or even terrorism.

At the 40th meeting of the Council of the Regional Anti-Terrorist Structure of
the Shanghai Cooperation Organization, it was announced that in 2023, social
networks involved more than 80 thousand Kazakhstanis in destructive communities,
of which almost six thousand were young people under the age of 18 [1]. According
to expert estimates, there are up to 10,000 extremist Internet platforms online [2].
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The increasing influence of the Internet space on the extremist sentiments of
young people shows the lack of research on understanding the Internet and the
manifestations of violent extremism, namely the lack of theoretical knowledge that
could support an evidence-based policy to prevent and counter this phenomenon.

It should be noted that the urgency of countering violent radicalization and
attracting young people to extremist discourses is not removed from the agenda. All
of the above requires new research, the search for active technologies and vectors
for organizing targeted educational work with young people, taking into account the
digitalization of space.

The purpose of the article is to review theoretical research on understanding the
essence and content of anti-terrorist consciousness among students; to model the
process of developing anti-terrorist consciousness among students; to formulate
recommendations for future employees of the education system on preventing
violent ideology.

Research methods

The article uses the method of analysis and synthesis, systematization and
modeling, generalization.

The analytical approach was used to study scientific works and research of
modern specialists in the field of philosophy, psychology, pedagogy, etc. The
synthesis was applied to provide a cursory overview of the phenomenon of terrorism
among young people, its features and essence. Using the method of systematization,
the relationship between the components and the nature of the development of the
anti-terrorist consciousness of youth was revealed. The modeling allowed us to
project the process of developing the anti-terrorist consciousness of young people in
the university environment. Summarizing the results has become an important stage
of the study, allowing us to formulate conclusions and recommendations during the
study.

Main part

To determine the essence of ™anti-terrorist consciousness”, we analyzed
philosophical teachings that reveal the concept of “consciousness”. Christof Koch
(2019), chief scientist at the Allen Institute for Brain Science in Seattle, writes:
"Consciousness is any experience, from the most mundane to the most sublime™ [3].

Michael W. Eysenck, Mark T. Keane (2015) believe that consciousness
performs the following functions: perception of the environment; social
communication; control of actions; thinking beyond the present; integration and
combination of various types of information [4].



In a more concise form, to illustrate the logic of understanding this concept, we
presented it in tabular form (See: Table 1.)

Table 1 - Philosophical understanding of the concept of "consciousness".

Philosophical approaches and theories
to the consideration of consciousness

Theses

Dualism (Descartes, Plato, D.
Chalmers)

There are 2 independent substances: consciousness and
physical objects, but they complement each other.

Logical Behaviorism (Hempel, Ryle)

Being in a mental state means being in a behavioral
state.

Idealism (George Berkeley)

The soul is primary, the body is secondary. The objects
of the physical world do not exist outside of their
perception.

Materialism (F.Engels, D. Armstrong,
D. Davidson)

Behavior is the internal physical cause of consciousness
("consciousness not only reflects, but also creates the
world").

Functionalism (D.Luce, H. Putnam,
D. Dennett)

Being in a mental state is being in a functional state.
Consciousness is potentially a function of various
physical objects, such as computers.

The theory of two aspects (Spinoza,
B. Russell)

Mental and physical essence are two fundamental
realities of things that are neither mental nor physical.

Phenomenological (E.Husserl,
M.Merleau-Ponty)

The main property of consciousness is its intentionality.

Teopust BozuukHOBeHUs ([Ix.Cupn)
The theory of origin (J.Searle)

Consciousness is a property of a physical object, but it
cannot be reduced to physical states and must be studied
separately.

The analysis of the philosophical foundations in the interpretation of the term
consciousness allows us to draw the following conclusions: activity and
intentionality are the main characteristics of consciousness; consciousness has a
reflexive and motivational-value character; consciousness reflects a certain human
experience.

In the works of the outstanding Soviet psychologist A.N. Leontiev (2005), the
structure of consciousness is presented as a complex multilevel system that includes
three main components: sensory tissue, meaning, and personal meaning [5] (See
Figure 1).
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In psychology (according to A.N.Leontiev)

Sensory fabric is
a reflection of
objective reality

Meaning is a
reflection of
social reality

Personal
meanings are
a reflection of

individual

experience

In pedagogy

Representation

and awareness

of oneself and
one's own
behavior

Representation
and awareness
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surrounding
reality

Representation

and awareness

of relationships
to others

Substructures of consciousness

Cognitive .
practical

Emotional and
value-based
Figure 1. The structure of consciousness

V.P. Zinchenko (1999), developing the concept of the structure of
consciousness proposed by A.N. Leontiev, made a significant clarification by
introducing the concept of "biodynamic tissue™ of movements and actions. This is
not just a set of physical actions, but a generalized, multidimensional image of
objective action, a kind of "material" from which not the images themselves are
formed in consciousness, but their objective embodiment in movements and actions.
This fabric is the foundation on which everything else is built. It includes kinesthetic
sensations, muscle tension, coordination, speed and precision of movements —
everything that makes an action effective and meaningful [6]. According to V.P.
Zinchenko, existential consciousness is, in fact, “consciousness for being", a direct
experience of the world through the body and actions. Here, a basic sensory image
is formed, the "primary"” imprint of an action or event. We don't just see an object,
but we feel its weight, texture, and temperature, and these sensations are inseparable
from the biodynamic tissue, from our interaction with this object. Reflective
consciousness is "consciousness for consciousness,” the level of comprehension and
analysis of experience. This is where the transition from direct experience to
abstract thinking takes place. Zinchenko identifies two main components of



reflexive consciousness: meaning and meaning. Meaning is a socially mediated
content acquired by a person from the outside world. These are concepts, terms,
symbols, established rules and norms that we use to describe and understand reality.
These are operational meanings (algorithms of actions), subject meanings
(properties of objects), verbal meanings (verbal designations), as well as everyday
and scientific knowledge acquired in the process of socialization. Meaning, unlike
meaning, is a subjective understanding and attitude to a situation, information, and
meaning. This is a personal, emotionally charged aspect of understanding. In the
center of this structure of consciousness, according to V.P. Zinchenko, is the
awareness of one's own "I". The formation of the "I" is a process based on the
differentiation of "one's own" and "someone else's"”, on the ability to distinguish
one's own actions and feelings from the actions and feelings of other people. This is
not just awareness of one's existence, but the development of self-awareness,
understanding of one's motivations, goals, values, and one's role in the world. This
process is closely related to the development of reflective consciousness and the
ability to analyze one's actions and their consequences, to be aware of one's own
emotions and states. Only after that it becomes possible to build complex and
expedient actions. The next layer of consciousness is spiritual. This is where the
personological and value formation of the personal environment takes place, which
V.P. Zinchenko (2010) substantiates through the concept of dialogue ("I am
Another”) [7]. It is at this level that personal meanings, values and acquired
knowledge are manifested.

It is worth noting that terrorism tends to manifest itself in various directions,
both political, social, psychological, informational, and educational. Such
manifestations have a number of their own characteristics. The UN General
Assembly has adopted about 10 resolutions on national, regional and international
terrorism, but has not been able to provide an all-encompassing acceptable
definition [8].

According to experts, among the definitions, the following seems to be the
most acceptable: terrorism is the use of non-state violence or threats of violence in
order to cause panic in society, weaken and even overthrow the government and
cause political changes, it is aimed at destabilizing state regimes, arousing concern
among the population because of their defenselessness in the face of violence,
change as a result This is the right of the State authorities in the country to carry out
other political, religious or ethnic acts [9].

In general, there is no well-established concept regarding the anti-terrorist
consciousness [10]. However, the existing theoretical foundation in psychological
and pedagogical science allows us to consider it as a system of a person's position
on unacceptable terrorist activities, on terrorism as a socially dangerous process, on
the characterization of means to counter the threat of terrorism, to protect society
and the state from its influence. A well-developed anti-terrorist consciousness
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should form protective boundaries in the face of possible recruitment to join terrorist
organizations, as well as in the face of manifestations of human opinions about the
possibilities of solving public problems through terrorist actions [11]. We consider
the anti-terrorist consciousness as an understanding and awareness of the threats of
terrorism, as well as the willingness and ability to respond to them.

In this study, we proceed from the basic principle of psychology, which is the
unity of consciousness and activity. This means that consciousness develops and
manifests itself in the process of activity. With regard to the issue under
consideration, this means that the structure of a person's anti-terrorist consciousness
can be studied based on the results of its functioning, that is, by its final products. At
the same time, it is necessary to take into account the functional and psychological
structure of anti-terrorist consciousness. It consists of three components: cognitive
(anti-terrorist thinking, views and beliefs, knowledge and skills), emotional-value
(feelings, values, orientations) and active-practical (motivation, attitudes, habits and
skills).

The development of anti-terrorist consciousness among students is a
multifaceted and complex task. It requires a systematic approach covering all levels
from individual to state. I.VV. Abakumova and P.N. Ermakov (2013) rightly
emphasize the importance of forming a deep understanding of the causes and
mechanisms of terrorism among the population, a sustained negative attitude
towards the terrorist ideology, and a positive perception of measures aimed at
countering terrorism [12]. It is necessary to develop critical thinking that makes it
possible to distinguish reliable information from propaganda and disinformation
actively disseminated by terrorist organizations on the Internet. Therefore,
technologies are needed to train students with high medical literacy, who are able to
analyze information, identify signs of propaganda, and protect themselves from
manipulation.

B.N. Zemtsov and T.R. Suzdaleva (2020) note the enormous potential of
humanitarian subjects in the prevention of terrorism and extremism [13]. We believe
that constructive dialogue, a free format for discussing controversial issues, and
interdisciplinary communication in the content of the subjects of the OOD cycle,
such as the History of Kazakhstan, Philosophy, and the Module of Socio-Political
Knowledge, help highlight the threats of terrorism and the need to develop
immunity to manipulation and propaganda.

According to A.Y. Bykov (2020), Western universities also pay attention to the
problem of developing students' anti-terrorist consciousness and try to implement a
balanced approach to freedom of speech and security arrangements [14]. The
development of media literacy among students among Western researchers acts as a
critically important aspect of countering terrorism. Abroad, the development of the
ability to independently filter information, identify fakes and propaganda,
understand manipulation methods, and teach critical thinking to the general



population is not only the task of organizing education, but also of all social
institutions [15; 16].

According to T.V. Furyaeva and S.V. Shik (2022), active discussions and
discussion of the consequences of theoryism and extremism among students allows
them to form a well-founded position and prevent the processes of involvement in
extremist movements [17].

The obtained results of the theoretical analysis made it possible to model the
process of developing the anti-terrorist consciousness of youth (Figure 2).

The goal is to develop the anti-terrorist
consciousness of young people
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Figure 2. — A model for the development of youth anti-terrorist consciousness

The value-target block defines key conceptual approaches, trends and
principles, and tasks for the development of anti-terrorist awareness among young
people.

The conceptual research approaches are: system-synergetic (I.R. Prigozhin,
B.C. Stepin, G. Haken, etc.), which identifies the stages of development of anti-
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terrorist consciousness among students as a system as a whole and its components in
their unity and interrelation, studying the process of development and improvement
of the university education system; hermeneutic (V.P. Zinchenko, V.G. Kuznetsov,
G.G. Shpet, F. Schleiermacher, A. Haris et al.), proclaiming the humanization of the
educational environment and allowing us to consider the process of developing the
anti-terrorist consciousness of youth from the standpoint of psychologization,
philosophy, reflexivity, self-reflexivity and self-regulation of education, from the
standpoint of meaning-making and the heuristic nature of education, a combination
of rational-logical, artistic-imaginative and research comprehension of reality;
philosophical and ethical theories of values and axiology (M.Kagan, M.M. Rokich,
V.A. Slastenin, E.N. Shiyanov, and others); theories of meanings (A.N.Leontiev,
D.A. Leontiev, V. Frankl, G.G. Shlet); needs, motives of personality, emotions
(P.K. Anokhin, L.I. Bozhovich, E.P. llyin, K. lzard, S.L. Rubinstein, V.P. Simonov,
J. Singer, etc.); subjectivity (K.A. Abulkhanova-Slavskaya, A.V. Brushlinsky, S.L.
Rubinstein) theories of social education (L.E.Nikitina, M.A.Galaguzova,
V.G.Bocharova, etc.)

The analysis of the above-mentioned approaches and theories allowed us to
identify the following principles of the development of anti-terrorist consciousness
of a personality. These are: the principle of unity of rational and emotional, the
principle of value-semantic orientation, the principle of dialogization, the principle
of interdisciplinary integration, the principle of reflexive orientation.

The objectives of the development of anti-terrorist consciousness are:

- the study, generalization and dissemination of best practices in the formation
of youth resistance to the ideology of extremism and terrorism;

- the inclusion of anti-terrorist education measures for young people in the
educational system of the university at all levels;

-formation of legal culture and information literacy, especially among
undergraduates;

- the curators' work on the prevention of terrorism, xenophobia and extremism
among students for the academic year, which is aimed at creating comfortable
psychological conditions for the development and successful education of young
people;

- inviting representatives of public organizations, successful representatives of
self-government, opinion leaders, as part of preventive measures;

- organization of mentoring activities with minors who are recognized as being
in a socially dangerous situation; the development of youth's worldview towards the
formation of tolerance and respect for the culture of both their own and other
peoples;

- training of employees of an educational organization in ways of protection
and actions in case of threat of commission and (or) commission of a terrorist act,
conducting briefings, object training;



- conducting continuous monitoring (with the involvement of cyber volunteers)
of Internet resources that contain unacceptable content and may subsequently have
an adverse effect on trainees.

The content block is considered by us as a stage in the development of anti-
terrorist consciousness among young people and implies certain stages of anti-
terrorist education and upbringing.

Foreign studies show that in conditions of increasing threats of extremism and
terrorism, formative intervention is necessary, which is understood as an
intervention where the facilitators offer participants resources that allow them to
develop and implement practical experiments that can lead to radical innovations
that can be applied to eliminate contradictions (Sannino, A. et al., 2016) [18]. At the
same time, the process of formative intervention unfolded gradually. The
researchers identified four key learning strategies: (1) encouraging dialogues and
sharing experiences, (2) creating conditions for continuous learning and constant
discussion (emphasis on communication technologies), (3) creating conditions for
the practical application of concepts, and (4) using the dual stimulation method
during self-education and self-discovery (Gomes Reis, L.M. et al, 2021) [19].

In this regard, we have developed educational lessons on the YouTube channel
on the following topics: 1. What is anti-terrorist consciousness? 2. Regulatory and
legal bases of anti-terrorist consciousness. 3. What should | do? or my actions when
a problem occurs. 4. How can | resist the influence of other people? 5. How to
develop critical thinking? Next, we assume that: 1) debates about the methods and
technologies used by representatives of radical ideologues. The speakers will be
experts from the Anti-Terrorism Center in Almaty; 2) thematic classes using
elements of film therapy, that is, watching and discussing films with elements of
recruitment and coercion to terrorist activities, ways out of critical situations; 3)
testing, solving crosswords and quizzes based on the submitted materials. These
educational and practical exercises formed the basis of a formative research
experiment.

The procedural and activity block. Defines a specific set of socio-pedagogical
conditions, technologies, forms and methods of organizing educational work with
young people.

The criterion-evaluation block contains criteria for the development of anti-
terrorist consciousness and diagnostic methods. Indicators of the development of
anti-terrorist consciousness will be the level of knowledge and the level of use of
this knowledge in a practical situation.

Conclusions

In general, we can say that the country's universities are working with students,
including minors, who are interested in destructive movements, based on annually
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updated regulatory documents (regulations, programs, plans). In most cases, this
work is related to the education of students in the framework of curatorial activities,
psychological support and prevention of students at risk. However, teachers,
supervisors, and specialists who carry out this work often lack knowledge in the
field of religious movements and new technologies to counter manipulation. In this
regard, we propose to introduce a department for religious education into the
structure of the administration of educational and socio-legal work at universities; to
carry out constant technological and meaningful coverage of the most problematic
topical topics within the framework of educational events; to hold various events for
active discussion of socio-political, religious topics with students. As an example, |
would like to cite the Student Discussion Club "Political Scientist" of the Al-Farabi
Kazakh National University (https://farabi.university/news/8374? lang=ru), where
students independently involve prominent government, political and public figures
in the discussion of socio-political issues in the country and international trends.
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A.O. bynar6aeBa, A.K. XXomaprtos
Kacrapaarbl TeppopFa Kapchbl CAaHAHBIH JaMy MPOIECiH yJriiey

XKacrap apaceiHmaa TEPPOPU3M MEH IKCTPEMHU3MHIH TaOBICTBHI QJIJIBIH aly YIIiH FhUTBIMH-
o/icTeMeNik KoyijayFa ue Oony jkoHe OuriM Oepy y#bIMAapbiHAA KOJAMIBI QIeyMETTIK-
TIeIarOTMKAJTBIK JKaFIaiiiap jkacay KakeT. Makaia skacTap/IblH TeppOpFa KapChl CAHACHIH JAMBITY
OpPOIECIH YIAriIeyre, OChbl MPOLECTIH TY)KbIPIMIAMAJbIK KOHE TEXHOJOTHUSJIBIK Kypamaac
OomikTepiH aHBIKTayra apHanradH. DOWIOCOOUSIBIK JKOHE TCHXOJOTHSIIBIK-TIEIarOTHKAITBIK
onebuerTepai Tanjgay HEri3iHAe TeppopFa Kapchl CaHAHBIH MOHI MEH Ma3MyHbBI Heri3jenen,
TEeppOpFa KapChl CaHAHBIH JaMy Yepici HeTi3ene i, 3epTTeNIeTIH KYObUIBICTBI JaMBITY OOMBIHIIA
ic-1Iapanap YCHIHBUIAJbl: MOHUTOPHHI JKYPIi3y, *acTapIblH QJIEYMETTIK oJ-ayKaTblH 3epTTey,
COH/Iai-aK OKy TONTaphbl 1IIiHAE 1€, 0acKa agaMJapMeH Ji€¢ KapbIM-KaTbIHACTaFbl aybITKYyJapabl
3epTTey. ABTOpJIap  TOJEPAHTTBUIBIKTBHI  TOpOMeNneyliH JkoHe Oacka XalblKTap MeH
MOJIEHUETTEP/IeH KOPKBIHBIII IIEH IETTETYAl TYAbIPAaThIH 9CEPre Kapchl TYPYAbIH MaHbI3IbIIbIFbIH
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atan Kepceteni. byn skactapaplH OoWbIHIA TOyenci3, CBIHM OWIay JKOHE aJaMrepuIilik
KYHIBUIBIKTapFa HETI3JENTreH MaibIMIaynaplIsl  KaJbIITACTBIPY  JaFAbUIapbIH  JIaMBITYFa
KOMEKTECE/I].

Kinm ce30ep: Teppopra Kapchl caHa, Yiri, YATIHIH Kypamaac OeliKTepi, JaMy JeHTeulnepi
MEH Ke3€HJIepi, KpUTEepHAIep.

A.A. bynar6aeBa, A.K. XXomapros

MoneaupoBaHue MpoIecca pa3BUTHSI AHTUTEPPOPHCTHYECKOTO COBHAHUSA Y
MOJIO/IeKH

Jis  ycnemHONW TpOMUIAKTHKA Teppopu3Ma M JIKCTPEMH3Ma CpPEId  MOJIOJICKH
HEOOXOJUMO HMMETh HAyYHO-METOJUYECKYI0 MOIACPKKY U CO3AaTh MOIXOJSIINE COIUAIBHO-
MEeJaroruyeckrue ycjaoBUsl B OpraHu3anusx ooOpasoBanusa. CTaThs MOCBSIIEHA MOICIHPOBAHUIO
mpolecca  pa3BUTHS  AQHTUTEPPOPUCTUYECKOTO  CO3HAHHUS Y  MOJIOJICKH,  BBISIBICHHUIO
KOHIENTYalIbHO-TEXHOJIOTMYECKUX KOMIIOHEHTOB JlaHHOro Ipouecca. Ha ocHoBe aHanuza
bunocockoil ¥ MCUXOJIOTO-TIeIarOrH4YecKOi JINTepaTypbl 000CHOBAaHA CYIIHOCTh M COAEpIKAHHE
AHTUTCPPOPUCTHUYECKOTO CO3HAHHS, OOOCHOBAaH IIPOILIECC PA3BUTHUS AHTUTEPPOPUCTHICCKOTO
CO3HAHMS, MPEATOKEHbl MEPOIPHUSATHS MO PA3BUTHIO HCCIEAYeMOro (eHOMEHa: IPOBEICHUE
MOHUTOPUHTA, 10 W3YYCHUIO COIMAIBHOTO CAMOYYBCTBUS MOJIOJCKH, a TAaKXKE HCCIEIOBaHUE
OTKJIOHEHHI B KOMMYHHKAIIUU KaK BHYTPU y4EOHBIX TPYIMI, TaK U C APYTUMH JIFOJIbMU. ABTOPBI
MOJYEPKUBAIOT BAXKHOCTh BOCIUTAHUS TOJEPAHTHOCTU U MPOTHUBOACUCTBUS BIUSHUIO, KOTOPOE
BBI3BIBACT CTPAX M OTYYXKJIEHHE K JAPYTUM HApOJaM U KyJIbTypaM. DTO MOMOXET Pa3BUTh Yy
MOJIOJICKH HAaBBIKM HE3aBUCUMOTO, KPUTHUUECKOTO MBIIUICHUS U (HOPMUPOBAHUS CYXKJICHHM Ha
OCHOBE MOpPaJIbHBIX LIEHHOCTEM.

Knroueswie cnosa: AHTUTCPPOPUCTUYCCKOC CO3HAHHUC, MOJLC/Ib, KOMIIOHCHTBI MO/JCIIH,
YPOBHHU U 3TAIlbl pa3BUTUA, KPUTCPUH.
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